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PART ONE:
FOREWORD

The UbuntuNet Alliance has always recognised the fact that content is the driver of our
data networks, and that our working to ensure access to sufficient bandwidth at
affordable cost is really about enabling cost-effective collaboration among our
communities of practice. It is through such communities, working with the colleagues
in and outside Africa, that we shall achieve the true value of our NRENs – national
development, human development, and sustainable economies. This is why we
promote our annual conference, UbuntuNet-Connect, as the premiere continental event
for the dissemination of research that is enabled by e-infrastructures.
We have been richly rewarded: this year saw the largest number of abstracts from the
largest number of countries we have ever had participating. Our international panel of
reviewers did an excellent job of selection, but we were unfortunately forced to drop
some good abstracts because of the limitation in slots, despite the fact that wellattended parallel sessions were held for the first time.
In these proceedings of UbuntuNet-Connect 2013, you will be able to feel the pulse of
research going on in development parts of Africa and indeed the world that address
many of the development challenges of Africa. You will also feel the dynamism of the
growing community of NREN practitioners, working to ensure that Africa has
sustainable and stable connectivity and application platforms, creating a research and
education environment comparable to any other part of the world. As the Alliance, we
feel the energy of these groups, and they give us the signal that we are on the right path.
However, good papers alone do not make a good conference of the kind we had in
Kigali: many African researchers from developing countries never get the opportunity
to disseminate their findings at international events. We acknowledge with thanks the
generous support of the following companies and organizations which funded travel
fellowship for the many authors, enabling participation from 34 countries.
We wish you good reading and look forward to seeing you at UbuntuNet-Connect 2014,
13th – 14th November 2014, Lusaka, Zambia!

Eng Dr. Francis F. Tusubira (Tusu)
CEO, UbuntuNet Alliance
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PART TWO:
PAPERS (A/Z by first Author)

Group photo of participants at the UbuntuNet-Connect 2013 at Lemigo Hotel, Kigali,
Rwanda
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Content Alert System Using Short Message
Service (SMS): A Testimony of two
Collaborative Projects in Africa and Asia
John Paul ANBU1 and Sridevi JETTY2
1

Head- Periodicals, University of Swaziland, Swaziland.
Tel: +268 25170153, Email: anbuj@uniswa.sz
2
Librarian, Dr. Harisingh Gour University, Sagar, MP, India.
Tel: +919406916076 Email: sridevi.jhs@gmail.com

Abstract
This paper is a case study of a semi-automated Content Alert System implemented at two
university libraries; The university of Swaziland, Swaziland, Southern Africa and
Bundelkhand University Library at Jhansi in India. Among the various mobile services,
Short Message Service (SMS) is one of the most popular services widely used all over the
world. The projects initiated at these libraries were intended to use the SMS service to
provide an effective content alert system with very little cost impact on the libraries and at the
same time aimed to increase the usage of library resources among the library patrons. The
project ran in two phases. In the first phase a successful content alert system was tried and
tested at the University of Swaziland with the help of Emerald Publishers. On successful
completion of the project a prototype was developed. Using the prototype the second phase of
the project was designed. In the second phase a similar content alert service was established
with a larger user group and the alerts were generated from a number of publishers and SMSs
were sent to the patrons. This paper describes in detail the background, the rationale, details
of the project, the methods used and the findings of the projects.

Keywords
Short Message Service, SMS, Mobile Computing, Mobile library applications.

1. Introduction
The current academic environment is dominated by the use of advanced communication
technologies. Such technologies are used extensively by students and staff at institutions of
higher learning for accessing and disseminating information. A closer look at the gadgets
around us, it is clear that we are becoming more comfortable with wireless communication
systems; there is no doubt that the world is moving towards wireless communication. It’s
significant to note Yoo-Seong Song and Jong-Moon Lee’s (2012) study of mobile device
ownership among international business students, which shows clearly that close to 82%
students owned smartphones. Olatokun (2006) observes that “Mobile phones have become an
inseparable part of everyday life”. Mobile devices have become more attractive mainly
because of the availabilty of e-commerce related applications and the ease with which one
can access desired information from anywhere anytime. The real impetus for the mobile
devices started with the arrival of web 2.0 applications especially the active participation of
the user towards the web which has pushed the growth of mobile devices in academic
institutions. When we look at the different gadgets used around us it’s obvious to note most
of them are wireless. “Everywhere we go we cannot help but notice the number of mobile
devices being used; cell phones, ipods, ipads, android devices, MP3 players, GPS systems,
5

blackberries and even mini-laptops”. Jacobs (2009) observes that “mobile access is the
remediation of wireless internet”. Libraries which play an integral part in the dessimination
of information has always tried to use the opportunities created by technologies to provide
innovative services to its users. Starting from the advent of microprocessors in libraries each
technological milestone has created new and innovative services in the library realms. The
latest innovations are the use of mobile technologies in library services.

2. Growth of Mobile networks & services
The Global System of Mobile Communication (GSM) is widely spread and accessible
throughout the world. The growth of mobile users over the years is phenomenal. The total
number of mobile phone users in 2009 was estimated at over 4 billion
(www.budde.com.au/research/global-mobile-subscriber-statistics.html), which represented
more than 50% of the global population. This number has grown to 6 billion in the year 2012
(http://www.digitalbuzzblog.com/infographic-2012-mobile-growth-statistics/)
which
is
around 87% of the world population. This phenomenal growth is attributed to the growth in
mobile communication in India and Africa. It is also estimated that close to 1.2 billion people
access internet through their mobile devices and over 300,000 apps have been developed for
the mobile phones. The growth of mobile users saw the tremendous market growth of mobile
companies and mobile gadgets. Compared to the bulky and large mobile phones of 1984
when Motorola first introduced its first mobile handset which weighed close to 2 pounds, to
the most sleekest smartphones of today there has been a tremendous growth and development
in the mobile telephone industry. It is anticipated that the launch of WiMax technology and
the 4G LTE will bring a revolutionary change in mobile communication world.

3. Libraries and Mobile Technology
With the tremendous growth of mobile communication technology the expectation and
interest among the students and staff to use mobile technology especially for library related
applications are generally on the raise. An exhaustive literature search proves that in the past
several years a number of mobile technology related projects for teaching and learning were
reported in various literatures. Walsh (2009) in his text messaging article refers to a number
of small-scale and pilot projects centered on mobile learning but most of them were
experimental projects and have not yet been brought to the mainstream learning environment.
Imhmed (2009) refers to Parent Alert System (PAS) via SMS for campus facilities which
make use of Wireless Application Protocol (WAP) which also shows the pitfalls in the
system that require in-depth investigation. Thinking specifically for libraries, Simon So
observes that libraries can better reach out and serve students by sending and receiving SMSbased library information (So, S. 2009). It’s a strong belief amongst librarians that there are a
number of areas in library services which can be better reached by SMS-based messages.
Basic information alerts such as notices of book reservations, and renewals and overdue
reminders are well suited for this communication medium.
Among the various mobile applications and services, one mobile service which has taken the
library community by storm is SMS (Short Message Service). The SMS based alert service
offered by the Hong Kong Institute of Education (HKIED 2012) is an important mobile based
information service for libraies. Kroski (2012) in his article “On the move with Mobile web”
refers to Library SMS Notification system used at the University of Illinois at UrbanaChampaign. This system provides notifications by text messaging to its users when in-depth
reference service were solicited from the librarians. Hill and Sherman (2007) reports
6

extended text messaging reference which can text SMS messages to and receive answers
from librarians at Southeastern Louisiana University. Custom-made services such as
AltaRama’s Reference by SMS Service (www.altarama.com) or Mosio’s Text a Librarian
(www.mosio.com) are successful commercial applications which have provided excellent
SMS based library services. For many libraries texting is used to complement the different
other reference services currently offered by their institution such as in-person, email, phone
and chat (Murray 2010).

4. SMS Technology an overview
Modern mobile telephony has produced a number of path breaking applications. But among
the various applications and services, text messaging is still the universal platform for the
masses. Among the various facilities available within the mobile communication system,
SMS (Short Message Service) is the oldest and most used till date. This is basically because it
does not require special downloads as it is already available on all the mobile phones (Pope et
al., 2009). Infographic mobile growth statistics show that close to 8 trillion text messages
were sent in 2011 alone. This shows the versatility of Short Message Services. SMS
technology evolved out of the Global System for Mobile (GSM) communications standard,
an internationally accepted cell phone network specification which the European
Telecommunications Standards Institute created (Brown 2007). SMS messages are sent and
received through a Short Message Service Center (SMSC) which acts as the transmitter of
SMSs. The SMSC are capable of sending and receiving messages up to 140 characters. In
most of the countries when an SMS is sent, it is sent to applications or services addressed to a
short code instead of a standard phone number (Brown 2007).

5. Project background:
In 2009 when mobile telephony was beginning to make inroads into mainstream academic
institutions a project was attempted at the University of Swaziland. The project was to
experiment whether SMS technology can be effectively used to engage the library users into
using the library services, especially the electronic resources and whether it is possible to
effectively market the library services through SMS technology. Realizing the potential of
such a project especially in an academic institution a strong partner was needed and Emerald
Group Publishers responded our call and had a collaborative project at University of
Swaziland library for a period of 2 months (March – April 2009). The project was very
simple. Firstly we created a Web enabled SMS platform to send SMS messages, gathered a
group of selected students, compiled SMS messages, mostly of Table of contents, article
alerts, quotations and library alerts and transmitted them to the students. On transmission we
monitored the usage of our electronic resources.
Following the successful piloting of the Engage the users’ project, a prototype of the SMS
alert service was published in Emerald Journals (Anbu K and Mavuso 2012). Realizing that
the pilot project was limited in a number of aspects a similar attempt was made at
Bundelkhand University, in the heartland of India, where the authors have made an attempt to
see whether a slightly modified version of the project with specific alert messages which are
normally received from the publishers can be effectively sent to library patrons on an SMS
based SDI simulation method. The major difference from the original pilot project is to move
from the Emerald’s Intouch platform to an independent platform. Further, the second project
also wanted to see whether the prototype suggested in the pilot project can be successfully
7

experimented if a larger user-base with heterogeneous clientele is enrolled. As an experiment
a number of newer databases were also included to study the impact and problems faced in
executing the project

6. Methodology Followed
The methodology to create an effective SMS based alert system comprised of the following
stages:

Creation of a web enabled SMS platform to send SMS messages

Creation of users profiles for receiving SMS messages

Assimilation of alerts for transmission

Transmission of the assembled messages through the web enabled SMS
platform.
6.1 Web enabled SMS Platform
The backbone of these projects are the creation of web enabled SMS Platforms. For sending
continuous SMS messages it is important to have a web enabled SMS gateway so that it is
easy to maintain and administer. A web enabled SMS gateway is an interface which can
allow the sender to send SMS from a computer. Most of the SMS service providers offer web
enabled SMS platform as an add-on service. For creating custom made web SMS platform
there are a number of free and open source software and a few proprietary software available
which can be made use of to create a web enabled SMS Platform. In these two projects two
separate web enabled SMS platforms were experimented. In the first case Emerald’s Intouch
portal which makes use of Elgg, an open source software was used and in the second phase a
commercial SMS vendor was used which provided the web based SMS gateway.
6.2 User Profile
An important component to the SMS based alert service is the creation and maintenance of
the user profile. This is the reciprocal link between the information and the recipient. All the
relevant information about the users are stored in this profile, which can be a database or
table. A user profile consists of information about the user and his information needs. A
prototype of a user profile for mobile based SDI service consists of the user identification
number, contact number, information needs which translates as keywords or subject and the
frequency of information. For the first phase of the project a simple table was created with
just the user name, contact details and the mobile number. This is because all the recipients
were from the same group which had similar subject requests. During the second project the
subject keywords were recorded against each user so that the relevant and specific
information could be transmitted to them.
6.3 Assimilation of content alerts:
The main purpose of the project is to deliver the content alerts. Different techniques were
employed to generate and assimilate the contents. In the case of the first project a
straightforward table of content alerts from Emerald Management Database was generated
since the target audience was from the faculty of Management and everyone had the same
need. The expansion of the second project involved a heterogeneous group of users drawn out
of different faculties with different subject needs; hence a different approach was employed.
An SDI (Selective Dissemination of Information) method was used to ascertain the subject
8

requirements of every user. Accordingly the user subject keywords from each users profile
were picked. Since the users are drawn from different faculties, a need for assimilating
information from different databases was also required. So email based content alerts for
different databases and publishers were solicited from the different databases with the
keywords supplied by the staff were entered. This has enabled the library to assimilate the
content alerts.
6.4 Transmission of the content
On successful assimilation of alerts the final step is to transmit them as SMS messages to the
users. The SMS gateway was used to transmit those messages from the portal which also acts
as a permanent record of all the activities which will help to determine the usage and all the
other administrative statistics. Once again the first phase of the project was simple because all
the alerts were transmitted to all the users. In the case of the second project, each content alert
was cross-checked against each users and accordingly the specific alert was sent to each user.

7. Findings
On Completion of the projects reviews was conducted to see the impact of the service
amongst the library users. In the case of the first project with the University of Swaziland it
was very easy to ascertain the results as the alerts were sent to a specific set of users and the
alerts were picked from one specific database. The results showed that the number of
download and the number of sessions the users engaged with the database increased
dramatically during the time of the project. As the graphs in figure 1 illustrate the Full Text
downloads were increased by almost 150% compared to that of the previous two months. On
a year to year comparison the growth rate again showed an impressive 150% to that of the
previous year for that period.

Fig. 1 Full Text Download month wise and year to year

Keeping all the complexities of the second project in mind another analysis of the service was
carried out with reference to the number of downloads and access to databases. Once again
the results showed a remarkable increase in the usage of the databases. A comparison of year
to year downloads for five main databases subscribed by the university showed that there was
a marked difference compared to the previous year. Notably the database American Chemical
Society, showed an increase of close to 5 times more than that of the previous year, while the
other databases also showed similar increase in the download. The graph and table below
depict the increase of downloads during the project period.
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Fig. 2. Full Text Download year to year for five major databases

8. Lessons Learnt
From the two projects valuable lessons were learnt. Following points summarize the
experiences and lessons learnt:


Marketing: The important lesson we learnt in the whole project is that the library
services can be better utilized, especially in the academic institutions once they are
marketed properly to the users. Whether it is in Africa or in the rural India, the usage
of electronic resources depends on how best they are marketed. In this case the unique
SMS based alerts proved novel and informative for users to try and experiment the
databases to download full text articles.



Scalability: From the pilot project to the second phase of the project we learnt that
once a proper prototype is formed it’s easy to scale the project to the needs of
different situations. In our case we had to port our project to an institution which had
a user group with diverse disciplines. Our well documented prototypes helped to scale
the project to different situations.



Collaboration: Another important lesson is the value of collaboration and partnering.
It’s weird to see a project initiated in south of Africa could be ported into the
heartland of India. This is made possible only by collaboration and partnering.



Consistent Results: Another lesson we have learnt is that the results seems to be
consistent with both the libraries irrespective of the clientele and the information
sources. This speaks volumes about the psychology of users and the future of library
marketing.



Use of current Technology: It is also worth mentioning that there is a need to provide
services through the technology which is current and used by the mass. This will
bring lot of enthusiasm amongst the users.



Cost effectiveness: Usage of mobile technology has also proved that this is very cost
effective. The pilot project made use of the generous gift of Emerald Publishers for
sending SMS messages. In the case of the second phase the bulk SMS were bought at
a cheaper price.
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8. Conclusion
The Information and Communication Technologies (ICT) has been spear heading a major
revolution in the access and dissemination of information. There is no doubt that modern
gadgets and applications drive the technological boom, but at the same time some age old
services like SMS can also prove to be cost effective and at the same time provide the basic
need of the libraries. The next generation of users is looking forward to these innovative
service deliveries to drive their information quest. The underlying principle of the next
generation of library services is to link – people, technology and information in the same
context; to link using the choice of the users and in the mode of communication which is
more suitable and available – telephone, SMS, IM, texting email name anything. With more
experiments and projects in these areas and documenting them for other libraries to follow
them will no doubt enhance the service delivery in libraries and prepare the users for an
exciting experience.
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Abstract
e-Infrastructures, and in particular Data Repositories and Open Access Data Infrastructures,
are essential platforms for e-Science and e-Research and are being built since several years
both in Europe and the rest of the world to support diverse multi/inter-disciplinary Virtual
Research Communities. So far, however, it is difficult for scientists to correlate papers to
datasets used to produce them and to discover data and documents in an easy way. In this
paper, the CHAIN-REDS project’s Knowledge Base and its Semantic Search Engine are
presented, which attempt to address those drawbacks and contribute to the reproducibility of
science.

Keywords
CHAIN-REDS, Cloud Computing, Data Repositories, e-Infrastructures, Grid Computing,
Linked Data, Search Engines, Semantic Web.

1. Introduction
In the last 30 years or so, scientific computing has steadily evolved from mainframe-based
centralized solutions to a really distributed environment (see Fig. 1). This has been possible
thanks to the concurrent availability of powerful “Commercial Of The Shelf” (COTS)
computers and decrease of costs of Local Area Networks. In the first half of 90’s the
emergence of cluster computing for High Throughput Computing (HTC) applications was
confirmed and “farms” of computers with many-core processors, interconnected by very low
latency networks, have become the norm also in the domain of High Performance Computing
(HPC) at a point that in the last five years about 80% of the Top500 machines are based on a
distributed architecture.
Furthermore, the steep decrease of costs of large/huge-bandwidth Wide Area Net-works has
fostered in the recent years the spread and the uptake of the Grid Computing paradigm and
the distributed computing ecosystem has become even more complex with the recent
emergence of Cloud Computing.
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Figure 1 Evolution of scientific computing.

All these developments have triggered, at the onset of the 21st century, the new concept of eInfrastructure (also called cyber-infrastructure, especially in the US) defined as “an
environment where research resources (hardware, software and content) can be readily
shared and accessed where necessary to promote better and more effective research; such
environment integrate hard-, soft- and middleware components, networks, data repositories,
and all sorts of support enabling virtual research collaborations to flourish globally” [1].
Indeed, e-Infrastructures are being built since several years both in Europe and the rest of the
world to support diverse multi/inter-disciplinary Virtual Research Commu-nities (VRCs)
(Andronico, G. et al, 2011) and a shared vision for 2020 is that e-Infrastructures will allow
scientists across the world to do better (and faster) research, independently of where they are
deployed and of the paradigm(s) adopted to build them.
E-Infrastructure components can be key platforms to support the Scientific Method [2], the
“knowledge path” followed every day by scientists since Galileo Galilei, in many aspects.
With reference to Fig. 2, Distributed Computing and Storage Infrastructures (local HPC/HTC
resources, Grids, Clouds, long term data preservation services) are ideal both for the creation
of new datasets and the analysis of existing ones while Data Infrastructures, including Open
Access Document Repositories (OADRs) and Data Repositories (DRs) are essential also to
evaluate existing data and annotate them with results of the analysis of new data produced by
experiments and/or simulations. Last but not least, Semantic Web based enrichment of data is
key to correlate document and data, allowing scientists to discover new knowledge in an easy
way.
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2. The CHAIN-REDS Knowledge Base
2.1 The CHAIN-REDS Project
CHAIN-REDS [3] is a project co-funded by the European Commission within its Seventh
Framework Program. CHAIN-REDS started on the 1st of December 2012 and will last for 30
months. The project consortium [4] is made of nine renowned organisations in the field of eInfrastructures, representing Europe and the following world regions: i) China, ii) India, iii)
Latin America and the Caribbean, iv) Mediterranean, Middle-Eastern and Gulf Region Arab
Countries, and v) Sub-Saharan Africa.

Figure 2 The Scientific Method (the figure originally comes from [2]).

CHAIN-REDS vision is to promote and support technological and scientific collaboration
across different e-Infrastructures established and operated in various continents in order to
facilitate their uptake and use by established and emerging VRCs but also by single
researchers, promoting instruments and practices that can facilitate their inclusion in the
global e-Science and e-Research.
The specific objectives of the project are to:
Obj1.
Extend and consolidate the international cooperation of Europe with other
regions of the world in the domain of e-Infrastructures for Research & Education
(R&E), reinforcing the scientific collaboration and broadening the impact of the
European Research Area.
Obj2.
Promote, coordinate and support the effort of a critical mass of non-European
15

e-Infrastructures for R&E to collaborate with Europe addressing interoperability and
interoperation of Grids and other Distributed Computing Infrastructures such as
potential upcoming of Cloud federations and High Performance Computing (HPC)
centres.
Obj3.
Study the opportunities of data sharing across different e-Infrastructures and
continents widening the scope of the Knowledge Base (see next subsection) to Data
Infrastructures and Cloud implementations.
Obj4.
Promote trust building towards open scientific Data Infrastructures across the
world regions, including organizational, operational and technical aspects.
Obj5.
Demonstrate the relevance of intercontinental cooperation in several scientific
data fields addressing existing and emerging VRCs and propose pragmatic approaches
that could impact the everyday work of the single researchers, even if not structured
in a VRC.
Obj6.
Provide guidance and recommendations for roadmaps for long-term global
collaboration in e-Infrastructures and harmonization of existing policies. These are
envisaged to act as input to policy- and decision-making mechanism, harmonized with
the European Digital Agenda and Horizon 2020.
In order to reach its objectives, CHAIN-REDS has devised a work plan based on four pillars:
Awareness, Information, Access and Inclusion which are deemed key to reach the long term
sustainability of e-Infrastructures. The four lines of action are organised in a virtuous cycle,
as sketched in Fig. 3.

Figure 3 The CHAIN-REDS virtuous cycle.
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In the present paper we will mainly deal with Information which mostly relates to objectives
Obj3 and Obj4 listed above and, as shown in Fig. 2, constitutes the first part of the Scientific
Method.
In order to “inform” specialised researchers, “citizen scientists” and the general public about
existing e-Infrastructure sites, services and applications as well as open access documents and
freely-accessible data available on Data Infrastructures relying on those e-Infrastructures,
CHAIN-REDS (and CHAIN [5], its predecessor) has built a knowledge base which is
described in detail in the following sub-section.
2.2 The Knowledge Base
The CHAIN-REDS Knowledge Base [6] is one of the largest existing e-Infrastructure-related
digital information systems. It currently contains information, gathered both from dedicated
surveys and other web and documental sources, for largely more than half of the countries in
the world.
Information is presented to visitors through geographic maps and tables. The “country view”
is shown in Fig. 4. Users can choose a continent in the map and, for each country where a
marker is displayed, get the information about the Regional Research & Education
Network(s) and the Grid Regional Operation Centre(s) (ROCs) the country belongs to as well
as the National Research & Education Network, the National Grid Initiative, the Certification
Authority, and the Identity Federation available in the country, down to the Grid site(s)
running in the country and the scientific application(s) developed by researchers of the
country and running on those sites.

Figure 4 The CHAIN-REDS Knowledge Base: the country view.

Besides e-Infrastructure sites, services and applications, the CHAIN-REDS Knowledge Base
publishes information about Open Access Document Repositories and Data Repositories.
The OADR site view is shown in Fig. 5.
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Figure 5 The CHAIN-REDS Knowledge Base: the OADR site view.

Red markers in the map correspond to the almost 2,500 repositories of DRIVER [7],
OpenAIRE [8] and OpenDOAR [9] while yellow ones refer to the new repositories that have
been added thanks to the CHAIN-REDS outreach activity. Clicking on a marker, one gets the
direct link to the corresponding repository in order to search inside it. Globally, the CHAINREDS Knowledge Base implicitly contains links to more than 33 million documents. The DR
site view is shown in Fig. 6.
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Figure 6 The CHAIN-REDS Knowledge Base: the DR site view.

Markers in the map correspond to the location of at least one of the organizations owning the
more than 500 Data Repositories included in Databib [10] and DataCite [11]. Clicking on a
marker, one gets the direct link(s) to the corresponding repository(ies) in order to search
inside it(them).

3. The CHAIN-REDS Knowledge Base
3.1 Generalities
Although it is quite useful to have a central access point to thousands of repositories and
millions of documents and datasets, with both geographic and tabular information, the OADR
and DR part of the CHAIN-REDS Knowledge Base is only a demonstrator with limited
impact on scientists’ day-by-day life. In order to find a document or a dataset, users should
know beforehand what they are looking for and there is no way to correlate documents and
data which would actually be of the most important facilitators of the Scientific Method (see
Fig. 2).
In order to overcome these limitations and turn the Knowledge Base into a powerful research
tool, the CHAIN-REDS consortium has decided to semantically enrich OADRs and DRs and
build a search engine on the related linked data.
The architecture and the current implementation of the CHAIN-REDS Semantic Search
Engine [12] are presented in Section 3.2 and 3.3, respectively.
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3.2 Architecture
The multi-layered architecture of the search engine is sketched in Fig, 7 where both the
official and “de facto” Semantic Web standards and technologies [13] adopted are described
by small logos.
Starting from the bottom of Fig, 7, the first two components of the service are described
below.

Figure 7 Architecture of the Semantic Search Engine.

3.2.1 Metadata Harvester
As shown in Fig. 7, the metadata harvester is a process running either on a Grid or a Cloud
infrastructure which consists of the following parts:
a) Get the address of each repository publishing an OAI-PMH standard [14] endpoint;
b) Retrieve, using the OAI-PMH repository address, the related Dublin Core [15]
encoded metadata in XML format;
c) Get the records from the XML files and, using the Apache Jena API [16], transform
the metadata in RDF format;
d) Save the RDF files into a Virtuoso [17] triple store according to an OWL-compliant
ontology built using Protégé [18].

20

Figure 8 Schema of the ontology used for the Semantic Search Engine.

3.2.2 Semantic-Web Enricher
Each RDF file retrieved and saved in the Virtuoso triple store is mapped onto a Virtuoso
Graph that contains the ontology expressly developed for the search engine, shown in Fig. 8
for the sake of completeness. The ontology, built using Dublin Core and FOAF standards,
consists of:
 Classes that describe the general concepts of the domain: Resource, Author,
Organisation, Repository and Dataset (where Resource is a given open access
document);


Object properties that describe the relationships among the ontology classes; the
ontology developed for the service described in this paper has several specific
properties such as hasAuthor (i.e., the relation between Resources and Authors) and
hasDataSet (i.e., the relation between Resources and Datasets);



Data properties (or attributes) that contain the characteristics or classes’ parameters.

The third, and highest-level, component is the Search Engine itself which is described in
detail in the next sub-section.
3.3 Implementation
The home page of the CHAIN-REDS Semantic Search Engine [13] is shown in Fig, 9.
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Visitors can either enter a keyword and submit a SPARQL query to the Virtuoso triple store
or select a language and get, on the left side of the page, the list of subjects available in that
language with the indication, between parentheses, of the number of records available for that
particular subject.

Figure 9 Schema of the ontology used for the Semantic Search Engine (Up) and for the Semantic Search Engine
(Down).

The results of a given query are listed in the summary view shown at the bottom part of Fig.
9. For each record found, the title, the author(s) and a short description of the corresponding
resource are provided. Clicking on “More Info”, visitors can access the detailed view of the
resource, as shown in Fig. 10.
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Figure 10 Detailed view of a record found by the Semantic Search Engine.

In the “Dataset information” panel users get the link to the open access document and, if
existing, to the corresponding dataset. Clicking on the “Graphs” tab, which appears at the top
of the summary view (see bottom part in Fig.9), users can select one of more of the resources
found and get a graphic view of the semantic connections among Authors, Subjects and
Publishers, as shown in Fig. 11.
In this way, if new links appear, connecting different resources (as shown in the lower left
corner of the figure), users can infer new relations among resources, thus discovering new
knowledge. It is worth mentioning that this part of the Semantic Search Engine is at
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prototypal stage and is subject to changes and improvements in the coming months.

4. Summary and conclusions
Distributed Computing and Storage Infrastructures and Data Infrastructures are essential
components of e-Infrastructures to support the application of the Scientific Method in the
21st-century researchers’ day-by-day work.
The CHAIN-REDS Knowledge Base and its Semantic Search Engine have been conceived to
demonstrate the potential of information coupled with semantic web technologies to address
the issues of data discovery and correlation. The next step, with reference to Fig. 3, is now to
move from “Information” to “Inclusion” and identify/create new OADRs and DRs in those
regions addressed by CHAIN-REDS to be included in the Knowledge Base and made
available in the Search Engine to support several different Virtual Research Communities. As
an example on future integrations that can be made with African repositories, it is worth
mentioning the case of Latin America, where La Referencia [19] is now part of the CHAINREDS Knowledge Base.

Figure 11 Graphic connections among records found the Semantic Search Engine.

Future developments also include the possibility i) to enrich the information contained in the
CHAIN-REDS Knowledge Base with that included both in general-purpose (e.g., DBpedia
[20] or Google Scholar [21]) and domain-specific semantic repositories (e.g., PubMed [22] or
CIARD R.I.N.G. [23]), and ii) to allow the Search Engine to work on domain-specific sets of
the semantic-web-enriched data.
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change)
[6] The CHAIN-REDS Knowledge Base can be browsed at www.chainproject.eu/knowledge-base
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[17]
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[18]
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25

[19]
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La Referencia home page can be found at http://lareferencia.redclara.net
The home page of DBpedia can be found at www.dbpedia.org
The home page of Google Scholar can be found at http://scholar.google.com
The home page of PubMed can be found at www.ncbi.nlm.nih.gov/pubmed
The home page of CIARD R.I.N.G. can be found at http://ring.ciard.net
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Abstract
One of the best ways to achieve global literacy is through communication, collaborative
learning, research, and problem solving. Technology helps tremendously in these areas, so it
is a great tool to use in this process. As e-infrastructures gain ground in many African
countries and at the same time promises a new way of delivering health, education and
agriculture. New technologies should be readily acceptable in order to deliver these essential
services to the populace. However, against a background of previous studies pointing to elearning as a monster under the bed (Chiome, Kurasha and Mupa, 2011) and after 98% of the
students failed to voluntarily register for an e-learning blended programme, this research set
out to find the factors affecting user acceptance of e- infrastructures in health, agriculture and
education. This was a survey of institutions engaged in e-agriculture, e-health and e-learning
in Zimbabwe. A purposive sample of 65students who were exposed to e-infrastructures was
interviewed in order to determine the user acceptance variable applicable in Zimbabwe. The
study found out that e-infrastructure users made rational choices faced with alternatives,
belief in the usefulness or lack of it of the system, too much effort put into using technology,
content richness, e-infrastructure usefulness and update regularity of the e-infrastructure are
some of the absolutely vital technology acceptance variables. The research argues that the
ability to navigate the complex life and work environments in the globally competitive
information age requires e-infrastructure developers to pay rigorous attention to technology
acceptance to engage e-infrastructure users other than the “early adopters” with the
opportunities in e-infrastructures.
Key terms: e-infrastructure, E-learning, e-agriculture, e-health, technology adoption, new
technologies

1. Background to the Study
The importance of information and communication technology in executive decision-making
has been extensively documented (Averweg, 2008). Information is critical for sustainable
development especially in a country like Zimbabwe. Without concise and timely information,
executives will not be able to determine whether their views of the environment and their
organization’s position within it remain appropriate (Vandenbosch and Huff, cited in
Averweg, 2008). Because of this, the use of e-infrastructures is gaining ground in many
African countries. Zimbabwe has not been left behind. E-infrastructures in agriculture, health
and other sectors are the order of the day. What is missing though is contextualized research
that will inform service providers to know what those using e-infrastructures prefer. This
study was an attempt to fill this void.
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This is also the same the world over that e-infrastructure is gaining ground. They are dictating
the pace and depth of development. Tong (2010) appears to support this stance by arguing
that online shopping is becoming increasingly popular in many countries of the world. To
Tong (2010), online retail sales are estimated to grow from $172 billion in 2005 to $329
billion in 2010, representing a 14 percent compound annual growth rate (Johnson and Tesch,
cited in Tong (2010). The proliferation of e-infrastructures is a blessing in disguise for many
African countries. For this reason, the use of e-infrastructures in many areas has stimulated
widespread research aimed at understanding what drives e-infrastructure users to adopt
technologies that are meant to advance their operations. This is useful for sustainable
development in Africa considering that most e-infrastructure user behaviour constructs and
theories have been developed and tested exclusively in a single country, typically the USA
(Tong, 2010). As a consequence, the extent to which theories, models, constructs, and
relationships among constructs are culturally bound is certainly unknown in many African
countries and this Zimbabwean is one small attempt to correct this anomaly.
Technology acceptance is important if e-infrastructures in Africa are to make headway in
sustainable development of the continent. The original Technology Acceptance Model
(TAM) by Davis (1989) identified perceived usefulness and attitude as direct determinants of
use of technology. On the other hand, what is now known as the parsimonious TAM which
was advocated by (Davis, Bagozzi and Warshaw, 1989) showed that perceived usefulness
and perceived ease of use were significant direct determinants of behavioural intention with
perceived usefulness showing the strongest effect in that study. These authors argued that
attitude did not fully mediate perceived usefulness and perceived ease of use and therefore
should be excluded. The parsimonious TAM also continues to be used frequently in the
literature (Tong, 2010) while perceived usefulness refers to the degree to which a person
believes that using a new technology would enhance his performance or productivity.
There are also issues of inconsistencies in research on technology acceptance. For instance,
according to the study done by Gradon, Alshare and Kwan (Suki and Suki, 2007), subjective
norm was found to be a significant factor in affecting university students’ intention to use elearning. In contrast, the study done by Ndubisi (Suki and Suki, 2007) showed that subjective
norm had no significant effect on university students’ intention to use e-learning. This kind of
inconsistency may be resolved through similar research in a different context. Nonetheless,
these studies still point out to the fact that user acceptance of technology is important
otherwise technology will fail to make an impact on the African continent if appropriate
research is not undertaken.
Some African countries appear to appreciate the usefulness of technology. They support this
through research. A research done in the African context in Rwanda by Nsabimana &
Masabo (2005) found out that 73% of the farmers had not adopted the technologies that they
were exposed to. Only 25 of the respondents in that study adopted the technologies. An
interesting finding though in that study is that of the 25 adopters of technology, 72% had
been sensitised on the advantages of the technologies, while 89% of the non-adopters of the
technologies have not been sensitised. According to Nsabimana & Masabo (2005),
sensitization is a critical element of technology adoption. In this Rwandese research,
sensitisation on new technologies was done through visits by technical staff and discussions
during sector meetings. These, appear to be related to promotion of adoption of technologies.
Factors which promote adoption of agriculture technologies thus, to Nsabimana & Masabo
(2005) include sensitisation on advantages of the technology, literacy, age, technical
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information and exposure to the technology. In addition, there is need for farmers to have
access to credit. The creation and empowerment of a socioeconomic programme in ISAR
with the aim of linking the Institute to farmers in order to adapt research to farmers’ needs
and aspirations and the consideration of farmers as important partner in a whole agricultural
development process. Knowledge is very important for enhanced technology adoption. This
serves to confirm the importance of this research.

2. Theoretical and Conceptual framework
2.1 Conceptual framework
According to European Communities (2010), e-Infrastructures can be defined as networked
tools, data and resources that support a community of researchers. Broadly, this includes all
those who participate in and benefit from research. Following this definition, the term eInfrastructure comprises very heterogeneous projects and institutions within the scientific
community. What this means is that e-Infrastructures include services as diverse as the
physical supply of backbone connectivity, single- or multi-purpose grids, supercomputer
infrastructure, data grids and repositories, tools for visualization, simulation, data
management, storage, analysis and collection, tools for support in relation to methods or
analysis, as well as remote access to research instruments and very large research facilities
(European Communities, 2010).e-Infrastructure as a concept in this research is the term used
for the technology and organisations that built upon an infrastructure of grid computing
software that can provide users with benefits including shared access to large data collections,
advanced ICT tools for data analysis, large-scale computing resources, and high-performance
visualisation. It embraces networks; grids, data centres and collaborative environments, and
can include supporting operations centres, service registries, single sign-on, certificate
authorities, mobile technologies and help-desk services. Most importantly, it is the integration
of these that defines e-infrastructure.
2.2 Theoretical Framework
Researchers in technology acceptance use many theories to explain behaviour. Some of the
well known theories used by researchers include technology acceptance model (TAM), trust
theory, social cognitive theory, social capital theory and social network theory. These have
been used by different researchers to explore technology acceptance and user participation.
One of the well-known of these models related to technology acceptance and use is the
technology acceptance model (TAM), originally proposed by Davis (1989), as stated
elsewhere in this paper. TAM argues that perceived usefulness and perceived ease of use are
two main factors affecting user acceptance of an information technology (Davis, 1989). TAM
has proven to be a theoretical model in helping to explain and predict user behavior of
information technology (Legris, Ingham, & Collerette, cited in Park, 2009). Thus, this
research was based on the need to contextualize Davis’ Technology Acceptance Model
(TAM) that states that perceived usefulness and perceived ease of use are the two factors that
govern the adoption and use of IT (Davis, 1989). TAM is considered an influential extension
of theory of reasoned action (TRA), according to Ajzen and Fishbein (1980). The theory of
reasoned action is a model for the prediction of behavioral intention, spanning predictions of
attitude and predictions of behavior. TRA suggests that a person's behavioral intention
depends on the person's attitude about the behavior and subjective norms (BI = A + SN). If a
person intends to do a behavior then it is likely that the person will do it. Based on this,
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Davis’ model specifically postulates that technology use is determined by behavioral
intention to use the technology (Averweg, 2008). The TAM model asserts that two factors are
primary determinants of system use. These are:
• Perceived Usefulness (PU). PU is defined as the user’s subjective probability that using a
specific technology will increase his or her job performance within an organizational setting
(Davis et al., 1989); and
• Perceived Ease of Use (PEOU). PEOU is the user’s assessment that the system will be
easy to use and requires little effort.
The use and efficacy of TAM was tested by Park (2009) in the Korean context arguing in that
research that many universities implement e-learning for various reasons. It is obvious that
the number of e-learning opportunities provided by higher educational institutes continues to
grow in Korea. Yet little research has been done to verify the process of how university
students adopt and use e-learning. In that research, Park (2009) uncovered that the general
structural model, which included e-learning self efficacy, subjective norm, system
accessibility, perceived usefulness, perceived ease of use, attitude, and behavioral intention to
use e-learning, was developed based on the technology acceptance model (TAM). Thus,
according to Park (2009), the result proved TAM to be a good theoretical tool to understand
users’ acceptance of e-learning.
Legris, Ingham and Collerette (2003) suggest that while TAM is a useful model, it has to be
integrated into a broader one which will include variables related to both human and social
change processes and to the adoption of the innovation model. However, e-infrastructure
acceptance in organizations is an important topic in scholarly discourse. This prompted this
study.

3. Statement of the problem
Although there are glowing statistics and success stories of technology adoption elsewhere in
the world, the Zimbabwean situation remains under-researched and many organisations in
agriculture, health and education are apprehensive about technology adoption. Although there
are some which are advanced, a study by Chiome (2013) indicated that technology is putting
minorities, rural people and women at the margins. These appear to be lagging behind and
tend to be afraid to venture into technology usage. This is plausibly because internet
commerce is still relatively new and there are no hard and fast rules to follow, with no tried
and tested business model to imitate in the Zimbabwean context.
3.1 Research Question
This research was directed by the following research question:
What are the factors that affect user acceptance of e- infrastructures in health, agriculture and
education?

4. Methodology
The research was basically qualitative in nature. It was grounded in the interpretive paradigm
where meaning is said to exist in our interpretations of the world. In such contexts,
knowledge is interpretation. In this kind of research, the importance of the researcher’s
perspective and the interpretative nature of social reality is critical. Knowledge generated
using this method provides suggestive interpretations by particular people at particular times.
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A purposive sample of 65students who were exposed to e-infrastructures was interviewed in
order to determine the user acceptance variable applicable in Zimbabwe at the time of study.
During the process of developing the instrument, it was pilot tested among ten users with
perceived rich technology usage experience. Then as a result of their comments, some items
were left our while others were revised in order to come out with the final instrument that
was used in this study. The testing of instruments improved the clarity and understandability
of the items in the interview instrument.

5. Results
5.1 Rational choices faced with alternatives
In line with the Theory of Reasoned Action that was discussed elsewhere in this paper, this
research uncovered that e-infrastructure users made rational choices faced with alternatives.
This was also confirmed by Park (2009). In that study, variables related to the behavioral
intention to use information technology or to the actual use of information technology were
grouped into four categories: individual context, system context, social context, and
organizational context. While social context means social influence on personal acceptance of
information technology use, organizational context emphasizes any organization’s influence
or support on one’s information technology use. In all these contexts, the question of rational
choices is explicit. Users make decisions based on their perception of the situation.
This kind of thinking, led Park (2009) to recommend that it is necessary that managers and
developers of e-learning help students confirm or increase their perception positively through
e-learning. To Park (2009), one possible solution is to develop more user-friendly and useroriented e-learning content. This kind of system will add new perception to the previous
attitude and thus bring about more satisfaction. This satisfaction in turn encourages students
to optimistically make further use of e-learning. This appeared to have been confirmed in this
study where respondents confirmed that they made rational choices faced with alternatives.
5.2 Perceived usefulness and e-infrastructure acceptance
One of the results that constantly came out vivid in this study is that of conceived usefulness
of e-infrastructures, be they in e-agriculture, e-health or e-education. This appears consistence
with what is in the literature. In Tong (2010)’s study, consumers’ perceived usefulness of a
virtual store consistently had a positive impact on their future purchase intentions in both US
and Chinese sample. In both the current study and Tong (2010)’s study, results appear to
confirm that perceived usefulness is the primary determinant of the use of a new technology
that was uncovered way back by (Davis et al., 1989). According to Ha and Stoel (2009)
usefulness is important determinant of e-infrastructure acceptance. This appears to affect
Africans most because most of the e-infrastructures they use have been developed in other
countries for use in very different contexts than those in Africa. What this means is that
developers of e-infrastructures should heed the call of contextualizing technology so that it
will be readily accepted by users who will see added value in adopting it. This result is
precisely consistent with Brashear, Kashyap, Musante and Donthu (2009)’s study, which
explored the profile of internet shoppers in six countries that included the USA and China
among others and found that online shoppers in the USA and China are similar with regard to
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seeking convenience and usefulness through online shopping, although they might differ in
other aspects of their profile.
5.3 Effort put into using technology
An interesting finding to come out of this study was the fact that users are concerned with the
effort that they put in using technology. The more the effort, the less they are likely to adopt
that technology. What this means for technology developers is that they need to simplify
technologies if they are to be readily adopted. According to O’Brien (2005), this entails
harnessing the capacity of information and communication technology (ICT) systems,
particularly the power of high-capacity distributed computing, and the vast distributed storage
capacity fuelled by the reducing cost of memory, to study complex problems across the
research landscape. Effort put into technology usage appears to have been confirmed in
Malaysia. According to Lee, Eze and Ndubisi (2011) in this country, despite the phenomenal
growth in online retailing, a clear understanding of the facilitators of online purchase
intention of customers is still lacking due largely to little research done within the Malaysia
context. They went further to recommend that it is important for researchers and practitioners
especially those who run/manage online businesses to be aware of the factors that encourage
customers to repurchase from an online store.
5.4 Content richness
The idea of content richness was uncovered in this study. Respondents were of the opinion
that it was easier for them to use technology that was rich in content. Farmers said if
technology can change the yields then it will easily be adopted. Students argued that if they
can pass their exams because of technology then they will adopt it. On the other hand, nurses
in this study were also of the same opinion. What this may imply for technology developers
is that in addition to information technology adoption theories, other theories such as
perceived value, perceived justice and personality traits are also important for technology
adoption. Content richness will undoubtedly enhance perceived value of technology. Pura
(2005) examined the effect of perceived value on the continuance intention of location-based
services (LBS). Typical LBS includes mobile navigation, location-based advertisements,
emergency evacuation and check-in services of mobile social network. LBS will create value
for users and improve their loyalty (Pura, 2005).In that study, Pura (2005) appears to confirm
the importance of content richness by saying that perceived value includes social value,
emotional value, conditional value, monetary value, convenience value and epistemic value.
5.5 Informational efficiency
The findings from Rwanda by Nsabimana & Masabo, (2005) that sensitization is critical to
technology adoption was confirmed in this study where respondents were of the opinion that
information efficiency was a critical determinant of technology adoption. For one to adopt
any kind of technology, one requires several types of information. Some of the information
that is critical includes knowledge about the existence of technology, whether that existing
technology will be of any benefit to the individual concerned and knowledge about how to
use that technology. Efficiency in the supply of that critical information will see many people
adopting technology.
The information about technology in the context of Zimbabwe can be obtained from
technology providers, teachers, health officials, from colleagues and peers and from the
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media. Other sources of useful information may be particularly important for the adoption of
new technologies. In this study, technology providers, peers and in some cases extension
workers were seen as potential and important sources of information about agricultural,
health and education technologies that are being used in the vicinity. Studies on technology
adoption in fields other than agriculture show that individuals learn from others within their
social network (Lee, Eze and Ndubisi, 2011). Owing to cultural, economic, societal and
political factors, e-commerce development will not be identical across countries (Yu, cited in
Zhou, 2011). Learning from others can result in a less rapid spread of technology if social
networks are small or if the benefits of a technology are hard to observe. Examples include
technologies for slow growing crops that take multiple seasons to mature or technologies that
require considerable customization for a farmer’s particular growing conditions.
5.6 Update regularity of the e-infrastructure
The role of e-infrastructures was seen as important in this study. For that reason, the
respondents in this study opined that it is important that these infrastructures are updated
regularly. They appeared not willing to work with obsolete equipment and technologies. This
stance appears to be supported by a research undertaken by the European Communities
(2010) which among other sought to understand better the organizational, collaborative and
technological developments in e-Infrastructures which are effective in supporting virtual
research organizations in different fields. E-Infrastructures represent a very heterogeneous
subject of investigation, they span continents, scientific and professional practices, functions
and technologies (European Communities, 2010). The findings of the European Communities
(2010) study revealed that More than 85% of e-Infrastructure users classify e-Infrastructure
as important or very important for their work. Most would also see their research or work
programmes impaired if the e-Infrastructure did not exist. Early adopters more often report
relying on the availability of the e-Infrastructure than those who became involved later. It
apparently takes some time for benefits of e-Infrastructure to materialize, and benefits are
often over-shadowed by costs at the outset. The main benefits relate to the speed of doing
research or work: accomplish tasks more quickly, access resources faster or better, produce
processes or analyse data faster or better (European Communities, 2010). Equally important
is the ability to work on new problems which could not be addressed with previously
available technology. This is the reason why respondents in this study were of the opinion
that update regularity is important.
5.7 Expanding opportunities
An interesting finding from this study was that the respondents appreciated technology if it
was in a position to expand opportunities for them. To them this was important because it
meant they will get most of the things they want when they engage in technology. This idea is
supported elsewhere in the literature (European Communities, 2010). For instance, O’Really
(2005) argues that the possibilities also offered by Web 2.0 to modern libraries expand the
opportunities for implementing digital scholarship projects. On the other hand, Zhou (2011)
is of the opinion that the proliferation of web 2.0 technologies has triggered the rapid
development of online community. For example, Facebook, the largest global online
community, holds million users around the world. This meant to say web 2.0, by expanding
opportunities for technology users, it also has the effect of luring them to use technology.
Web 2.0 refers to second generation internet-based services such as social networking sites,
wikis, communication tools and folkosonomies that emphasise online collaboration and
sharing among users (O’Really, 2005).
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5.8 Morals, values and ethics in digital scholarship
A surprising finding from this study was that of morals, values and ethics that was brought up
in this study. Despite differences in culture of the various respondents in this study, they
agreed that the use of e-infrastructures should not in any way derail their moral principles,
values and ethics as human beings. Literature appears to support these findings. Ethics is a
subject of study that is concerned with moral principle or framework (Hawker, cited in
Mutula, 2010). Mutula (2010), then went further to consolidate these claims by arguing that
ethics issues pervade all environments where information or any other form of content is
generated, stored, communicated, applied and owned. On the other hand, Ocholla (2008)
believes environments in which information is generated, stored or retrieved should uphold
ethics. In this regard, Ocholla (2008) highlights the assumptions underlying the subject of
ethics namely, that:
 The distinction of right actions from wrong actions is that they [actions] have better
consequences (Fallis, cited in Ocholla, 2008).
 There are ethical duties that human beings must obey . . . regardless of the
consequences.
 The right thing to do is determined by the rights that human beings have.
 Ethics is concerned with the universal or commonly held values of persons, despite –
different . . . moral or cultural values.
 Ethics . . . focuses on the norms and standards of behaviour of individuals or groups
within a society based on normative conduct and moral judgment, principles of wrong
or right.
An interesting point to note is the assertion by Mutula (2010) that the role and purpose of
ethics in society is to promote what is good in people . . . and provide norms and standards of
behaviour . . . The ethical values which all human beings are expected to enjoy were
formalised when the UN General Assembly endorsed the Universal Declaration of Human
Rights charter on 10 December, 1948 (United Nations, 1998). Mutula (2010) believes that the
key components of the charter are the recognition of the inherent dignity of the equal and
inalienable rights of all members of the human family as the foundation of freedom, justice
and peace in the world. The respondents in this study agreed with this assertion. This is
because Mutula (2010) explained that the charter was conceived and motivated by the
disregard and contempt for human rights across the world. There are 30 articles in the
Universal Declaration of Human Rights charter with each defining a particular right. Article
19 for example, declares that everyone has the right to freedom of opinion and expression.
This right includes freedom to hold opinions without interference and to seek, receive and
impart information and ideas through any media regardless of frontiers.
5.9 Group influence
An interesting finding in this study was group influence. Farmers, health personnel and
students in educational institutions were greatly influenced by their groups in technology
adoption.
While the TAM model was fairly successful in explaining perceived usefulness, trust and
self-efficacy as having significant effects on user acceptance behavior, it fell short of
explaining group influence as was uncovered in this study. In fact, Zhou (2011) is of the
opinion that the group influence of online community on user behavior has seldom been
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examined. To Zhou (2011), online community is composed of members sharing common
interests. They interact with each other to discuss topics, exchange ideas and seek support.
What this means for farmers, health workers and students in the context of Zimbabwe may be
influenced not only by their own motivations such as perceived usefulness, but also by other
members and the community at large. This stance appears to be supported by Bagozzi and
Lee (2002) who, in their study noted that “social processes are important determinants of
decision making for people”.
According to Toral, Martı´nez-Torres and Barrero, (2010) social network theory proposes
that online community can be described as a social network composed of nodes and edges,
representing individuals and relationships, respectively. Network cohesion, structure and
centrality are found to affect community success (Toral et al., cited in Zhou, 2011). These
previous studies have found that factors such as perceived usefulness, commitment, trust,
self-efficacy and outcome expectation significantly affect online community user
participation and knowledge contribution (Zhou, 2011 and Toral et al., 2010). Zhang (2010)
reported that sense of community, which includes membership, emotional connection and
influence, has an effect on social networking usage. This will also influence affective identity
which is known to reflect the senses of membership, belongingness and attachment to the
community as was the case in this study. According to Zhou (2011), group norm reflects the
congruence of a user’s values and goals with those of other members. Group norm is similar
to shared vision, which has been found to affect online community users’ knowledge sharing
(Chiu et al., cited in Zhou, 2011).

6. Conclusions and recommendations
From a theoretical perspective, this research adopted the technology acceptance model
(TAM), originally proposed by Davis which is itself informed by the theory of reasoned
action to identify the factors affecting user adoption of e-infrastructures in e-health, eagriculture and e-education. As noted earlier, previous research has used multiple theories
including social influence theory, trust theory, commitment theory, social cognition theory,
social capital theory and social network theory to explore adoption of technology with some
relative success but fell short of a model that addresses the Zimbabwean context. This
research, takes a position that the ability to navigate the complex life and work environments
in the globally competitive information age requires e-infrastructure developers to pay
rigorous attention to technology acceptance. In view of the need to engage e-infrastructure
users other than the “early adopters” with the opportunities in e-infrastructures, the study
considered it important to recommend a relook into attitudinal variables as they affect the
individual's positive or negative feeling about performing the target behavior; the behavioral
intentional variables as they affect the degree to which a person has formulated conscious
plans to perform or not perform some specified future behavior; e-infrastructure anxieties
particularly group influence as far as they affect the degree of an individual’s
apprehension, or even fear, when she/he is faced with the possibility of using einfrastructures. This study appear to point out that e-infrastructure self-efficacy in so far as it
affects the degree to which an individual beliefs that he or she has the ability to perform
specific task/job using e-infrastructure; effort expectancies in as far as they affect the
degree of ease associated with the use of the system; facilitating conditions in as far as they
affect the degree to which an individual believes that an organisational and technical
infrastructure exists to support use of the system and to provide a point of entry pitched at a
level most will not find too difficult coupled with e-learning ease of use tactics so that more
users will adopt e-infrastructures as a necessity in their everyday work for sustainable
37

development in Africa. This research appears to enrich previous findings by explaining some
of the user acceptance variables in the context of the Zimbabwean culture and context. This
may also advances our understanding of user acceptance of e-infrastructures as prior research
has mainly focused on the motivations affecting technology adoption in other context or
sectors without going multi-sectoral as was the case in this study.

7. Limitations and future research
Some of the limitations of this study are opening up gaps for future research on einfrastructures in Africa. For instance, it is acknowledged in this research that this study is
limited to one African country Zimbabwe. It is hoped that extending the study to other
African countries would contribute greatly to our understanding of the user acceptance
variable in the African context. This will possibly add external validity to the findings. It can
also be argued that within one national culture, we assume the cultural value to be uniform
across the population. Yet it is well known that individual differences in cultural orientation
are a reality. This may compromise results in that country and future researchers may want to
put this into consideration. Other variables not captured in this study may be included in
future studies as well to broaden the results and validity of the results.
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Abstract
Since 2009, RNP has participated in demonstrations related to streaming ultra-high-definition
(UHD) content over packet networks. However, working UHD media requires the use of
specialized equipment that usually is expensive and has limited availability in developing
markets like Brazil.
This has led RNP to foster the development of national technology for 4K equipment. Since
2011, RNP has funded a research group to develop a low-cost solution for 4K video-player
and streamer. This approach relies on an architecture of distributed and parallelized software
components that enables the building of 4K systems using COTS (commercial off-the-shelf)
hardware. This represents an alternative to traditional 4K systems, presenting a better costeffectiveness ratio and may be useful to facilitate the large-scale deployment of such systems,
especially in contexts where access to technological innovation is limited.
In 2013, a pilot project funded by the Brazilian Ministry of Culture is deploying the RNPfunded 4K player/streamer in a set of six cinemas connected to the RNP backbone. Also this
year, it was possible to attach a 4K camcorder to our player/streamer, enabling the live
streaming of 4K content. This was first used to stream an open-heart surgical procedure from
a university hospital, member of the Telemedicine University Network RUTE [MCTI], to a
visualization room, both located in the Brazilian city of Natal, around 30km apart.
This paper presents this low-cost software-based solution for 4K player/streamer, in addition
to describing the two aforementioned use cases.

Keywords
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1. Introduction
1.1 Background and Motivation
Although motion pictures have existed for more than a century, digital video quality has not
been able to match the quality of 35-mm films until recently. The first commercially
available ultra-high-definition (UHD) cameras, with resolution around 4,096 x 2,160 pixels
(4K), started to appear on the market in 2006.
Today, it is possible to capture, edit, and exhibit digital videos at ultra-high resolutions,
profiting from the inherent advantages of digital-over-analog media without losing image
quality. With the advent of high-resolution cameras, digital projectors, modern digital-imagecompression standards, high-speed networks, and faster and larger storage devices, it became
possible to build systems that allow the packaging, distribution and playback of UHD
content, thus enabling the development of the digital cinema era.
Nevertheless, few movies are distributed or even displayed in 4K resolution, even though 4K
projectors are available in many cinemas. For the vast majority of moviegoers, 4K and 4K3D movie screenings are still relatively rare.
Most current solutions for handling UHD multimedia content rely on dedicated singlepurpose hardware. These hardware-based approaches are hard to deploy, maintain, and
update, which might have contributed to the slow adoption of this technology.
1.2 RNP’s UHD visualization programme
In July 2009 RNP provided network support for an unprecedented demonstration at the FILE
(Electronic Language International Festival) event, where a 4K feature film was
simultaneously streamed from Brazil to the US and Japan [Margolis 2011]. Since then RNP
has continued to participate in demonstrations related to streaming ultra-high-definition
content over networks. However, working with such a high-resolution media requires the
usage of specialized equipment, which, until recently, was not available for the consumer
market. Usually, UHD equipment, like displays, projectors, cameras and video-players, is
expensive and has limited availability in developing markets like Brazil. In addition to the
high prices of such equipment in world markets, import tax collected by the Brazilian
government doubles the final cost.
This has led RNP to foster the development of national technology for 4K equipment. To do
so, in 2011 a new programme called "Advanced Applications for Remote Visualization"
funded a research group to develop a low-cost solution for a 4K video-player and streamer.
Groups of researchers and specialists in video from universities were funded, with the intent
of developing an infrastructure that allows transmission, coding/decoding and exhibition of
UHD visual content. This result was obtained through creation of three complementary
Working Groups (WGs). The first WG – led by the Mackenzie University, located in São
Paulo, Brazil - was responsible for producing a short UHD film content to be screened during
technological demonstrations; the second WG – led by the Laboratory of Computer Networks
and Architecture (LARC) at the São Paulo University, located in São Paulo, Brazil - was
responsible for testing and using tools for UHD exhibition and collaboration; and the third
WG - led by the Laboratory for Applications of Digital Video (LAViD) at the Federal
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University of Paraíba, located in João Pessoa, Brazil - was responsible for developing the
low-cost 4K player and streamer which is presented in this paper.
Named “Fogo Player”, the solution developed by the third WG was first demonstrated at the
11th Annual Global Lambda Integrated Facility Workshop (GLIF2011), in September 2011 in
Rio de Janeiro, Brazil. The second public demonstration was at the Annual CineGrid
Workshop in December 2011 in San Diego, USA.
Following its successful results, the Visualization Programme was continued in 2012. The
teams from the three 2011 WGs were reorganized via a single WG, with five objectives.
Three of these goals were directly related to the Fogo Player: (i) the deployment of a UHD
digital media repository; (ii) the development of a component to enable on-demand
transmission of UHD content between two Fogo players/streamers and (iii) to develop a
solution for live streaming of UHD content by attaching a 4K camera to the streamer. This
latter achievement was demonstrated in 26 February 2013 and is further explained in Section
3.3 of this paper.
The remainder of this paper is organized as follows: Section 2 briefly presents the technical
details of the Fogo Player architecture. Section 3 illustrates the application of Fogo Player in
two real use cases from the areas of medical education and culture. Finally, Section 4
concludes the paper.

2. The “Fogo Player 4K” UHD solution
The Fogo Player 4K solution requires only COTS hardware, and relies on specialized
software components for encoding, transmission, decoding and playback. In this Section,
these components are briefly explained. Further details are available in [Aquino 2013].
1.3 High-Level Architecture
To solve network bandwidth limitations and minimize the delay between transmission and
exhibition, UHD videos can be transmitted in a partitioned way from a set of distributed
streamers. To use this approach, a player must combine the different partitions into a single
video stream before displaying them on screen. Our proposed architecture consists of four
main subsystems - distribution, preprocessing, streamer, and player - and includes an
auxiliary coordination subsystem (the main coordinator). Each subsystem further consists of a
set of minor components that are responsible for specific subsets of the system requirements.
The subsystems are shown in Figures 1a and 1b. They are listed as follows:
 Distribution Subsystem: This is responsible for receiving the raw content from a video
source, spatially slicing the video into quadrants, and transmitting these quadrants to
intermediate storage elements, like a storage cloud.
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Fig. 1a: High-level architecture distribution subsystem
 Preprocessing Subsystem: This encodes the video quadrants using an encoding standard
that is independent of the proposed system architecture. The quadrants located in the
storage components are read, encoded, and saved back into the storage infrastructure.

Fig. 1b: High-level architecture streamer, player and main coordinator
 Streamer Subsystem: This represents an abstract video source that encapsulates the
acquisition and transmission processes. It consists of three main components: video input,
video streamer and coordinator interface. The video input component is responsible for
encapsulating the source of the video being transmitted (through the video streamer
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component) over the network, handling either data captured from a live camera attached to
the system or previously recorded data held in a storage system. The coordinator interface
component communicates with the main coordinator and is responsible for receiving the
control messages to synchronize the streamer’s processing.
 Player Subsystem: The player subsystem consists of four main components: video
receiver, video decoder, hardware abstraction layer (HAL), and coordinator interface. The
video receiver component receives the video streams from the streamer subsystem. The
video decoder component decodes the video after receiving it from the video receiver
component, and it is independent of encoding standards. The HAL component receives the
decoded video from the video decoder and displays the frames at the right time. The
coordinator interface component communicates with the main coordinator and is
responsible for receiving the control messages to synchronize the exhibition.
 Main Coordinator: The main coordinator controls the whole system’s execution. Its main
task is to keep the software components with the same time reference.
1.4 The Fogo Player
We implemented our proposed architecture in the Fogo Player, which can display several
partitions of a UHD video, with or without stereoscopy, in a synchronized way, even when
different parts of the video are transmitted from streamers geographically distributed. At a
high level, the Fogo Player consists of a set of brick player components, an audio player
component, a controller component, and the Fogo streamer. These components work as
follows:
 Brick Player: A brick player receives the data from one of the video quadrants, decodes
the content, and displays the decoded frames. The Fogo Player decodes and displays the
quadrants of a single video in a parallel way, using multiple brick players, each one
responsible for processing a different partition of the target video.
 Controller: The controller component implements some of the requirements of the main
coordination subsystem and ensures the synchronization of all the brick players. It is also
responsible for detecting trends for emptying or overloading the buffers. When it detects
such trends, the controller commands small changes in the video exhibition rate.
 Audio Player: The audio player handles the audio associated with the content being
displayed.
 Fogo Streamer: The Fogo streamer is the implementation of the streamer subsystem and is
responsible for transmitting each partition of the video to a brick player. The bit rate is
controlled according to the video partition’s compression rate, which can vary along the
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video stream.
Altogether, the Fogo Player 4K is currently built on a Linux server, with Intel® Xeon®
2.5GHz processor, 32GB of RAM memory and 2 ATI FirePro™ graphics cards, each one
with 4 display ports. An additional Synchronization module for ATI FirePro™ is required for
ensuring the correct synchronization of quadrants. The network card is the Intel® X520-DA2.

3. Use Cases
1.5 Network of Digital Cinemas
The first real use case derived from Fogo Player is the Network of Digital Cinemas
(provisional name), which is a pilot project coordinated by RNP and funded by the Brazilian
Ministry of Culture (MinC) in cooperation with the Brazilian Ministry of Science,
Technology and Innovation (MCTI).
This project deployed a network of cinemas by installing a “Digital Cinema Kit” in 6
screening rooms connected to the RNP academic network. The main node of this network is
the Brazilian Cinematheque – a public institution responsible for archiving and restoring one
of the largest audiovisual collections in Latin America, with around 40 thousand movie titles.
Additionally, 5 other screening rooms were selected, all managed by public universities and
cultural institutions, giving a total of 6 cinemas participating in the project. Figure 2 shows a
map of the selected cinemas.
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As most of the selected cinemas do not have 4K projectors, we are using a cheaper version of
Fogo Player, with Full-HD video output. This approach also reduces the cost of a kit, in order
to make it more affordable to equip smaller cinemas in smaller population centres.
In addition to the Fogo Player, a complete system to enable the exchange and management of
movie content among the cinemas has also been developed. Basically, the system architecture
also consists of:


A “Digital Content Exchange system” (ICD in the Portuguese acronym). This works
as a local movie repository. Each cinema has one ICD server, where local playlists
can be created or shared with other cinemas. It is also possible to protect the content
by defining which cinema or user is authorized to receive each content.



A “Cinema Controller”, which is a desktop application where the projectionist can
load playlists from the ICD system and schedule/start/stop screening sessions. In our

architecture, it runs on a Linux PC and works as an interface between the ICD server
and the Fogo Player.
In summary, each Digital Cinema Kit contains at least:


1 Fogo Player.
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1 Desktop PC for Cinema Controller;



1 Server for ICD System;



1 LCD display monitor, cables and peripherals.

This architecture also allows the simultaneous screening of movie sessions, empowering the
cinemas to promote online debates among the distributed audience right after the movie
screenings (additional videoconferencing equipment is required). It is also worth saying that
our solution is also seen as an alternative standard to the technological packets distributed by
Hollywood.
Besides contributing to increase the access to audiovisual content – especially from
independent and historical movies outside the “blockbuster” circuit – the Network of Digital
Cinemas intends to constitute a distributed laboratory for investigating the problems related
to distributing audiovisual content over networks.
1.6 Early results of 4K visualization applied in telemedicine
One of the main outcomes of RNP’s UHD visualization programme was reached at the end of
2012, when the LAViD team managed to attach a 4K compact camcorder1 to Fogo Player,
enabling the feature of live streaming of uncompressed UHD content.
This complete solution was first demonstrated in February 2013, by streaming an open-heart
surgical procedure from the Onofre Lopes Teaching Hospital (HUOL) to a visualization room
in the Federal University of Rio Grande do Norte (UFRN), both located in the city of Natal
(RN), Brazil, around 30 km apart. The uncompressed video stream consumed 3.5 Gbps of
bandwidth. Both locations are connected through a 10Gbps ring in the metropolitan network
of Natal. The scheme of this demonstration is illustrated in Figure 3.
In addition to connecting universities and research centres in Brazil, RNP also participates in
the Brazilian Telehealth initiative by linking public health institutions, university and
teaching hospitals to its R&E network, constructing the eHealth community under RUTE
[Coury 2010, 2010-2], which counts today to 82 Telehealth Nuclei in all 27 Brazilian states
and 56 Special Interest Groups in health specialties and sub-specialties, with 2 to 3 scientific
virtual sessions everyday, 600 a year, with ca. 300 participating institutions. The
demonstration of this compelling application for collaboration and training in medicine –
taking advantage of the deployment of high-speed research networks and innovations in
visualization technology – is now attracting the attention of the Brazilian Ministries of Health
and of Education, which are now planning further investments to adopt this technology in
about 30 teaching hospitals around Brazil.

1

JVC model GY-HMQ10
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Fig. 3: 4K Live surgery demonstration diagram

4. Conclusions and Future works
The solution described in this paper represents an alternative to traditional UHD systems,
presenting a better cost-effectiveness ratio. Additionally, the presented solution may be useful
to facilitate the large-scale deployment of such systems, especially in contexts where the
access to technological innovation is limited. This is the case, for instance, in large,
developing countries like Brazil, where there are about 4.800 cities without a single cinema.
Excited about the possibilities of enabling access to audio-visual content to hundreds of
towns, and also creating an alternative standard to the commercial movie packets, the
Brazilian ministry of Culture is now funding a new version of Fogo Player featuring a
satellite receiver. This will allow the installation of a Digital Cinema Kit even in small cities
without high-speed Internet connection. Their plan is to deploy about 300 public viewing
sites in 2014.
The Network of Digital Cinemas is also planning an expansion phase in 2014, by adding new
screening rooms, some of them with 4K capabilities. Some improvements in the user
interface and the overall system is also expected, profiting from the feedback of the
participating institutions in the initial project phase in 2013.
In the telehealth field, the successful 4K transmission of open-heart surgery early this year
attracted the attention of the telemedicine community. Some surgeons, nurses and
representatives from the government were impressed with the high-quality of the images. “I
can see that gland in much more detail than when I am in the operating room!”, said one of
nurses watching the live streaming in an eight square metres screen of the visualization room.
As a result, the Ministry of Education – which supervises the teaching hospitals in Brazil –
will fund a new project in 2014 aiming at equipping around 30 hospitals with a 4K
capture/streaming kit. We believe that a network of teaching hospitals with 4K streaming
capabilities will be an additional tool for formative second opinion and continuous education
for doctors and medical students.
The quality of the streamed images from Fogo Player is been continuously tested and
evaluated by experts, thanks to demonstrations that are regularly organized in specialized
fora, such as the annual CineGrid International Workshop and the Brazilian Cinematography
Association’s week. The next demonstration at CineGrid will be held in December this year,
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and will promote the merging of the telemedicine and digital cinema communities. Four
different surgeries will be simultaneously captured in four teaching hospitals around Brazil
and simultaneously streamed to Brasilia (Brazil’s state capital) and San Diego, USA (Int’l
CineGrid Workshop venue). From Brasilia, the audience will be formed by invited doctors
and representatives from the ministries of Health and Education. In San Diego, the workshop
participants will have the opportunity to evaluate the quality of the images.
Besides all the foreseen expansions and new developments thanks to the aforementioned new
projects, future improvements in the Fogo Player system within the RNP’s Visualization
Programme includes:
 Integrating the Fogo Player with RNP’s Dynamic Circuit Network service, allowing
user-initiated ad hoc dedicated allocation of network bandwidth for movie streaming
over RNP’s backbone.


Integrating Fogo Player with tiled display walls controlled by SAGE middleware
(Scalable Adaptive Graphics Environment).



Investigating the scalability of Fogo Player architecture targeting 8K visualization.
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Abstract
For several years, terrestrial optical cable has been deployed along highways, railways and
electric power transmission lines. These land routes have been used to support national and
regional backbones of telecommunications networks, in particular, Internet backbones. To
complement these, there is massive use of submarine optical cables for intercontinental
connection of national telecommunications networks, giving them worldwide reach.
However, in many countries, there are still regions where no such land routes exist, notably in
areas of difficult access by land and of low population density. Some of these regions have, in
the rivers that traverse them, a common solution to meet diverse society needs. One of them
is the Amazon region of Northern Brazil and some neighbouring countries, where there are
few roads serving the main cities and where the population lives mainly along the banks of
the great rivers that cross it.
This paper aims to highlight the alternative of deployment of optical routes along riverbeds in
regions where there are few or no roads, railways or even electric power transmission lines,
and to present a Brazilian project, still in its early stages, of the deployment of a set of optical
cables along the courses of its major rivers - the Amazon, Negro and Solimões. It is hoped
that this approach may serve as an example for large river basins in other continents with
difficult land-based access.

Keywords
Subfluvial optical cable; Amazon region; Brazilian Broadband Plan; alternative of
deployment of optical routes in Amazon region

1. An Overview of the RNP network
This section provides an update to a more extensive but earlier description of RNP, presented
at UbuntuNet-Connect 2012 [Grizendi 2012].
53

RNP, which was created as a project in September 1989 by the Ministry of Science,
Technology and Innovation (MCTI), and which became a non-profit company in 1999,
operates the Brazilian national research and education network (NREN), the principal
research and education (R&E) network provider in the country, serving more than 300
organisations nationwide, including over 130 public universities and 30 public and private
research centres. As many of these have multiple campi in different cities, the total number of
connected sites is more than 800.
In this section, we deal first with RNP’s international connections, and then concentrate on
access to client campi. This will then lead to a discussion on non-conventional access to
remote areas of Brazil.
1.1 RNP international connections
RNP’s international connections are provided by two separate solutions. In one of these,
RNP, currently shares with ANSP, the academic network from São Paulo state, four 10 Gb/s
links from the city of São Paulo to Miami in the US, which are managed jointly (see Figure
1). These four links carry traffic between Brazilian academic sites and both academic and
commodity networks in the US and around the world. Commodity peering and transit is
contracted in Miami. These links between Brazil and Miami form part of the Americas
Lightpaths (Amlight) collaboration funded by institutions in the US and Brazil [Amlight
2013]..

Figure 1: Links between Brazil and the US in 2013 (courtesy of Chip Cox)

The second solution is through RNP’s participation in RedCLARA, the regional R&E
network in Latin America, of which RNP is a founder member [RedCLARA 2013]. This
network links R&E networks in most mainland countries in Latin America, and has been
generously supported by funding from the European Commission during the period between
2003 and 2012, by means of the ALICE and ALICE2 projects. This investment has been
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complemented by cooperative agreements, financed by RNP and the Argentine national
network, Innova-Red, for provisioning high-capacity optical infrastructure between Porto
Alegre, Brazil, and Buenos Aires, Argentina (financed by RNP), and between Buenos Aires
and Santiago, Chile (financed by Innova-Red). Figure 2 shows the topology and capacity of
RedCLARA in 2013 – the high capacity optical links Brazil-Argentina-Chile are indicated as
10 Gbps (in black). It is expected that the external link between RedCLARA and GEANT,
currently at 2.5 Gb/s, will be upgraded to 5 Gb/s in March, 2014, through a new link between
São Paulo and London.

Figure2: RedCLARA topology and capacities in 2013 (courtesy of Florencio Utreras)

1.2 The RNP national backbone – the Ipê network
Currently, RNP has a national backbone, using optical wavelength links acquired from
telecom operators, most of them at 10 Gb/s. In each capital, RNP has a Point of Presence
(PoP), normally installed in a public (usually federal) university, from which RNP provides
access to all the university and research institution campuses in that state. Figure 3 presents
the topology of the Ipê backbone in 2013, showing the interstate circuits of up to 10 Gb/s,
interconnecting the PoPs.
A significant alteration in 2013 was the replacement by two terrestrial links of the last
satellite link of the national backbone, connecting Boa Vista, in the far North. Boa Vista is
now connected using optical infrastructure by a 40 Mb/s link to Fortaleza, in the Northeast,
and a 100 Mb/s link to Manaus, in the Amazon region, with both links provided by the
telecom operator Oi (partially controlled by Portugal Telecom). The new link to Fortaleza
crosses Venezuela and uses the Globenet submarine cable system.. The link to Manaus uses
underground cable, installed by Oi along the federal highway, BR 174, which crosses several
indigenous reservations between Boa Vista and Manaus.
A large fraction of these 800 campi has high-capacity links (at least 1 Gb/s) to the RNP
network. RNP has already interconnected at 1 or 10 Gb/s all universities, university hospitals
and research centres in the 27 capitals and a handful of major non-capital cities. In these
cities, this is done through RNP’s own metropolitan optical networks. To illustrate a typical
metropolitan optical network, Figure 4 shows the topology of the MetroBel network in
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Belém, the capital of Pará state, located in the North of Brazil. MetroBel has a 30 km ring
using 48 strand cable, with a further 10 km radial extension with 36 strand cable, and
connects 32 campi belong to 12 institutions, each one with a 1 Gb/s connection to the RNP
backbone PoP.

100
Mbps

Figure 3 – RNP’s national backbone network in 2013

A second set of campi, in smaller, non-capital cities, is connected at capacities between 20
and 100 Mb/s, using optical fibre or radio links to the RNP PoPs in the local state capital.
However, there still exist residual low-capacity connections (less than 20 Mb/s), many of
them served through satellite links. The majority of these are located in the Amazon region,
where there is practically no land-based infrastructure, and it is necessary to seek a nonconventional solution based on optical fibre. In this article we will focus on a solution using
subfluvial optical cables – the use of river courses to provide the infrastructure to install
optical communication systems.
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Figure 4 - MetroBel – Belém Metropolitan Network topology

The remainder of this paper is organized as follows: Section 2 will describe a number of subaquatic (undersea, under lakes and rivers) cable-based solutions used in different counties;
Section 3 will describe existing optical infrastructure in the Amazon region of Brazil and
Section 4 will discuss a new proposal for subfluvial cables along major rivers in this region.
Section 5 will briefly mention similar projects, and some conclusions will be presented in
Section 6.

2. Some examples of the use of sub-aquatic optical cables as an alternative
to overland optical routes around the world
For several years, terrestrial optical cable has been deployed along highways, railways, fluid
fuel pipelines and electrical power transmission lines. These overland routes have been used
to support national and regional backbones of telecommunications networks, including
Internet backbones. To complement these, there is massive use of submarine optical cables
for intercontinental connection of national telecommunications networks, giving them worldwide reach.
However, in many countries or even continents, there are still regions where few or no such
overland routes exist or are scarce, notably in areas of difficult access by land and of low
population density. Some of these regions have, in the rivers that traverse them, or in coastal
seas and oceans, an alternative space for deploying optical cable-based solutions to meet
diverse society needs.
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The following sections provide examples of the previous use of sub-aquatic optical cables in
different parts of the world. Usually, they were installed because overland routes were
unavailable (or undesirable) to support optical cable deployment.
2.1 ADONES – Angola Domestic Network System
Operational since 2008, ADONES – Angola Domestic Network System is an example of
submarine optical cable deployment in coastal waters. The system extends for 1,600 km and
has been deployed by Angola Telecom along the Atlantic coast of Angola . From north to
South, ADONES interconnects the Angolan cities of Cabinda, Soyo, N’zeto, Luanda, , Porto
Amboim, Benguela, Lucira, e Namibe. Figure 5 is a map showing the connections between
these cities – it should be observed that there are two separate links between Cabinda and
Soyo to provide redundant access to the Cabinda Enclave, physically separate from the rest of
the country.

Figure 1 - ADONES submarine optical cable system - [ADONES 2013]

2.2 Optical cable across the Matanzas River, connecting Anastasia Island to St.
Augustine, Florida, USA
The telecom operator AT&T connected Anastasia Island to the city of St. Augustine in
mainland Florida, USA, by means of a 2.3 km subfluvial optical fibre cable crossing the
Matanzas River. This cable was deployed in order to substitute another cable which had been
carried across the Lion Bridge, which also connects these two locations, and which had been
damaged during repair work on this bridge [AT&T,2013].
2.3 Optical cable across Duck Lagoon (Lagoa dos Patos), Rio Grande do Sul, Brazil
Between 2010 and 2011, electrical power and optical fibre cables were deployed by the state
electric power company, CEEE, across the Waters of Duck Lagoon (Lagoa dos Patos), to
connect the cities of Rio Grande e São José do Norte in the sate of Rio Grande do Sul, in
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Brazil, in order to provide both electric power and telecommunications services to the second
city. The length of the underwater section of this route is about 1.5 km. The new set of 4 subaquatic cables replaces an earlier scheme where power and telecommunications cables were
carried across the channel at a height of 72 m. above the water. [CEEE 2013]

Figure 2 - Optical cable under Duck Lagoon (Lagoa dos Patos), Rio Grande do Sul, Brazil
(drawn using Google Maps).

2.4 AKORN –Alaska Oregon Network, USA
Deployed by ACS (Alaska Communications Systems Group) in coastal waters of the Pacific
Coast of North America, the AKORN (Alaska-Oregon Network) system provides a 3000 km
submarine optical cable connection between the USA cities of Anchorage, Homer and
Nikiski in Alaska and Florence in Oregon. Figure 7 shows a map of the connections between
the two states.

2.5 Optical cable across the River Solimões, Amazonas, Brazil
The telecom operator Embratel has built a 12 km optical cable system, crossing the River
Solimões in the state of Amazonas, Brazil. The project included a subfluvial optical cable
section, and an Overland section, in order to connect Embratel’s stations on the two sides of
the River Solimões.[Azevedo 2010]
This Project was the first to provide a fibre optic route across the River Amazon system, and
substituted previous satellite and radio links.
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Figure 3 - AKORN submarine cable system [AKORN 2013]

2.6 Optical cable under Lake Constance, Germany,
In 2007, a subaquatic fibre optical cable system was deployed across Lake Constance,
connecting the cities of Konstanz and Friedrichshafen, which are on opposite shores of the
lake. Figure 8 shows the cable route, linking the two cities.

.
Figure 8 - Optical cable under Lake Constance, Germany (drawn using Google Maps)

3. Existing long-distance optical infrastructure in the Brazilian Amazon
region
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Currently, the following long-distance optical routes have been deployed in the Brazilian
Amazon region (see Figure 9):
 Porto Velho – Manaus: optical cable owned by telecom operator Embratel, aerial,
using utility poles, constructed along the federal highway, BR 319, which crosses an
area of dense tropical rainforest between these state capitals. This was the first optical
route which crossed the Amazon River system [Azevedo 2010]
 Tucuruí – Macapá – Manaus: OPGW owned by mobile telecom operator TIM
(Telecom Italia Mobile), using electric power transmission lines of Isolux, used to
connect large-scale hydroelectric generating facilities at Tucuruí and, in future, Belo
Monte, both in Pará state, to population centres in Macapá and Manaus (see Figure 9)
[Doile 2010];
 Manaus – Coarí: optical cable owned by Petrobras, Brazil's state-owned oil and gas
company, deployed along a gas pipeline from the production centre at Urucu
(Amazonas state) to the state capital, Manaus [Petrobras 2009];
 Manaus – Boa Vista: optical cable owned by telecom operator Oi (Portugal Telecom
Group), deployed underground along the federal highway, BR 174, which crosses
indigenous reservations state between these two capitals. A second OPGW cable links
Boa Vista to the border with Venezuela, where it connects to the Venezuelan national
network run by CANTV.
 Macapá – Oiapoque, optical cable owned by telecom operator Oi (Portugal Telecom
Group), deployed underground along the federal highway, BR 156, through a nonpopulated area, connecting Macapá to the border with French Guiana, to be completed
in December, 2013.
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Figure 9 Optical routes already built in the Amazon region (various sources)

Although these optical routes are of undoubted importance to the Amazon Region, as they
provide access mainly the endpoints (large cities, hydroelectric plants, gas production centres,
national border crossing points), and do not provide access to much of the scattered
population of the region, which does not live along these routes, but mostly along the courses
of the main rivers of the region.

4. A project to deploy optical cable in the Amazon region
In many parts of the world, there are still regions of difficult access by land and of low
population density. Some of these regions have, in the rivers that traverse them, a common
solution to meet diverse society needs.
One of them is the Amazon region of Northern Brazil and some neighbouring countries,
where there are few roads serving the main cities and where the population lives mainly
along the banks of the great rivers that cross it.
The project described here began as a Final Undergraduate Project, under the orientation of
the first author of this paper, presented at the National Institute for Telecommunications –
Inatel [Vitor 2012]. This student project was concerned initially with providing a fibre
connection across the mouth of the River Amazon, and then upriver to Santarém (Pará state).
RNP has instigated the Brazilian government, and particularly the Communications Ministry,
to undertake a much more ambitious project, still in its early stages, of deployment of optical
cables along the courses of its major rivers – such as the rivers Amazon, Negro and Solimões.
This proposal for the deployment of such subfluvial optical routes in the Amazon region was
launched as a challenge to improve telecommunications infrastructure in the region,
improving the availability of both broadband and communications in general, considering
that the rivers in this region provide the main means of transport and where, along their
banks, most of its population lives.
The main benefits of this project are:
 to create in the Amazon region a telecommunications infrastructure that will
accelerate regional integration and development and contribute to the robustness of
systems of national defence and policing;
 to establish a solid foundation for the development of research and education
networks in the region;
 to contribute to the technological and industrial development of Brazil with global
scale and competitiveness.
Besides the ease of reaching and meeting the needs of the riverside populations of these
rivers, a cable route along the riverbed damages the environment far less than the
construction of a road, that cuts through the tropical rainforest and ends up causing
significant environmental damage.
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The project is being elaborated together with Padtec (www.padtec.com.br), a Brazilian
manufacturer of optical systems, seeking close alignment with the intentions of the Brazilian
government with respect to its National Broadband Plan.
Figures 10 and 11 show the complete project, with the extension estimated at 7,784 km and
comprising six routes, as follows (referring to figures 10 and 11):
A. Belém – Macapa – Manaus: 2,030 km, (mostly) along the River Amazon (marked in
red);
B. Manaus – Iauareté (border with Colombia), 1,384 km, along the River Negro, (green);
C. Panacarica – Pacaraíma (border with Venezuela), 744 km, along the River Branco
(yellow);
D. Manaus – Tabatinga (border with Peru and Colombia), 1,696 km, along the River
Solimões, (orange);
E. Itacoatiara – Porto Velho, 1,115 km, along the River Madeira (blue);
F. Macapá – Oiapoque (border with French Guiana), 815 km, along the Atlantic coast
(violet).

Figure 10 - The six routes in the complete project
(drawn using Google Earth, courtesy of Padtec)
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Figure 11 – Details of the six routes in the complete project
(drawn using Google Maps, courtesy of Padtec)

Table 1 shows the population and the number of university and research institution campi
(RNP clients) that can be served by this project.
State

Pará

Amazonas

Amapá

Rondônia

Roraima

TOTAL

3,198,418

2,997,309

633,919

443,058

342,344

7,615,048

2,947,076

2,872,946

562,219

443,058

342,344

7,167,643

92%

96%

89%

100%

100%

94%

Cities

22

33

7

1

5

68

Total number of cities
along the routes

13

26

5

1

5

50

% cities along the routes

59%

79%

71%

100%

100%

74%

Total number of RNP
clients along routes

13

12

3

0

1

29

Total population near to
routes
Total population along
the routes
% population served on
routes

(Population count courtesy of Teleatlas 2013)

Table 1 – Population and numbers of campi served by the project (courtesy Padtec)
The first stage of this project (route “A”) is estimated to use about 2,100 km of optical cable,
and to cost around US$ 200 million. Figure 12 illustrates the geographical route of this first
stage, interconnecting Belém, Macapá and Manaus, capitals, respectively, of the states of
Pará, Amapá and Amazonas in northern Brazil.
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Figure 12 - Optical route “A” : Belém (Pará) - Macapá (Amapá) - Manaus (Amazonas)
(courtesy of Padtec, drawn using Google Maps).

5. Related projects and studies
Today’s interest in extending optical fibre cables internationally had an earlier equivalent in
the second half of the 19th Century with the creation of a worldwide system of (electrical)
submarine telegraph cables, connecting countries around the Earth. Not surprisingly, the
general topology of the “telegraphic Internet” of 1901 is similar to today’s
telecommunications networks, although the network then was much more Euro-centric than
is the case today [Eastern Telegraph 1901]. However, we might be surprised to learn that one
of the cables reaches the city of Manaus in the centre of the Amazon region. This cable was
laid along the course of the River Amazon, following the same Route “A” of section 4,
between 1895 and 1896 by the firm Siemens Brothers of London, and an interesting account
of the region and the experience of carrying out this project was published by Alexander
Siemens in [Siemens 1896].
More recently, a parallel study of deploying optical subfluvial cables in the Amazon region
was published in [Garcia 2013]. The author, an engineer from Colombia, also aimed to
reduce the digital divide, separating Amazon region inhabitants from their compatriots in the
more populous parts of Colombia, and proposed this to be done in collaboration with
neighbouring Amazon countries: Brazil, Ecuador and Peru. His proposal was to build a
subfluvial cable from Manaus up the River Solimões to Leticia (Colombia) and Iquitos (Peru)
(our route “D”) and thence connect them to other parts of these countries. He also assumed
that Manaus would be connected terrestrially by way of Venezuela (as it finally was in 2013).

6. Conclusion
The courses of the great rivers of the Amazon region are a natural choice for deploying
subfluvial optical cables, extending to the riverside communities access to an advanced
telecommunications system, providing up-to-date broadband services to the citizen, to society
and to education and research institutions.
Bringing a high-capacity optical route to the communities of the region will certainly
transform the infrastructure map of the North of Brazil and provide one of the foundations for
new economic and social development.
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There are several benefits which may be gained from a project of this scale, and we will
emphasize the following ones:
• to establish low-latency connectivity between the largest cities in the Amazon region,
with extensions to neighbouring countries;
• to provide high-capacity connectivity for research and education institutions, in order for
them to make use of Advanced Services provided by RNP, such as videoconferencing,
video-classes and other high bandwidth applications;
• to use the RNP networks to connect research workers, teachers and students at federal
institutions of technological and higher education to the National System of Science,
Technology and Innovation (SNCTI) and to their peers in other countries, giving them the
same conditions to use the Internet as their colleagues from other regions of the country;
• to provide a broadband infrastructure for the effective deployment of the National
Broadband Plan in the North of Brazil;
• to support the growth of the creation and use of content for telemedicine, telehealth and
distance learning;
• to deliver to the North of the country a telecommunications infrastructure which
accelerates regional development and contributes to the robustmess of national defence
and policing;
• to establish a solid base for the development of scientific networks in the North, with
possible extensions to neighbouring countries, which have many similar problems to deal
with to bridge the east-west and north-south connectivity gaps in the North of Brazil,
providing the country with its most important telecommunications infrastructure both for
reaching all parts of the country, and also for establishing cross-border links to all its
neighbours to the north and west, effectively integrating the South American continent.
The present stage of the project is to conclude the technical and economic feasibility study,
gaining familiarity with the hydrodynamic mechanisms of the Amazon basin, and the
dimensioning of the basic parameters of the project.A project of this size will employ the
most advanced technologies used in optical communications systems. The main investment
will be in optical cables, estimated to cost around US$ 500 millions for the complete project.
Transmission equipment will need to be dimensioned to cope with the expected traffic flows,
and the buildings for providing anchorage for the cable will depend on a local socioeconomic analysis.
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Abstract
The need for National Research and Education Network (NREN) organisations might be well
known within the academic and higher education community, beyond this inner circle a lot of
missionary work needs to be done to convince government, telecom providers and even parts
of the academic community it self of this necessity.
Every country has its own particular regulations, politics and educational setting, making it
impossible to provide a one fits all blue print for a successful NREN. Even though the end
result differs per country, a common approach to arrive at the NREN model that is most
suitable for the country can be presented. This approach is derived from the common
approach in business, namely to develop a business model of the NREN is close contact with
the mayor stakeholders, in this case government, telecom providers and the academic
community.

Keywords
NREN, sustainability, Business Model

1. The Business Model Approach
The objectives of the various stakeholders in developing the NREN Business Model are very
diverse. The academic institutions want affordable Internet and advanced services,
government wants to see a sustainable NREN and telecom operators see current and future
business opportunities. The various objectives are not always in line with each other and
therefore an iterative and joint process is suggested. The concept of the NREN and its
characteristics are gradually worked out in a path that leads to the ultimate goal: a sound
financial model of the NREN that is approved and supported by all the stakeholders.
First the general case for the NREN is described, including the relation with national policy
objectives. Before understanding the need of NRENs is it important to emphasize the need of
ICT in (Higher) Education and Research in general. Developing countries are transforming to
“Knowledge Societies”. This process is part of achieving the goals of the World Summit of
the Information Society that was initiated in 2003 in Geneva with a follow-up in 2005 in
Tunis. Here ICT is identified as a driving force in transforming to the Knowledge Society:
ICT drives educational reform that leads to innovation and then through the development
services to the Knowledge Society. In 2010 the International Telecommunication Union
(ITU) published a mid term review of the accomplishments towards reaching the Millennium
Goals that were formulated by the WSIS. In this review NRENs were identified as important
vehicles in reaching four out of the ten Millennium Goals” and it was stressed that “…
governments must work with NRENs to ensure that they are fully embedded within the
national innovation system and that they serve the needs of the local research community”. It
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might seem trivial, but the role of NRENs in the development of a country is very often
underestimated by government and it is important that they realise that NRENs are more than
vehicles to achieve cheap Internet.
Next the ICT challenges that the academic community faces are listed. Four connectivity
levels may been distinguished: the Local Network, the Last Mile, the National Backbone and
International Bandwidth. Each country has its own challenges in these network domains, that
all need their specific approach.
The ICT analysis is followed by a thorough user (needs) analysis. Here the concept of ICT
maturity is introduced and the process of enabling institutions to achieve sufficient ICT
maturity to connect to the NREN. An institution needs to have its own ICT Policy in place
before connecting to an NREN, otherwise the implementation of advanced services and the
added value for education and research will not be achieved. Without restructuring the
internal processes, defining necessary ICT services and setting up adequate ICT support
systems an institution will not have the required maturity to connect to the NREN.
Once a mutual understanding of the challenges has been achieved one can start to work
towards a solution, namely the structure of the NREN, the services it should provide (an
NREN is more than an Internet service provider!) and the network architecture. Again here is
a moment where all stakeholders need to share a common base. The structuring of the NREN
consists of the governance model, the NREN organisation and the tariff model. These issues
need to be determined together with the potential NREN members in a transparent and
interactive manner.
All this comes together in the financial model of the NREN providing, hopefully, a
sustainable long term (4 – 5 years) financial plan. The core of the financial plan consists of
the OPEX, defining all operational expenses that are necessary to operate the network and
provide the required advanced services. In many cases the NREN members pay for the OPEX
through the connection tariffs. Behind the OPEX the CAPEX defines the investments that are
necessary to implement the network and the services. Often we see that either government or
donors pay for the initial investments and replacement of equipment is financed through
depreciation mechanisms.

2. Some case examples
A financial plan for an NREN is in itself not new, neither are many of the components
mentioned above. It is the process that leads to the financial plan as end result that is the
strength of the Business Model approach. Instead of presenting a finished plan to the
stakeholders, this iterative and joint process creates a feeling of ownership: it is no longer
“that NREN”, but our “NREN”. The approach also ensures that the local circumstances are
taken into account: the result is not a copy/paste mutation of an existing document.
The Business Model approach has been used in the development of five NREN’s in Africa
and Central Asia and is being considered by several other NREN’s that are at the beginning
of their existence.
In one of the African countries (Mozambique) the NREN Business Model has secured more
than five million dollars of donor funding to implement the NREN. The donor decision was
based on the Business Model that demonstrated that once the NREN was established and the
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first three years were supported by external funding the NREN would be financially
sustainable and be able to operate without external funding.
In another African country the Business Model convinced the national telecom operator to
support the NREN by providing a national Gigabit network backbone free of costs. The
telecom operator is on the governance board of the NREN and supports the NREN where it
can, having in mind that by creating more ICT awareness and ICT skills in the country
revenues will increase. Besides the telecom operator other government organisations provide
support for the NREN, for example the national telecom regulator that provides budget to
overcome last mile challenges outside of the capital.
In Central Asia the Business Model approach was, amongst other things, the base of creating
an active user community that works together with the NREN in creating added value for the
institutions. Here the Business Model has convinced the members that the NREN has more to
offer than an ordinary ISP.

3. In conclusion
Even existing NRENs and their communities can make use of the Business Model approach.
Often the main goal of creating an NREN is to provide affordable Internet for the academic
and Higher Education community. Later advanced services are also delivered, often on an ad
hoc basis. In the Business Model approach affordable Internet is merely a vehicle to provide
the advanced services that their members need. The Business Model describes the
architecture for the value creation, delivery and capture by the NREN and presents the case of
the NREN in a broader perspective. Further the Business Model is the base for the yearly
planning of the NREN and can also be used in the reporting cycle of on-going activities.
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Abstract
Research and Education Network for Uganda (RENU), was started by the forum for Vice
Chancellors of Universities and heads of Research organisations, in January 2006. In its first
seven years it laid an operational foundation covering institutional identity, legal framework,
awareness creation, articulating the rationale for national research and education networking
(NREN), initial membership development and experimenting with collaboration through
formation of the bandwidth consortium, supporting access to library e-resources and related
technical skills development for member institutions.
However, RENU still faces many challenges to its goal of supporting ICT-enabled research
collaboration and higher education transformation to attain WSIS goal No. 3 by 2015 (ITU,
2011).
NRENs, like Pro-Poor ICT projects, are mechanisms for addressing a type of ICT access-gap
to reduce development lag, so parallels can be drawn between the two mechanisms such as:
i.
ii.
iii.
iv.

Similar purpose to address development needs through innovative use of ICT.
Similar aim to bridge an aspect of ICT access and utilisation gap.
Common strategic challenges such as policy environments not conducive to needed
interventions and infrastructure costs that are too high for target communities.
The need for suitable operational models that enable success and sustainability.

In a resource-constrained environment, pro-poor ICT is a rich source of principles, lessons,
experiences and best practice that can shape the strategy to move RENU to sustainable
operation. Through a desk review of literature, including a study done in 2005(WOUGNET,
2007) on pro-poor ICT initiatives in Uganda, this paper identifies experiences and lessons
that can shape RENU’s plan for addressing its strategic challenges and specify an action
framework for becoming fully operational.
Keywords: access-gap, cooperative, sharing-model, competitiveness
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1. Introduction
1.1 Introduction to the study
Through an 8-step process, this study aims to identify experiences, lessons and best practice
that can help address the current challenges that RENU is facing, especially those that are of
a strategic nature and to specify an action framework for making RENU fully operational.

1.2 Method of work
The method used is an eight-step process comprising the following:
i. Carrying out an internal review within RENU by reading many of the
documents accumulated in RENU’s repository and this was
supplemented by talking and listening to RENU staff and board
members.
ii. Carried out an external review which involved visiting and talking to
some RENU member institutions, line government agencies, partners,
potential member institutions and other RENU stakeholders. At least
ten campuses were visited, among other organisations.
iii. The information gathered from the reviews was analysed to establish
issues, strengths, weaknesses, opportunities and challenges.
iv. From this information, strategic challenges were identified.
v. Meanwhile, there were two steps of review of literature namely propoor ICT literature and key performance factors drawn from
reviewing websites of three established NRENs and literature on
competitiveness.
vi. The strategic challenges were combined with experiences, lessons,
key performance factors and/or best practices.
vii. The above information was considered together with basic value chain
analysis to define an action framework for RENU.

1.3 Overview of National Research and Education Networks (NREN)
National research and education networks (NRENs) are a globally acknowledged mechanism
for ICT-enabled support for Research and Higher Education Collaboration. Establishment of
an NREN in each country is part of WSIS target No.31 which is linked to millennium
development goal No.8 and can also be a follow-on action for goal No.2
NRENs have been a major driver of research development and education transformation in
many developed economies. Where they have been fully harnessed, NRENs have caused
extensive growth of the information society, knowledge-based economies and also resulted in
much greater utilisation of the Internet for economic purpose as well as more affordable
access to the Internet for end users.
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Research and Education Network for Uganda (RENU) is Uganda’s Nascent NREN that was
established by the forum of Vice chancellors and CEOs of research organisation during a 2day workshop in January 2006.

2. RENU Background.
In this section an institutional background that is specific to RENU as Uganda’s national
research and education network is provided, covering vision, purpose, objectives, current
operational status including achievements, general challenges identifying those that are of
strategic nature.

2.1 Phase-2 Vision and Mission
Vision: During this second phase, RENU envisions Ugandan Researchers & Universities
leveraging ICT to be fully integrated into, proportionately contributing to and benefiting
from, the Global Knowledge Society.
Mission: RENU’s mission is to progressively harness ICT to enable optimum research
collaboration, and transform the delivery of teaching and learning, for faster social-economic
development.

2.2 Purpose
The high level basis for NREN development in Uganda is three folds:
 First of all, the primary basis is the millennium development goals through the targets
and performance indicators specified by the World Summit on the Information
Society (WSIS) Geneva plan of action1.
 Secondly, NREN development is linked to Uganda’s national ICT policy and the
Policy for ICT in the Education sector -2006.
 Thirdly and specifically, Uganda’s NREN started as a result of a resolution made by
the forum of vice chancellors and heads of research institutions during their meeting
in January 2006, when they resolved to create the Research and Education Network
for Uganda (RENU) as a vehicle to support collaboration among research and higher
education institutions (nationally, regionally and globally) in pursuit of the common
aim to enhance research output and higher education delivery for the faster
development of Uganda.
2.3 Goals, Objectives and Targets
2.3.1 Overall goal
The overall goal of RENU is to facilitate & enhance ICT-enabled research and education
(R&E) Collaboration among Ugandan HEIs & RIs plus collaboration with their regional &
International peers.
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2.3.2 General Objectives
a) Promote and facilitate research and education networking among Uganda Universities
and Research organizations.
b) Create stronger negotiating positions to get better terms in seeking policy adjustments
and negotiating R&E partnerships.
c) Explore ways of cost reduction for ICT resources through cooperative negotiation
pooling and optimal sharing of resources.
d) Explore ways to collaboratively develop new value-added services as operating
environment and available means vary, in support of higher education and research
networking in Uganda.
2.3.3 Specific Objectives
a) Ensure that member R&E institutions fully benefit from the AfricaConnect project.
b) Connect all universities, colleges and research institutions to an affordable countrywide high speed fibre-backbone for cheaper & faster national, regional &
international collaboration.
c) Facilitate more affordable access to global information & research resources for
Uganda’s R&E institutions.
d) Serve as a research partner, a test-bed centre and support for developing, deploying &
evaluating emerging R&E-enabling technologies.
e) Support capacity development for member institutions in the areas of network
engineering, e-learning, content development and content sharing.

2.3.4 Targets and performance assessment
The overall target for NRENs in relation to millennium development goals (MDGs) is
specified by the world summit on the information society (WSIS) target No.3 which is “to
connect all scientific and research centres with ICT” by 2015 ( ITU, 2011). Progress
towards this target is gauged basing on three performance indicators namely:
i.

The proportion of public scientific and research centres (including colleges &
universities) with broadband Internet access.
ii. The presence of a national research and education network (NREN) whose quantitative
performance is gauged by its aggregate bandwidth (in Mbps) in relation to total
number of users.
iii. The proportion of public scientific and research centres with connectivity and Internet
access through an NREN.
In the case of Uganda, a sizeable percentage of colleges and universities are private but
substantially contribute to the growth of research output and higher education delivery and
should therefore be taken into account when setting targets and planning for NREN
membership.
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2.4 RENU Current Operational Status
2.4.1 RENU’s Achievements so far
In the first seven years of its existence, RENU has attained the following achievements:
Established an NREN identity by obtaining Legal and Regulatory documents : MAA,
Registration as a not-for profit entity, being recognised by the Ministry of Education and
Sports (MoES), Ministry of Information and Communications Technology (MoICT),
obtaining an operating license for a national private network. All the above provide basis for
legal operation as an NREN.
It has also enlisted 14 member institutions and developed national, regional & international
partnerships such as Uganda Communications Commission (UCC) – the national
telecommunications and broadcasting regulator, National IT Authority for Uganda (NITAU), the consortium of Uganda University librarians (CUUL), UbuntuNet Alliance, KENET –
the Kenyan NREN, TENET – the South African NREN, Surf Net the Netherland NREN,
DANTE, NRSC and IEEAF. RENU has also met the specified requirement for being a
participating NREN in the AfricaConnect project.
2.4.2

RENU’s Operational Challenges

The Challenges that RENU needs to address include:
a) The unjustified controversy surrounding RENU identity which seems to stem from
confusion caused by wrong interpretation of RENU registration and how accounts
were initially kept. This was compounded by having private universities (about 70%)
among RENU member institutions. The issue of accounting can easily be addressed
while having private universities in RENU membership is covered by the foundation
documents and can also be easily justified. This position is also supported by the
scope specification as given in clause 74 of Measuring WSIS Target No.3.
b) Sub-optimal management of stakeholders’ expectations resulting in lethargy and
resistance to providing support to RENU.
c) Changing priority over the years, w.r.t support for ICT in HEIs (even the wording of
WSIS targets’ was changed slightly to remove specific reference to Universities &
colleges, on page 8, target 2) (ITU , 2011) .
d) Conflict of mandate between NREN & other sector players w.r.t delivery of ICT
targets to HEIs & RIs. This has been evident when engaging government agencies but
was also anticipated by the ITU ( 2011) op cit “Measuring the WSIS Targets” report
(p.4), which recommends either pre-setting the scope for sectors or ignoring and
working with the overlap. The report noted that the latter is a more realistic and
results oriented approach.
e) Poor cash flow due to a misconstrued operational status (treated by the tax authority
as a normal for-profit company w.r.t. tax status). The same lack of clarity on RENU
ownership model, business model and corporate identity contributed to resistance of
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some government agencies to support it and the degeneration of bandwidth
consortium agreement with a commercial telecommunications company into a nonfunctioning partnership that resulted in cash flow limbo.
f) Grossly distorted local connectivity market, where the price of local point to point
links is disproportionately priced, in comparison with international links of the same
capacity.
g) Failure to achieve synergy from cooperative engagement and collaboration due to
sub-optimal human networking.

2.4.3 Strategic Challenges
The above challenges can be condensed into three strategic aspects as follows:
a) Absence of an optimal operating model that clearly defines RENU’s business model,
ownership model and yield optimal NREN performance in the Ugandan context.
b) Lack of strong ownership and buy-in by some member institutions.
c) Very high cost of access to local infrastructure (especially fibre).

3. Literature Review
3.1 Introduction
In this section, three categories of literature that were reviewed are introduced.
• A number of UNDP funded studies and publications on pro-poor ICT, several pro-poor
project cases studies and a paper entitled “an extended sharing model to provide ICT
services to the rural poor” were among those reviewed in this category.
• NREN and related literature such as “measuring the WSIS targets”, reports and policies
relating to ICT for education in Uganda and assessment of governance, infrastructure
access and services for two established African NRENs and one established European
NREN, were also reviewed (Farrell, G. ,2007; Gerste, R. and Zimermann, S. 2005;
ZAMREN, 2013; KENET, 2013; Surfnet, 2013).
• A paper, an article and an essay on value chain analysis were also reviewed.
For each of the above three areas of literature review a summary providing Experience,
Lessons learnt and best practice was prepared.
3.2 Pro-poor ICT
3.2.1 Experiences from pro-poor ICT studies and initiatives
From the various pro-poor ICT initiative case studies, it is clear that experiences varied from
country to country and from project to project. It is thus clear that in determining factors like
ownership model, business model and choice of partners, there is no one-fits –all solution.
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However some experiences were fairly consistent in a number of cases reviewed and these
include:
Over-reliance on solutions based on imported technology and innovations often results in
partial ability to address challenges. For instance, the pro-poor project reported by DHAN
foundation that worked with solutions developed by a local university was able to achieve
much improved infrastructure sharing and substantial per-unit cost reduction in a much
shorter time. The project also benefitted from identifying an appropriate business model that
involved decentralising last-mile provision. It was further observed that government was
reluctant to support needed policy adjustments for fear of depleting revenue from commercial
telecommunication enterprises. This and other factors also gave rise to hostile incumbent
telecommunications operators who viewed universal access initiatives as encroaching on their
territory.
For many pro-poor ICT projects, financial sustainability is frequently a challenge and due to
inappropriate project conception, many times the pilot phase is not long enough to provide
adequate testing of concepts and often results in failure to observe important lessons.
It was also noted that three variants of community-based cooperative (CBC) ownership
models can be adopted depending on the local conditions and operating environment and
these are community-based rural local authority-owned; community-driven cooperative
enterprise (CBCE) model and community-driven hybrid model (with a combination of
community and private investors’ ownership). Projects have noted the intrinsic weakness and
failure of donor-funded initiatives and therefore have considered the need for incentives to
encourage members or users to invest in CBCE

3.2.2 Lessons from pro-poor ICT projects and studies
The following is a sample from the many lessons that have been learnt by the pro-poor ICT
development community:
• In many developing countries, the issues that impede the impact of ICT in development
are usually not ICT related, so focus should be put addressing basic development needs
and achieving higher economic levels and then ICT usage and growth will be a byproduct4.
• There are a number of advantages associated with Community Ownership for universal
access ICT initiatives and these are:
o Mobilising resources at low or no cost, say through voluntary labour or highly
subsidised costs or self-help locally known as “bulungi bwansi” which can be
translated as Nation’s welfare. This ethos is dying out though.
o Require a much lower return on investment (RoI). Emphasis is put on benefit to the
community. Typical RoI for commercial enterprises is 20% while for CBCE it can be
between 0 and 5%.
o For CBCE, services are needs-based and priced according to community means.
o Surplus is re-invested to grow coverage and introduce new services.
o Able to address needs unique to members.
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o Experience, skills and knowledge level growth to serve the sectors.
It is important to note some fundamental differences between NRENs and PP-ICT projects
and most give NRENs some opportunity advantages:
•
•
•
•

Some member institutions, especially those with high enrolment are urban, though a
reasonable number of research stations can be rural.
NREN member institutions tend to have more predictable budgets than pro-poor projects.
Usually R&E institutions are capable of better management and levels of knowledge.
NRENs and public R&E institutions have traditionally had easier access to donor support.

3.2.3 Key recommendations and/or best practice
The following are some recommendations of what can be considered among best practice.
Desirable policy and regulatory adjustment should take into account the following:
 Technology neutrality, open access to backbone infrastructure.
 Preferential consideration of “public good” requirements.
 Permit community (and academic private network) ownership.
 Operator neutrality for pro-poor ICT and NRENS is important.
 Identify limitations of existing approach (e.g. coverage or affordability).
 Need for appropriate legal framework to support desired partnerships (e.g. public and
private institutions).
 Tax exemption for non-profit enterprises and a mechanism to ensure surplus is used for
community development interests.
 It is desirable to have a national support unit to guide community owned initiatives.
 Need for open access policy to guide public infrastructure use and favourable
interconnection pricing.
3.3 About NRENs and ICT in Education
3.3.1 NREN Experiences
The following are some of the challenges faced by Uganda as it seeks to fully embrace ICT in
education:
• Poor infrastructure and very high cost of bandwidth especially local infrastructure.
• Unreliable and low coverage of mains power.
• The reality of a resource-constrained environment.
The following have been noted as common benefits of the development of NRENs:
• Growth of ICT services market (through improved efficiency).
• Growth of use of ICT for Economic benefit (e.g. mobile money and out sourcing).
• Trigger research in and development of appropriate solutions to local ICT needs.
• More people can pursue continuing education and participate in research.
• Transformation of teaching and learning, especially of science subjects.
• Potential for outreach to primary and secondary schools.
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3.3.2 Lessons from review of established NRENs
The following have been observed out of reviewing the operation of two more established
NRENs in the Eastern and Southern Africa region.
Two governance levels have been observed namely the governing board and the management
board. The governing board as the top decision-making body is charged with the
responsibility to ensure that member institutions remain committed to collaborate nationally,
regionally and internationally. It mostly consists of heads of member institutions. It is clear
that the governance structure encourages members’ buy-in, stronger ownership and growth of
a cooperative culture. With regard to deepening sharing, one NREN was the first to establish
cross-border interconnection to optimise sharing resources and reduce cost. The arrangement
gave the partnering NRENs access to connectivity and content resources available in the
neighbouring domains, thus enhancing price competitiveness through enhanced sharing.
Another dynamic observed in connection with deepening infrastructure sharing, is the use of
the power network to run fibre links between towns and to connect institutions that would
have been harder to reach.
• Governance typically has 2 layers: Board of trustees or council as well as a board of
management. This ensures strong buy-in through greater involvement and input by both
member institutions and other stakeholders.
• The development of the physical network follows member locations and demographic
reality on the ground so as to optimise infrastructure sharing.
• Deepening sharing includes local content caching and NREN-driven cross-border
interconnection.
• A needs assessment study selected campuses with student threshold of 2000 and the
distribution and location of PoPs reflects the demographic reality in colleges.
3.3.3 NREN Best Practice
From the two operational NRENs located in the same regional REN zone as RENU as well as
from a European NREN, the following practices were noted:
a) Combine Community driven principles with refined cooperative culture and enterprise
work ethic to attain fast growth.
b) Focus on facilitating R&E collaboration; enhance sharing (For Surfnet & KENET
infrastructure, information and roaming are aspects of enhanced sharing).
c) Encourage and reward technology innovation to sustain relevance.
d) Effectively and economically address high infrastructure and last-mile costs through
extended sharing and innovation. [ZAMREN uses fibre over power-lines]
e) Nurture sustainability through careful development of partnerships and community
involvement [Both ZAMREN and KENET have two-layer governance structures].
f) Let community have planning, financial and resource input.
g) Nurture cooperative/collaboration enhancing practices such as effectively meeting
community needs, transparency through regular reporting, sustain value, ease of use and
competitiveness.
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3.4 An overview of Value Chain Analysis
In general, value chain analysis (VCA) assesses the following four major processes (ref.
Value chain analysis for assessing competitive advantage © 1996 IMA; pp.5 – 22) for a
commercial enterprise:
i. In-bound logistics
ii. Operations
iii. Out-bound logistics
iv. Marketing

3.4.1 Rationale for taking VCA into account
The purpose of value chain analysis is normally to ensure competitiveness and profitability
for commercial organisations. However, some form of VCA would be helpful in determining
an action framework for RENU to enable it address the needs and expectations of its member
institutions effectively, even though it is a not-for- profit organisation. D. Dang,. Sultana, B
and K. Umemoto, K. (2008), in proposing an extended sharing model to provide ICT services
to the rural poor arrived at their basic action framework for implementing the extended
sharing-model after doing appropriate value chain analysis in addition to the other steps they
took.
3.4.2 Experiences from value chain analysis (VCA)
Basing on how D. Dang,. Sultana, B and K. Umemoto, K. (op. cit.), carried out the basic
value chain to support the action framework for the extended sharing-model that they
proposed for pro-poor ICT projects, it becomes important to include value chain among the
analytical stages that precede an effective strategic planning process. As part of value chain
analysis carried out to prepare for strategic planning, it is useful to identify mechanisms that
are able to enhance or transform an organisation’s competitiveness.
3.4.3 Lessons from Value chain analysis
a)
b)
c)

Even NRENs need to work on competitiveness, relevance and service/product
differentiation.
Since one of the identified strategic changes is the high cost of access to fibre it is
imperative to minimise cost and maximise quality.
To improve performance and sustainability for pro-poor ICT projects, the
combination of appropriate situation analysis and value chain analysis yielded an
approximate action framework comprising five steps as follows4:
 To estimate the value chain of the intended ICT services.
 To carefully check for all feasible sharing opportunities.
 To identify possible sharing partners (also see section on best practice).
 Build Alliance and develop projects.
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 Carry out implementation with integrated assessment.

4. Conclusion and Recommendations
4.1 Conclusion
The study identified the parallel principles and concepts that exist between pro-poor ICT
initiatives and NRENs and also noted their contrasts in a resource-constrained environment,
especially since both try to address a type of ICT access-gap. It also showed how NREN
development in Uganda can use lessons and experiences of past pro-poor ICT studies to
guide the process of addressing the challenges that need to be overcome for RENU to
succeed. Of the many lessons, four stand out:
a) The importance of nurturing a cooperative mind-set.
b) Overcoming the high infrastructure-cost obstacle by “deepening” sharing.
c) The importance of meeting the R&E community’s unique needs adequately and in an
affordable manner through innovative use of technology, in order to remain competitive
and relevant.
d) The need to include clear performance indicators into the operating plan from outset.
The study also reviewed analytical techniques and procedures that can support the strategic
planning process for the second phase of RENU operations. It has highlighted issues that
must be addressed to overcome the strategic challenges currently facing RENU to yield an
effective strategic plan and action framework.

4.2 Recommendations
To come up with an effective strategic plan that will enable RENU to operate optimally and
effectively serve the Uganda research and education community, it is essential to implement a
3-stage planning process to cover short term, medium term and long-term (strategic)
operational requirements and this should be preceded by an effective analysis process
covering:
a) Adequate and holistic assessment of the operating environment.
b) A review of and update of needs assessment previously done.
c) Determining an appropriate operating model that specifies a suitable business model, an
ownership model and a financing model.
d) An accurate assessment of factors that will ensure competitiveness and sustainability.
e) Taking into account the observed key success factors or best-practice.
Table-1 below is recommended for basic value chain assessment that incorporates 3 factors
for enhancing competitiveness while Table-2 below is recommended to guide the process of
addressing the three identified strategic challenges.
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PROPOSED ENHANCED-VALUE CHAIN TABLE FOR RENU
VCA Name: Inbound Logistics
>
VC Elements: >

Key Actors:
>
Competitiveness
Drivers:
1. Users buy-in
& cooperative
spirit
2. Extended
Sharing
3.Technology &
Innovation

Operations

Outbound
Logistics

RREN
Services

National Fibre
Backbone

Equipment, Opex.
[VA: < $20/Mbps]

RENUNet
Backbone

UbuntuNet
Alliance

NITA-U
Other PIP

UCC, BoD, RENU
Staff

UA PoPs +
Intl Links +
E-Infra.

Local fibre +
Colocation

UA NRENs,
Afr. RRENs
Global KS

RENU
members,
Gov. MDAs

Marketing
Awareness:

Service

Communication
& Information
(ACI).

Members
Support.

RENU-Tech
Staff

Internal or
External HR

NMC Team

RENU NOC,
Content-Caches
Capacity building

RENU PoPs

Web +
Social media +
Email

NM Tools

UG R&E Inst.

R&E Inst.
UA traffic.

Work with
some partners to
extend info
dissemination.

Outsource
some to
able
members.

TD Access
BW Exchange
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Table-1: Proposed Value chain table for RENU

Strategic Challenge

Intervention(s)

Specific Actions

How?

Time frame

Performance
Indicators.

Absence of an optimum
Operating Model

Adopt the CommunityBased Cooperative
Enterprise (CBCE)
model.

Adopt a communitydriven approach to
providing NREN
services.
Establish a community
owned network,
belonging to R&E
institutions

1. Assess needs &
readiness level.
2. Involve members in
deciding services.
1. Representative BoD
2. Establish 4 fora for
communities of
practice: ICT DIRs,
Librarians,
Researchers &
Executives

Over 2 Years

1. Number of new
institutions covered
2. New services
proposed.
1 .No of institutions
represented on BoD.
2. No of community of
practice meetings per
year.

Balance between
meeting unique
community needs,
sustainability, enterprise
& innovation

1. Representation of
all stakeholders in
strategic planning.
2.Appropriately
recognize performance
& innovation
Sponsor VCs/DVCs,
US & CEOs of RIs to
UA & AC annual
events.

Every 4 years

1. No of people
attending. SPM
2.Outcome of staff
performance
evaluation.

2 institutions
per year for
next 5 years

1. Among BoD.
2. Concise periodic
reports to partners,
members & on
website
Involve/engage ICT
DIRs, Researchers,
Librarians, Lecturers
& CFOs

On going

Nurture human
networking &
collaboration

Local research
collaboration, joint
conferences,
partnering with
industry to address
local challenges.

Annual or
biannual.

1. No of
VCs/DVCs/CEOs/
CFOs
2. No of institutions
covered.
3. Level of NREN
appreciation among
R&E Executives.
1. BoD involvement
(support
&participation).
2. No of reports & No.
of recipients.
1. No. of communities
of practice.
2. Total annual
attendance in fora.
3. No. of emerging
needs identified
1. No. of q.
publications.
2. No of R&E
institutions involved.
3. No. of industry
participants.

1.More members
sharing, 2.Increase
services delivered,
3.Consider TDMA (e.g.
e-books & content cache
@ off-peak times)

1. Engage HEIs & RIs to
connect to RENUNet &
nurture new institutions.
2. Grow RENUNet
coverage.
3. Forge new groundbreaking infrastructure &
content partnerships
including private sector.
Say VoIP, live streaming
between campuses, localcontent repository

Over 2 years.

1. RENU membership
growth (No. of new
members).
2. Aggregate national,
regional & international
bandwidth. 3. Volume of
off-peak content cached
per month.

Over 2 years.

1. No. of new services
2. No. of local content
services hosted by RENU
& all members.

Precision planning &
coordination of spike
demand.

Over 2 years.

1. No of spike events VS
RENU Avg. monthly
traffic.
2. No of services VS
members’ BW usage

Count
1

2

Lack cooperative culture

Trigger paradigm shift
on value of collaboration
& Nurture ownership &
members’ buy-in.

Help top leaders of
member institutions to
appreciate the rationale
for NRENs

Nurture trust

Understand community’s
unique needs.

3

V. high cost of access to
infrastructure

Deepen Sharing

Add new services

Maximize usage
efficiency

On going

Review every
2 years.

Table-2: Proposed Strategic Challenges Action Framework.
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Abstract
Emerging African National Research and Education build and maintain advanced broadband
networks that interconnect universities and research institutes. In order to achieve their
mandates, emerging NRENs must attract and retain a critical mass of high-end ICT talent to
operate the broadband networks and develop innovative services to the higher education
community (Haruta et al 2011). In most cases, the NRENs must rapidly develop a critical
mass of networking staff to operate the networks and develop the services in a cost-effective
fashion. This paper describes the strategy adopted by the Kenyan research and education
network, KENET, to attract, develop and retain the necessary networking professionals that
operate the broadband network. The strategy aims to create a pipeline of high-end ICT
professionals from a large base of entry-level ICT staff that are recent graduates of electrical
engineering, computer science and information systems. This paper concludes that this
strategy could be adopted by other African NRENs and higher education institutions to
develop the required critical mass of high-end ICT talent.

Keywords: NRENs, ICT talent development, strategy
1. Introduction
The Association of African Universities (http://www.aau.org) developed guidelines for selfassessment of ICT readiness of African universities in the year 2001 [AAU 2001]. This was
also the period when the World Bank through InfoDev (http://www.infodev.org) was
promoting e-readiness studies in some African countries with one of the indicators being
integration of ICT in education (Kashorda et.al. 2007). Many African universities had
therefore realized the need to integrate ICT in teaching, learning, research and management
in the 2000s and many were achieving success with even very limited International Internet
bandwidth (Lindow 2011). In Eastern Africa, e-readiness surveys of 50 East African
universities conducted in the year 2008 concluded that the universities valued ICT and had
been investing campus ICT infrastructures and Internet connectivity (Kashorda &Waema
2009).
However, progress in the adoption of ICT in teaching and learning had been limited by
inadequate investments in campus networks and networked computers for students and
faculty, and the relatively high Internet costs. Table 1 shows that the ICT indicator of
bandwidth per 1,000 students was 430 kb/s and student PCs per 100 students was 5.3 for
universities in the five East African countries in November 2008 (Kashorda &Waema 2009).
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These ratios had increased to 5.3 Mb/s per 1,000 students for the 17 Kenyan universities
included in the study but the PC ratio had only increased from 5.3 to 5.9 by April 2013.

Table 1: Internet Bandwidth and networked PC ratios in Eastern Africa Universities

The high cost of Internet was partly due to the fact that many African countries were
connected to the global Internet via expensive satellite links. But analysis showed that high
cost of commercial leased lines used to build the national backbone and access networks also
increased the total cost of Internet access. In addition, the relatively high salaries of
specialized ICT staff required to operate Internet infrastructure also increases the unit cost of
Internet bandwidth.
The first undersea cable landed on the East African coast only in July 2009. By the year
2010, three undersea cables had landed on the East African coast (see
http://manypossibilities.net/african-undersea-cables/). This had the effect of reducing the
International Internet bandwidth costs and the available international capacity. Consequently,
the unit price of Internet bandwidth dropped from $3,000 per Mb/s per month in 2008 to
$160 per Mb/s per month in 2012. Universities could therefore afford to purchase higher
capacities of Internet bandwidth and the aggregated bandwidth demand increased from only
75 Mb/s in November 2008 to about 2,600 Mb/s by November 2013.
African universities in different African countries started forming associations or
organizations to address the issues of affordability and access to global Internet in the late
90s. The Tertiary Education of Network (TENET) in South Africa and Kenya Education
Network (KENET) were early examples of such associations or organizations that were
formed in the late 1990s. The primary objects of the organizations was to aggregate demand
for Internet for the higher education sector and therefore secure lower Internet bandwidth
prices. These organizations have evolved into fully-fledged National research and education
networks (NRENs) that operate broadband networks for the higher education community.
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There were 14 NRENs that were members of the UbuntuNet Alliance by June 2013, five of
them had operational networks. An NREN requires networking professionals to build and
operate the broadband networks.
This paper describes a strategy adapted by KENET for attracting, developing and retaining
the high-end ICT talent required to operate broadband IP network in a highly competitive
environment. This strategy could be adopted even by commercial operators with the effect of
reducing the total costs of Internet bandwidth in Kenya while also increasing the operational
efficiency of broadband IP networks.
The rest of this paper is organized in the following way. Section 2 describes the evolution of
KENET from an ICT in higher education organization to a fully-fledged broadband network
operator and organization, providing bandwidth and shared services to the connected higher
education institutions and research institutes. Section 3 summarizes the ICT talent
requirements based on the services provided by KENET. The context of engineering and ICT
education in Kenyan universities is summarized in Section 4, highlighting the hands-on
training needs for new graduates. Section 5 introduces the strategy developed by KENET to
attract, develop and retain ICT talent. The section also highlights ways in which the ICT staff
development strategy could be scaled up and replicated by other public and private
organizations that provide ICT-based services. Our conclusions are contained in Section 6.

2. Evolution of KENET as an Organization and Network
Kenya Education Network (KENET) was one of the first Academic networks in Sub-Saharan
Africa. It was formed as a membership organization by Kenyan universities and research
institutes in 1999 with following objectives:
1. Aggregating Internet bandwidth demand of the Kenyan higher education sector.
This made it possible to negotiate favorable pricing for Internet bandwidth with the
commercial incumbent Internet backbone operator (i.e., to increase affordability of
Internet).
2. Promoting the adoption of ICT in higher education sector. This in turn would
increase the demand for ICT services and make it possible for commercial operators
to reduce Internet prices. In Kenya, this advocacy role was achieved through ereadiness survey studies of higher education institutions using research grants from
the Rockefeller and Ford Foundations.
3. Attracting ICT infrastructure grants from the government, foundations and other
development agencies.
4. Promoting collaboration and innovation among of faculty and researchers in
Kenyan higher education and research institutions.
5. Providing access to electronic learning resources, research databases and digital
libraries available in the global Internet and academic networks.
6. Capacity development and training of specialized ICT staff for the higher
education sector
The United States Agency for International Development (USAID) had then given the Kenya
Government a grant of $300,000 that was to be used to purchase Internet bandwidth for
higher education institutions and research institutes under the Leland Initiative
(http://www.usaid.gov). This infrastructure grant was finally increased to $1.1 million in
2001 and was mainly used to upgrade the Internet backbone of the incumbent operator and
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build six last mile radio links to connect the institutions. The resulting network was owned by
the commercial operator. In return, KENET member institutions were connected to the
Internet at prices that were 50% the commercial prices. All the engineering expertise
required to operate the academic network was provided by the incumbent commercial
operator. KENET focused on a coordination role and training of ICT staff who operated the
higher education campus networks.
However, as early as the year 2000, KENET recognized that it could not provide affordable
high-speed connectivity as long it was just a broker for the higher education community
without operating a physical network. KENET was granted an operator license at in the year
2002 but did not have the resources to build and operate a private academic network.
In the year 2005, KENET received an infrastructure grant of $500,000 from the Partnership
for Higher Education in Africa (PHEA) to build and operate the first VSAT network that
could provide international connectivity. KENET had to develop its own network engineering
capacity to operate the network and transition from a coordinating secretariat to a fullyfledged licensed operator.
The biggest challenge is building the network engineering capacity and high-end ICT talent
was inability to pay competitive salaries. University interns and young graduate engineers
provided the technical services but were not prepared to operate a complex broadband
network.
In the year 2008, KENET developed the first sustainability plan as part of requirement for
disbursement of a $19 million grant by Government of Kenya under the Kenya Transparency
and Communications Infrastructure project. The plan required that connected member
institutions make contributions to pay for recurrent cost of the KENET network, including
paying the salaries of the network engineers and other technical staff.
KENET also developed a revised strategic plan for the period 2007-2011 that had a big
component of capacity development and sustainability. In the five years between the years
2008-2013, KENET helped the member institutions absorb an infrastructure grant of $22.5
million under KTCIP. This grant was used to build an national broadband network shown on
Figure 1 and to purchase 1200 Mb/s of international 15-year IRU circuits. The KENET
broadband had a distribution capacity of about 30 Gb/s and international capacity of 1950
Mb/s serving 134 member institutions’ campuses in different parts of Kenya. The network
included up to 1,000 KM of KENET-owned lit fiber and about 2.5 Gb/s of leased line
capacity.

92

Figure 1: KENET PoP Network

The unit price of bandwidth in that period had dropped from $3,000 per Mb/s of satellite
bandwidth in November 2008 to $160 per Mb/s in November 2013. This was the lowest
broadband price for contention-free bandwidth in Kenya. KENET had therefore achieved one
of its key objectives of providing affordable broadband Internet to member institutions.
In order to operate the broadband network, KENET had to develop the necessary network
engineering and ICT technical capacity. As of June 2013, KENET had 20 full-time ICT staff
members, the majority electrical engineering graduates. About five of the engineers who have
been with KENET for four years and above were considered high-end ICT talent, capable of
building and operating a large broadband network.
In order to understand the ICT talent requirements, the next section summarizes the main
services provided by KENET. Since this paper focuses only on degree-level high-end ICT
talent development, Section 4 provides a context for engineering and computing education in
Kenyan universities, highlighting the gaps that need to be closed through hands-on and
professional training.

3. KENET services and ICT talent requirements
An NREN is often defined as a specialized Internet Services Provider (ISP) that provides
mainly broadband network services to the higher education and research community (Dyer
2009).
KENET is more than a specialized ISP and provides the following services:
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1. Broadband Internet and network operations (NOC) services. This is similar to any ISP
2. Shared services such as Web hosting, disaster recovery , server co-location, virtual
servers and storage services, cybersecurity and research computing services
3. Engineering projects procurement and project management
4. Campus networks design, implementation, and operations services
5. Training services for entry-level and middle-level ICT staff
6. Educational technology and content development services
In the period 2008 – 2013, KENET has been technical capacity to provide the above the
services. Table 2 summarizes the services provided by KENET and the categories of ICT
professionals required and the basic university degrees required by each category.
Service

Service provider
institution

Engineering and ICT
skills required

Broadband Internet
service, and NOC
services

KENET (NREN)

Network engineering,
Network Administration
Programming and
applications development

Shared services

KENET / HE
institutions

Network engineering,
Systems administration
Network administration
Programming skills
Database administration

Campus Networks
Services

HE institutions /
KENET

Procurement Project
management
services

HE institutions /
KENET

Training services

HE institutions /
KENET

Network engineering
Network administration
Wireless Network Design
and Operations
Bandwidth management
Systems Administration
Electrical and Power
Engineering
Technical communication
skills
Consulting skills
Preparation of Technical
Bidding (tender
documents)
Negotiation skills
Training skills; technical
skills in systems and
network administration,
cybersecurity skills

Relevant
undergraduate
degree
Electrical Engineering
(EE), Computer
Science (CS) and
Information Systems
(IS)
EE, CS, IS

EE, CS, IS

EE + MBA or MIS
CS + MBA or MIS
IS + MBA or MIS

EE, CS, IS

Key: CS – Computer Science; EE- Electrical Engineering or equivalent; IS – Information Systems or equivalent; MBA – Master of Business
Administration; MIS – Master of Information Systems or equivalent

Table 2: Services and ICT skills required

We note that some of the services could also be provided by the higher education institutions
or by commercial ISPs. However, one of the competitive advantages of KENET when
compared to the commercial ISPs is the close working relationship and trust between KENET
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ICT staff and the ICT staff of higher education institutions. This has only been possible
because of the critical mass of high-end ICT talent available to solve the problems of the
higher education institutions. This is consistent with recent research findings on the future of
NRENs in Europe [TERENA 2012]
Since KENET ICT talent development strategy depends on availability of quality engineering
and ICT graduates, the next section provides a context for engineering and computing
education in Kenya. We note that in Kenya as in most other African countries there is a
general criticism that university engineering and computing education does not meet the
needs of the ICT industry. The KENET ICT talent development strategy therefore aims to
close any gaps in university education.

4. Context of Electrical Engineering and Computing Education in Kenya
4.1 Electrical and computer engineering education
The University of Nairobi has oldest Engineering degree programs having started in 1971.
However, engineering education in East Africa had started in 1956 originally as part of the
Royal College of Engineering and later as part of the University of East Africa. As of
September 2012, six public universities in Kenya were offering electrical engineering degree
programs (Kashorda 2012)
Engineering education in Kenya is regulated by the Engineers Act 2011 that came into effect
on September 14, 2012. The Engineers Act 2011 enhanced the powers of the Engineers
Registration Board to include approval and accreditation of engineering degree programs in
public and private universities or other tertiary institutions like university colleges (see
http://www.kenyalaw.org). This new law is supposed to enhance the quality of engineering
education in Kenya using an accreditation process. The Universities Act 2012 also makes it
mandatory for universities to obtain institutional accreditation from the Commission for
University Education (see http://tahest.kenet.or.ke ). Thus, it is expected that quality of
engineering education will continue to improve in the future.
However, the annual enrolment in engineering degree programs has increased dramatically
over the years without any significant increase in laboratory or classroom facilities. For
example, University of Nairobi, Jomo Kenyatta University of Agriculture and Technology
and Moi University admitted 2,300, government sponsored students. Although electrical
engineering degree programs admit some of the top high school students in Kenya, the lack
of facilities and high student to faculty ratios had a negative impact on quality of graduates in
the 2000s according to a study by IBM Corporate Social Corps consultants in 2011 (Haruta
et.al. 2011). The main weakness was identified as the lack of hands-on experience obtained
through laboratory exercises and student projects. Moreover, the curriculum at the leading
universities had not been regularly reviewed to introduce, for example, courses in IP network
engineering and general education subjects like communications. The lack of structured
internship and graduate training programs by local industry had also reduced the pool of welltrained engineering graduates. It is these weaknesses that the KENET capacity development
program aims to address.
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4.2 Computer Science and Information Systems Education
All of the 21 public universities and 14 chartered private universities offer computer science,
information systems or IT degree programs. The information systems degree programs have
technical and business components and prepare graduates who develop, deploy and
administer organizational information systems and networks. These graduates are in high
demand because of the increasing deployment of information systems in many large and
medium-sized enterprises in East Africa.
However, the ICT industry continued to complain that the graduates were not well prepared
for most of the large ICT projects. For example, banks had to import the high-end ICT talent
from India or Europe for project implementation at very high cost (Haruta et.al. 2011).
Note that unlike engineering degree programs, computer science and information systems
degree programs in Kenya are not regulated by specialized regulatory body. Only the
Commission for University regulates the degree programs indirectly through the accreditation
process. That means that the learning outcomes are varied and it is the employers who have
to determine the quality of the degree. However, the top 10% of the graduates of the local
universities had excellent aptitude and aptitude and could be converted to high-end ICT talent
in a period of three or four years.
4.3 Strengthening engineering and computing education in Kenya
The long-term solution to improving the quality of ICT graduates, including electrical
engineering graduates, includes the following:
1. Regular curriculum review (e.g., every three years for ICT degree programs)
2. Increasing investments in laboratory facilities for electrical engineering and ICT
degree programs
3. Investing in capacity development for ICT faculty, including industry attachments,
research funding, and doctoral scholarships
4. Strengthening university-industry linkages.
All of the above recommendations have been summarized in the Government of kenya
Sessional Paper 14 on education policy (Government of Kenya 2012). However, ICT industry
in Kenya (and in the rest of Sub-Saharan) must adopt short-term and medium-term innovative
programs for developing high-end ICT talent required to operate complex networks and
information systems. This is especially critical in the higher education sector that does not
have the resources and revenues of commercial companies like banks and mobile operators to
attract talent using high salaries.
Section 5 describes an ICT talent development program that KENET has been implementing
in the past five years and the results achieved. This program can be scaled up to increase the
pool of ICT talent. It is also a cost-effective talent development program that can be adopted
by other ICT companies and organizations.
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5. ICT Talent Development Strategy
5.1 ICT talent development pipeline
In the year 2007, KENET had only two degree-level technical staff members that were
operating the VSAT network serving about eight campuses and distributing about 12 Mb/s of
satellite bandwidth. As of June 2013, KENET had 20 technical staff members with only five
of them having been with KENET for five years and above.
In the year 2011, KENET formally adopted ICT talent development pipeline as shown in
Figure 2

Senior Level
ICT Staff

Middle Level
ICT Staff

Junior
Technical Staff

High-end ICT staff –
design,
advanced
configuration,
technical
leadership,
project
management
2-3 years at this level Operate networks and NOC

2-3 years at this level Operate networks and NOC

Exit to industry or Higher
Education Institutes.

Graduate
Trainees

Entry-level
Helpdesk,
training.

duties –
Hands-on

Figure 2: KENET ICT Talent development pipeline

In the period 2008-2011, KENET recruited ICT staff at the junior, middle-level and even
senior level. This was often necessary in order to attract experienced engineering especially
for network development and operations. However, in the year 2012, KENET introduced the
graduate trainee program that provides for one-year training for graduates before they were
recruited into full-time positions in KENET.
The ICT talent development pipeline does not capture the fact that KENET has an active
Internship program for undergraduate university students, mainly in their third to fifth year of
degree study. The internship program had been used to attract the top 10% graduates from
Kenyan engineering and computing degree programs.
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5.2 ICT staff training and promotion
The strategy aims to create a pipeline of ICT professionals from a large base of entry-level
and junior level ICT staff that are recent graduates of electrical engineering, computer science
and information systems. Only a fraction of the entry-level trainees are absorbed as middlelevel ICT staff, with the rest expected to join the local ICT industry after one-year of
intensive hands-on training in networking and systems administration.
The entry-level graduate trainees receive hands-on training in network administration and
systems administration. In many cases, this would be their first hands-on experience working
with servers and network equipment. In addition, they are trained to provide NOC helpdesk
services under supervision. They also visit member institution campuses and learn about
campus network design and operations. At the end of nine months, the trainees are evaluated
by senior ICT staff in different areas including attitude and skills acquired. The successful
trainees join KENET as junior ICT staff as full-time employees while the rest exit to the local
ICT sector.
The junior technical staff members are required to specialize in one of three main areas:
1. Systems administration
2. Network administration
3. Network engineering
They continue to work under supervision of the middle-level and senior technical staff and
are assigned increasingly complex projects. They attend boot-camp training offered by
KENET, AfNOG, NSRC, UbuntuNet Alliance and network equipment vendors (e.g., EMC
for storage, CISCO for networking). After about two years at junior level, they are then
eligible for promotion to middle-level positions. Promotion is based on at least two annual
reviews of performance by supervisors.
The middle-level staff members continue to participate in advanced hands-on training under
the mentorship of senior ICT staff. It is middle-level and senior level ICT staff members who
participate in twinning programs with developed country NRENs or attend advanced level
training in different areas of network operations. In the period 2009-2013, four engineers had
visited DFN in Germany and two DFN engineers had visited KENET in Kenya. This had
enhanced the technical capacity of KENET to provide advanced services, including
specialized procurement of network equipment.
Middle-level staff members are eligible for promotion to senior ICT staff levels after two or
three years based on availability of senior positions. The KENET strategy prefers internal
promotions to senior technical levels except in cases where some critical skills and capacity
were lacking at the middle-level.
The senior ICT staff members provide technical and business leadership necessary for
effective operation and growth of KENET. It is this team that develops new services and
policies for NOC operations and member institutions. They also serve as the overall project
managers in large network projects and are responsible for network planning and design and
procurement. Training at this level is through practical projects execution, attending
international conferences and participating in twinning programs.

98

We note that in the initial stages of development of KENET has recruited mainly graduates
with electrical engineering degrees. This is because of heavy emphasis on infrastructure
development, including electrical works. In the future, there shall be increased demand for
information systems and computer science graduates that will be systems administrators and
applications developers. In the next sub-section, we describe some of the retention strategies
adopted by KENET.
5.3 ICT staff retention strategies
The shortage of high-end ICT talent in Kenya (and other sub-Saharan countries) means that
retention of ICT staff requires innovative solutions. The private ICT sector in Kenyan in
general responds by increasing the salaries of ICT staff. This is not sustainable for KENET or
the higher education institutions.
In Kenya, the consulting firm PWC publishes salary surveys for ICT staff every two years in
different economic sectors. KENET has determined that it falls in the Small and MediumSized Enterprises (SME) based on revenues. Unfortunately, KENET competes with the large
mobile operators and Internet Service providers in terms of Internet traffic and size of the IP
network and the shared services provided to the higher education institutions. This is a
challenge for all NRENs globally. For example, Internet2 in the US has introduced NET+
services in partnership with the large commercial ICT companies to avoid the competition
(see http://www.internet.edu). However, this is not an option in a developing country like
Kenya where the ICT sector is not yet fully developed and lack the necessary high-end ICT
talent to deploy and support the advanced services.
The KENET ICT talent retention strategy can be explained using the employee value
equation (Heskett et.al. 2003). The value equation is expressed as follows:

Interesting
Work

Opportunities
for growth

Recognition

Fairness of
supervision
Working
with winners

⁄

Appropriate Salary

Job
Continuity

The equation shows that there are many variables that could be manipulated to increase the
value of KENET to its employees. Staff retention increases with increasing perception of
employee value. Notice that an appropriate salary is just one of the variables. The other
variables include interesting work, opportunities for growth and the quality of the workplace.
Although KENET pays competitive for the SME sector, it focuses on the variables capability
to deliver results and improving the quality of the workplace in the value equation. Each
technical staff members is given challenging projects and work assignments, is continuously
being trained and has opportunities for promotion and growth. The quality of the workplace
has improved through hiring very talented young engineers with positive work attitudes (i.e.,
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working with winners). The fact that KENET had many network expansion projects in the
period 2008-2013 and was governed by credible Trustees means that it was perceived as a
stable and sustainable organization by both KENET staff and member organizations.
KENET has therefore deliberately chosen to emphasize the non-salary variables of the
employee value equation while still paying competitive salaries according to the PWC salary
survey studies.

6. Conclusions
The first African NREN-like associations or organizations were formed in the late 1990s
mainly to aggregate the demand for Internet bandwidth of higher education institutions. Some
of these organizations transitioned to fully-fledged NRENs in the 2000s operating broadband
networks and providing affordable broadband services. Such operational NRENs, that
include KENET, operate in direct competition with commercial ISPs and operators not only
for the business of providing Internet services but also for high-end ICT talent.
This paper has described the ICT staff development strategy adopted by one African NREN,
KENET. KENET evolved into a fully-fledged operator offering bandwidth and shared
services and with a technical ICT staff complement of 20. The technical staff members
operate a complex national broadband network as also providing specialized ICT consulting
and diagnostic services to over 130 connected campuses.
The ICT capacity development strategy creates a pipeline of technical staff consisting of
graduate trainees, junior technical staff, middle-level technical staff and the senior technical
staff considered the ICT high-end talent. The junior and middle-level technical staff operate
KENET broadband network and shared services. The senior technical staff members provide
technical and business leadership as well as projects management.
The retention growth of both the middle-level and senior-level categories of employees is
critical for sustainability of KENET. The retention strategy for ICT staff focuses on nonsalary variables of the value employee value equation described in Section 5. The employee
value equation shows that the quality of the workplace and opportunities for growth are
important for staff retention. However, KENET has also confronted the challenge of staff
retention by paying competitive industry salaries comparable to those of SMEs in the ICT
sector.
The author believes that this ICT staff development strategy can be replicated in the large
higher education institutions, private organizations, and the government. This would in turn
build a large pool of ICT talent required for execution of large ICT and network projects in
Kenya and in the region. The author believes that a variation of this strategy could also work
in other sub-Saharan countries.
The paper concludes that if this strategy were adopted by the ICT industry in African
countries, it would be possible to develop the required high-end ICT talent, thus making it
possible for NRENs to compete with commercial mobile and Internet service providers.
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Abstract
Technology continues to present opportunities of being used in different settings to meet
information needs. Healthcare has been an emerging area in which this need has manifested
itself with several initiatives being carried out in resource constrained settings.
This paper describes the design, development and implementation of an electronic medical
record system in a busy ante-natal and maternity clinic in Sub-Saharan Africa in Malawi. The
development of the EMR follows agile paradigm with the Heeks reality gap model to
improve the features in the system.
The system has now been deployed at the Bwaila maternity wing and has recorded over 6,400
deliveries since April 2013. The system has embedded ante-natal and maternal protocols and
presents an opportunity to improve care outcomes.
Key words: Maternal health, treatment protocols, Electronic Medical Record Systems, Point
of Care.

1. Introduction
With a population of 13 million (Malawi Demographic and Health Survey, 2010), Malawi's
health indicators still remain discouraging. Maternal mortality rate is at 675 per 100,000
cases, whereas infant mortality rate remains at 66 per 1000 live births (Malawi DHS Survey,
2010) with a ratio of 2 doctors for every 100,000 patients.
High maternal and infant mortality rates have been exacerbated by HIV/AIDS, poor health
care access and services among other. Furthermore, limited use of treatment protocols by
health care workers (Rowe et al., 2005) against high number of patients that need care,
inadequate patient information for health care workers to make informed decisions about
patient's health status still remain a huge challenge.
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With an objective to improve maternal and child health care outcomes and enhance
continuum of care from antenatal care, maternity to under 5 clinic, Baobab Health Trust
(BHT), a local Malawian NGO, in collaboration with Ministry of Health and its partners,
have been using Information and Communication Technology(ICT) point of care Electronic
Medical Records System (EMRS) as a solutions to assist in enforcement and adherence of
treatment protocol in the Antenatal clinic (ANC) and Maternity clinics. The use of EMRS
was adopted from the lessons learnt in use of EMRS in Malawi's ART programme.

2. Method
The agile software development paradigm was used to provide an Antenatal and Maternity
EMRS aimed at addressing adherence challenges at Bwaila Maternity wing( a pilot site) in
Lilongwe District between 2010 to 2013. This approach encourages involvement of users
throughout the development process. In order to gather requirements, desk research, key
informant interviews and focus group discussions were carried out.
2.1 Gathering Key System Requirements
As stated above, key informant interviews were used in order to define the high level
requirements of the EMR. Information gathered from these key informants was then
synthesized with data collection tools that were available at Bwaila maternity wing. This
process resulted in developing a maternity registration module for the Bwaila maternity wing.
This EMR was launched at Bwaila maternity wing with the goal of modifying it based on
user feedback.

2.2 Refining the Maternity EMR
Experience with the launched maternity EMR revealed that the system was not being used as
expected. This called for a need of evaluating the EMR as implemented at the facility in order
to understand further the requirements as defined by the EMR. A gap analysis framework as
proposed by Heeks (2008) ( Illustration 1) was thus used. This framework is recommended
for situations where an EMR does not meet expected goals and deliverables.

Illustration 1: Heeks gap analysis model

104

The depicted elements above were thus assessed based on the initial design of the EMR in
order to improve the usability of the EMR.
Key finding of the gap analysis was the need for approaching the maternity EMR from an
earlier point before a pregnant woman reaches the maternity wing; which is the antenatal
clinic (ANC). It was also observed that the health facility had many first time users of the
EMR and hence needed to have an easy work flow embedded in the system and seen in
illustration 2.

Illustration 2: Patient Dashboard

2.3 Technology gap considerations
Implementing technology in resource limited settings usually meets the challenges of power
and technology literacy. These were problems that were encountered also with the
implementation of the Maternity EMR. Low power equipment was thus used in order to have
a power back up system that could be used for up to 24 hours for an installation with up to 10
workstations (Douglas et al.,2010) when there is a power failure from the national power
grid. The power back consists of 4 deep cycle batteries producing 48 volts for powering
clinical workstations as seen in illustration 3 below.
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Illustration 3: Power backup cabinet

3. Resulting EMR after redesign
The gap analysis provided a basis of redesign of the EMR to encompass workflow related
issues. Specifically the EMR included automated workflow in order to make use of the
system easier for users that mostly are first time users of technology.
The gap analysis also revealed areas where information needed to be streamlined with
processes on the ground which were missed in the initial design of the EMR.
3.1 Key features of the EMR
The approach used to develop the EMRS and the design reality gap analysis provided the
following opportunities for users in the clinics to adhere to treatment protocol:
 Unique identification of a client from ANC to Maternity care.
 A schedule of visits to patients in order to achieve focused Antenatal care
 Nutrition support through calculating BMI
 Strengthening health systems through integrated service delivery of HIV positive
patients within the ANC ( Option B+).
 Access to ANC generated patient history in the maternity clinic .
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 Enforcing the collection of patient information through alerts that have an impact on
the patient and baby outcome before proceeding with other tasks.
 Reporting features for health facility use and national reporting as seen in illustration
number 4.

Illustration 4: Extract of birth cohort report in the EMR

3.2 Streamlining Work-flow
In order to make the system as effective as possible, a key aspect has been streamlining the
features of the system to different roles and privileges of health care providers at the facility.
The roles and privileges have thus been mapped according to the setups of the different
clinics, that is the maternity and ante-natal clinics. Streamlining the workflow according to
roles and privileges ensures that required information is available at the required time and
hence frees up scarce skills for essential tasks only. The illustration below depicts how the
workflow is streamlined in the ANC clinic.
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Illustration 5: Ante-natal Clinic Workflow

4. Conclusion
The work done at Bwaila maternity wing around the EMRS demonstrates that it is feasible to
implement an EMRS in a busy resource- constrained setting. The deployed EMRS provides
an opportunity to improve adherence to care through the reminders and alerts that are in the
system. The system also provide an opportunity for continuity of patient care once patients
are managed through it. However more assessment needs to be done to examine the impact of
the system on patient care outcomes.
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Abstract
Educational Institutions have always been known to be the heart of complex computing
systems in any region they exist especially in Africa. The existence of high end computing
power often connected to the Internet and to research network grids make educational
institutions soft targets for attackers. Attackers of such networks are normally either looking
to exploit the large computing resources available for use in secondary attacks or to steal
Intellectual Property (IP) from the research networks that institutions are normally part of.
Educational Institutions also store a lot of information about their current students and staff
population as well as alumni ranging from personal to financial information. Unauthorized
access to such information violates statutory requirement of the law and could grossly tarnish
the institutions reputation not to mention cost the institution a lot of money during postincident activities.
As collaborative research efforts start to take shape on the African continent, more and more
institutions will start to put their information security guard down in order to allow seamless
network access between collaborative research entities. In such environments is important for
institutions to have good security practices as an attack on one institution could easily be
propagated all over the research network by abusing the trust that exists between these
computer networks.
This paper presents findings of a three phase study that was carried out among institutions in
the Research and Education Network of Uganda (RENU) in 2011 to investigate the
information security practices that these institutions had in place to counter information
security attacks. Phase One of the study involved the use of a customised quantitative
questionnaire tool. The tool originally developed by information security Governance taskforce of EDUCAUSE was customised for use in Uganda. Phase Two involved the use of a
qualitative interview guide in sessions between the investigator and respondents and in phase
three, the data obtained was taken through analysis.
The study investigates the performance of these institutions against five core areas; Institution
Profiling, Infrastructure, Policy, Human Resource and Awareness, Policy and Self
Assessment.

Keywords: RENU, Security, Educause, NREN, UbuntuNet
1. Introduction
The use of computer systems has greatly evolved over the years since the first computer was
invented. Their use in both homes and industry has varied from simple computational use to
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complex nuclear systems and weaponry control. The cost and portability of computer
hardware has greatly reduced such that at the moment almost every household and business
in the developed world can afford to own a Personal Computer (PC). The data that is stored
on computers has also enormously increased and this is attributed to the evolving and
reduction in costs of storage medium. It is increasingly cheaper to store and retrieve digital
information on computers than on the traditional paper file system.
The number of new nodes that connect to the Internet has been seen to increase over the
years. The latest technology entrant cloud computing and devices built to access cloud
services has only made the traditional paper file system even more redundant.
Educational Institutions have always been known to be the heart of complex computing
systems in any region they exist especially in Africa. The existence of high end computing
power often connected to the Internet and to research network grids make educational
institutions soft targets for attackers. Attackers of such networks are normally either looking
to exploit the large computing resources available for use in secondary attacks or to steal
Intellectual Property (IP) from the research networks.
Universities also store a lot of information about their current students and staff population as
well as the alumni. Unauthorized access to such information violates statutory requirement of
the law and cost the institution a lot of money in remediation and law suits as well as ongoing
reputation damage.
Over the last two years, many of the countries in Africa accessed high-speed broadband
Internet connectivity by undersea cable. This exposed many insecure systems to the hostile
Internet environment and as a result a number of websites have come under attack by
different hacking groups all over the world. Some sites that have come under attack include
government websites, business and university websites. In all attacks it still remains not clear
the intention of the attacker and or what information has been lost or exposed to unprivileged
individuals as a result.
Carefully designed and implemented information security practices can be used to prevent,
identify and mitigate some, if not all of the information security attacks that are targeted
towards educational institutions.
The rest of the paper presents results collected during a two phase study carried out among
members of the Research and Education Network of Uganda - RENU

2. Methodology
The researcher approached all nine members of the RENU however only six members were
willing to participate in this study.
The study was carried out in two phases using a mixed method research; the first phase
involved the use of a questionnaire while the second phase involved the use of interview
question guide used in sessions between respondents and the investigator. At this stage a
recorder was used to record the responses of the respondent.
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2.1 Phase One
In this phase of the study questionnaires were sent out to the key individuals that had been
identified by the Head of Department of ICT in the participating institutions.
The targeted key respondent was the ICT director or any member of the ICT team as
nominated by the Head of Department. The questionnaire was sub-divided to include the
following sections; Institutional profiling, Infrastructure, Human Resource and Awareness,
Policy, and Self-assessment. Each section was structured to answer a specific research
question that would help the researcher understand the Information Security practices that the
institution has already put in place. The following are the research questions;
 What is the institutions reliance on ICT systems and services?
 What IT Security infrastructure has been deployed at the institution?
 What is the staff composition of the ICT department?
 What policies has the institution implemented to guide students and staff on the
proper use of ICT resources?
 How does the respondent assess the institutions’ readiness to fight Information
Security challenges?
2.2 Phase Two
In this phase of the study, an interview guide was used. The intention of the guide was to
obtain more qualitative information on some of the questions that where posed on the
questionnaire. The guide was sent to the respondent in advance of the interview sessions so
that the respondent could get a good grasp of the questions that were to be asked. All the
interviews took place at the participating institutions premises.

3. Results
3.1 Institutional Profiling
From the results obtained most of the institutions had more than 400 staff on board and 1000
or more students. Also more than half the institutions spent UGX100 million (approx.
$40,000) or more in ICT budget items most of the institutions indicated that they spent
anywhere between 10% and 20% of their ICT budgets on information security related
activities. All institutions indicated that they had 3 or more information systems used with in
the university and that an Internet outage would greatly affect the course of business in the
institution.
All institutions indicated that they offer their staff and students unencrypted means to access
information systems hosted on-site. When institutions were asked the number of devices on
their networks, none of the institutions considered staff and students’ personal devices as
access devices on their networks.
3.2 3.2 Infrastructure: Software and Hardware
All institutions indicated that they had systems and services that they hosted and where
accessible to their users while on and off campus. Much as institutions indicated the presence
of servers in their infrastructure, only a few indicated that they constantly monitored and
audited their access. 2/3 institutions indicated that they implemented security layers to protect
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their systems although only 1/6 indicated that they regularly check their systems against
known Vulnerabilities.
1/3 indicated that they have fully implemented logging for security-related activities such as
hardware configuration changes, software configuration changes, access attempts and
privilege assignments, 2/3 have partially implemented or not implemented this at all.
2/3 indicated that they have not implemented a means of preventing and detection rogue
access to their wireless networks while 1/6 indicated that they are close to completion or fully
implemented this strategy.
1/2 indicated that they have fully implemented a mechanisms to manage digital identities
through out their life cycle from creation to deletion while 1/3 have partially implemented
and 1/6 have not implemented this at all.
5/6 indicated that their systems use automatic password changes while 1/6 indicated that this
not implemented at all. Also 1/3 indicated that they have fully implemented system session
time out and user management practices while 1/6 have not implemented this at all.
1/3 indicated that they have not implemented the use of a single database for authentication
across all systems while 1/6 have fully implemented this.
3.3 Human Resource and Awareness
Human resource and awareness was assessed using the staff composition for the ICT
department and the ICT security awareness programs that an institutions has in place.
2/3 indicated that they have an organised department whose role is to oversee the use of
information technology resources on campus while 1/3 have partially implemented this or are
close to completion.
2/3 institutions had ICT Security function and staff dedicated to that function although none
of the staff had industry standard IT security certificates.
3.4 Policy
Policy was assessed using the existing policies that have been implemented by the ICT
department and the measures taken to enforce policies and compliance.
It was found that while most institutions had authored their information security policies,
only one had made the effort to make it available to their users. For a Policy to be effective it
should be published and also made available to staff.
2/3 indicated that their policies do not classify the data that is stored on their servers and
computers while 1/3 indicated that they are close to completion or have fully implemented
this.
1/2 indicated that their policies do not specify what kind of information about the institution
can be taken home while the other half indicated that they are close to completion or have
fully implemented this. On taking institutional devices home, 2/3 indicated that they do not
have policies that specify who is allowed to take institutional devices off the institutions
premises while 1/3 indicated that they have this fully implemented.
2/3 indicated that they have not implemented or have partially implemented the strategy to
specify how inter-department and office communication should be done while 1/3 indicated
that they have fully implemented this.
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3.5 Self-Assessment
Self-Assessment was assessed using common keywords in information security to represent
most common attacks and technologies. The respondents were asked to indicate their level of
understanding of each of the terms. The respondents were also asked to rate the information
security readiness of their institutions.
The respondents were asked what their knowledge was of the following terms. These
included Firewall, Virtual Private Network, Botnet, Intrusion Detection system, Spyware,
Patching, Rootkit, VLAN, 0-day, Anti Virus, Virus, Malware, DoS/DDoS, SQL Injection,
Cross Site Scripting, Access lists and Phishing.
All the respondents indicated that they fully understood the terms firewalls, spy- ware,
VLAN, Anti Virus, Virus, and. It was however, concerning that none of the respondents
knew about cross site scripting, Virtual Private Network, Intrusion Detection system,
Patching, Rootkit, Malware, DoS/DDoS, Access lists, Phishing and very few knew about
SQL injection, 0-day.

4. Conclusion
Although the initial study was to be conducted on all nine members of the Research and
Education Network of Uganda, only six member institutions responded positively to take part
in the study. This being more than half of the existing members, the researcher felt that the
results obtained provide an overall picture of what is happening in the NREN and could be
used to draw conclusions and offer recommendations to the NREN.
The following section offers the conclusions that have been drawn from the data collected.
The conclusions are presented based on the research questions that were used during data
collection.
Research Question 1: “What is the institutions reliance on ICT systems and services?”
The study found that the participating institutions were heavily reliant on ICT systems and
services. This was exhibited by the fact that all institutions had already implemented more
than three information systems of those that were asked during the study including, financial
management systems, email systems and website management system. Other indicators of
heavy reliance on ICT systems included; the numbers of computing facilities available to
staff and student use; availability of remote access systems such as wireless systems; the
perceived severity of system failure and loss of Internet connectivity to the institution to
which more than half of the institutions indicated that it would be critical to the proper
functioning of the institution.
Another indicator, percentage of ICT budget spent on security although had been included on
the questionnaire was not considered because there was a difference in how institutions draw
funds to spend on ICT security needs. Some of the institutions spend on security related
infrastructure from the central budget of the university while other institutions spend from the
ICT department budget. In such cases it is difficult to clearly articulate the exact institutions
spending on security. Ignoring which budget is drawn from for security related expenditure;
one key factor to note is that all institutions spend on information security infrastructure with
the exception of one institution that deliberately did not spend on security solutions due to the
fact that they use Open Source operating systems which in their view are immune to viruses.
Nonetheless, the heavy reliance on Information Systems in the universities that participated
in the study is a strong indicator that these institutions should have a vested interest in making
sure their systems are protected from Information Security incidences.
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Research Question 2: “What IT Security infrastructure has been deployed at the institution?”
Based on findings of this study, institutions have already acquired and implemented some of
the cutting edge equipment and systems such as high-end border routers and latest operating
systems such as Linux and Microsoft Windows 7 and Windows Server 2008. Also some of
the institutions had already implemented more than one security layer such as gateway
firewalls, application firewalls and anti-virus software on client machines.
All institutions were found to have already implemented a backup strategy although none had
tested their strategy to make sure it is effective.
As much as newer security technologies were found to be implemented at all institutions, the
absence of guiding information security policies at the institutions meant that all these
technologies were being implemented subconsciously and in so doing partially improving the
overall information security posture. Because of the fast evolving global Information Security
community, many makers of hardware and systems have hardened them for hostile
deployments such that by default some systems with no intervention of on-site security
administrators are secure. A good example of such systems is Windows 7 and Linux
operating systems that have been designed by their respective vendors to be secure by
default. This hardened by default approach has unfortunately resulted in the fact that none of
the institutions monitored these systems for abuse. Lack of activity and log monitoring in
many instances results in missing of early warning signs.
Research Question 3: “What is the staff composition of the ICT department?”
According to the data collected, all institutions have an established ICT department that
oversees the distribution of ICT services in the institutions. More than half the institutions
have ICT staff whose role is security of institutions information assets. It was found that all
security roles in the organization are merged with other roles and also none of the staff is
equipped with industry standard Security qualifications such as Certified Information
Systems Security Professional (CISSP), Certified Ethical Hacker (CEH), Certified
Information Systems Auditor (CISA). It was also found that none of the institutions carry out
background checks before they hire ICT staff.
In (Robert, 2003) the author mentions that universities are normally constrained to employ
full time staff to run the security function of the ICT department. This was evident with the
fact that no institution had a fully time Information Security employee on the ICT team. Not
having a full time ICT employee hinders the security function since the employee who is
assigned Information Security duties will have to juggle them with his other duties. With this
revelation, it was not surprise that no institution had an ongoing information security
program. According to (Lowendahl, 2006) the most-important step that an institution can take
to strengthen its security efforts is the appointment of a Chief Information Security Officer
(CISO). The document further stresses that the institution should not stop at designating a
CISO but should also give them the necessary mandate to drive the information security
program.
Research Question 4: “What policies has the institution implemented to guide students and
staff on the proper use of ICT resources?”
Based on findings from the study, all institutions have a written ICT policy. The challenge
was with the low number of institutions that had published their policies. It was also found
that institutions do not carry out policy sensitization and awareness campaigns for their staff
and students. The composition of the policies was found to be lacking with none of the
institutions classifying how information should be handled within the institution. Also none
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of the institutions include security related clauses in their contracts with third-party service
provides.
A number of studies (Johnson, 2009) stresses that policy should be the starting point of any
information security program in any organization. In this case the absence of published
information security policies not only means absence of Information Security programs at
these institutions but also invalidate all attempts by institutions to implement Information
security practices. Nonetheless, even in the absence of a guiding policy, this study considered
the various efforts made by the institutions to implement standalone Information Security
practices as valid and commendable.
Research Question 5: “How does the respondent assess the institutions’ readiness to fight
Information Security challenges?”
Respondents assessed that their institutions were ready to fight information security
challenges. Most of the respondents felt that their institutions were 80 percent ready to fight
information security challenges. Also from the results, the respondents had primary
knowledge of information security and this could be seen from the security terms that they
were able to identify. Respondents were able to identify and exhibit better understanding of
terms such as anti-virus, firewall, spyware, virus etc. but were not able to identify more
advanced terms like cross-site scripting and SQL injection. Despite the fact that respondents
felt that their institutions where ready to fight information security challenges, other key
indicators especially lack of policy suggested otherwise as the security program of any
organization can only be guided by its policy.

5. Summary
The study on Information Security practices put in place by RENU member institutions to
protect institution systems and data from security incidences discovered that institutions have
not implemented appropriate practices and procedures to protect these systems and data. This
conclusion is supported by the fact that none of the institutions’ could defend any of its
security practices with Policy.
Policy is supposed to be the guiding tool that is used during the implementation of these
procedures and practices. For example, all institutions were found to have cutting edge
equipment and software systems implemented at their institutions. However, even with such
advantages, these systems were not configured appropriately and or monitored for
Information Security incidences hence not performing optimally.

6. Future Research
The area of information security is still in its infancy in Uganda even within industry let alone
educational institutions. However with the increase use of computing systems for both
storage, access to information and research collaboration, it becomes a necessity for
administrators of institutions to take information security seriously and implement
Information Security controls to protect their systems and data.
Research on Information Security areas within National Research and Education Networks
especially on the African continent are still not available. Future studies in this area could be
beneficial for comparison purposes with results from other NRENs especially within
UbuntuNet alliance, which brings together NRENs in East and Southern Africa.
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In this study, the survey instrument that was used was customized from another tool that was
originally developed by EDUCAUSE for the assessment of universities in the United States
of America. Future studies could evaluate the possibility of designing a tool that could be
used to evaluate security practices of NRENs on the African continent.
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Abstract
This study sought to investigate the faculty’s awareness, attitudes and use of open scholarly
communication in Tanzanian health sciences universities. Based on a questionnaire survey,
415 faculty members were selected through a stratified random sampling from a population
of 679 in all eight health sciences universities in Tanzania. The response rate was 71.1%.
The study found a high level of engagement with scholarly publishing, where senior members
were more likely to participate in scholarly communication as journal authors, referee and
editors. The majority of respondents were aware about open access (OA) issues; however, a
small proportion of faculty’s research materials was made available in OA. Senior faculty
with more proficient technical skills are more likely to use OA than junior faculty. Major
barriers to OA usage were related to ICT infrastructure, awareness, skills, journal author pay
model, and copyright and plagiarism concerns. This study recommends the following:
universities to improve information and communication technology infrastructure, and
develop institutional repositories and policies, and librarians to create awareness about OA,
conduct information literacy programmes, and provide information services on copyright
management issues and other related OA aspects. This is first comprehensive and detailed
study focusing on the health sciences faculty use behaviour of OA initiatives in Tanzania, and
reveals findings that are useful for planning and implementing OA initiatives in other
institutions with similar conditions.
Keywords: OA, scholarly communication, health sciences, faculty, Tanzania, Africa

1. Introduction
Health scientists in developing countries have a critical role to play in disseminating their
research outputs to optimize access and use of such scholarly information and reduce global
disparities in health. The scholarly communication is ensured only when scholars make their
work visible to the rest of the scholarly community and are able to access scholarly work
from their peers. The open access (OA) movement has changed how researchers conduct and
share research, primarily by increasing the reach of scholarly communication across the
world, including Africa. OA provides free access to online research publications through OA
journals ("gold OA") that makes peer-reviewed articles freely available online, or selfarchiving ("green OA"). OA journals recover their publishing costs in a different way from
traditional journals. Usually the costs are covered by research grants or authors’ institutions
(Harnad, 2007). On the other hand, the Green OA road allows authors to publish in a non-OA
journal, but also self-archive their peer-reviewed articles in an institutional or other kind of
repository with free access.
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OA articles reach more readers than subscription access publishing. A recent study showed
that OA articles were associated with 89% more full text downloads than subscription access
articles in the first six months after publication (Davis et al., 2008). Evidence also shows that
OA articles in general receive more citations by 25%–250% or higher and thus it increases
research impact over the impact already gained through the subscription access system
(Swan, 2010). The advantage of OA articles has been found in all fields including medicine,
where the research impact was found to increase by 300%-450% (Swan, 2010).It is obvious
that potential access and usage of research can be denied, and research impact can be lost by
not making the research OA.
Faculty publications in OA venues are crucial to the success of OA even though several
studies show that the uptake of OA scholarly communication in Africa including Tanzania
however is low (De Beer, 2006; Dulle et al., 2010; Lwoga et al., 2006; Southern African
Regional Universities Association, 2008). In Tanzania, previous studies have investigated
similar topics, although most have focused on the attitudes of faculty in a single university
(Lwoga et al., 2006), or from a number of multi-disciplinary universities (Dulle et al., 2010;
Southern African Regional Universities Association, 2008). Therefore, this aspect is
inadequately explored, especially on the use of OA in health sciences universities including
public and private health sciences universities in Tanzania. This study therefore sought to
assess the level of awareness, perception and contribution of faculty in OA venues for
effective scholarly communication in Tanzanian health sciences universities. The specific
objectives of the study to investigate faculty’s awareness and usage of OA approaches; to
determine the faculty’s perceptions about self-archiving scientific information into
institutional repositories, and to determine barriers that inhibit faculty to disseminate their
research findings through OA approaches.

2. Literature review
OA has been instrumental in increasing global access to research outputs. Gold OA
publishing is growing at a high rate across the world. By January 2013, an estimated 957,958
OA articles were published in 8,537 journals (Directory of OA Journals, 2013). An increasing
number of journals are adopting an OA distribution model. Research shows that
approximately 17% of the 1.66 million articles published during 2011 and indexed in the
most comprehensive article-level index of scholarly articles (Scopus) are available as OA
through journal publishers (Laakso and Björk, 2012). Statistics also show that about 67
percent of 1,184 of the larger scientific publishers formally allow some form of self-archiving
(SHERPA/RoMEO, 2012). On the other hand, OA repositories and their contents are also
growing. Statistics show that there are 2,251 institutional repositories (IRs) worldwide (as of
12 January 2013) (Directory of OA Repositories, 2013). A number of faculty and end-user
surveys regarding OA have also been conducted over the years.
Studies on OA adoption and self-archiving practices indicate that awareness of general OA
issues among the research community is gradually growing. A recent longitudinal study of
research on OA journals since 1990s revealed that the rate of authors who were not aware
about OA was as high as around 50% in the 1990s, but dropped to below 15% by 2007 (Xia,
2010). Similar observations were made among 28 authors of British Medical Journals
(Schroter et al., 2005). African studies also show that the awareness of OA is increasing
among academics. Earlier studies which were conducted prior to 2007 in the Sub-Saharan
Africa region indicated less than 60% of the respondents were aware of OA(De Beer, 2006;
Lwoga et al., 2006). The awareness of OA has been reported to increase in the recent studies
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across the region, where majority of faculty were aware of OA for over 60 percent (Dulle,
2010; Fullard, 2007; Southern African Regional Universities Association, 2008).
Other studies actually show that faculty are not familiar with specific OA issues such as selfarchiving practices or the existence of institutional repositories (IR) in their institutions. A
survey study of 1296 authors indicated that a substantial proportion of authors were unaware
of the possibility of providing OA to their work by self-archiving (Swan and Brown, 2005).
Other studies have also indicated a high level of awareness about current debates on OA,
however a majority of researchers still did not know if their universities had an institutional
repository, such as in USA (Kim, 2010; Mischo and Schlembach, 2011), and Australia
(Kennan, 2007). Similar findings were revealed in the developing countries that faculty were
not familiar with self-archiving opportunities, such as in Malaysia (Abrizah, 2012; Singeh et
al., 2012), Cuba (Sánchez-Tarragó and Fernández-Molina, 2010). Faculty use other kinds of
repositories, such as subject-based repositories due to the lack of familiarity with IR. A
survey of University of Cornel faculty revealed that faculty had little knowledge of and little
motivation to use their University IR made faculty to use other types of repositories and
websites such as personal Web pages and disciplinary repositories(Davis and Connolly,
2007).
Literature shows that low percentage of authors publish in Gold OA journals. A recent
longitudinal study indicated a trend of gradual increase in the number of scholars who publish
in OA journals over the years, but the publishing rate did not reach a high level by the end of
the sequence of observations (Xia, 2010). Various studies have also indicated that faculty do
not extensively publish in author paid Gold journals, such as in UK (Creaser et al., 2010),
USA (Mischo and Schlembach, 2011). On the other hand, other studies have shown that an
increasing number of researchers are being involved in Gold OA publishing. A study of OA
publishing (SOAP) of 38,358 researchers from 162 countries indicated that a significant
population is already involved in Gold OA publishing, where 52% of authors had published
at least one OA article (Dallmeier-Tiessen et al., 2011).
The faculty self-archiving practices are also reported to be low across the world. Research
shows that only 15 percent of the estimated 2.5 million peer-reviewed journal articles are
being self-archived by their authors every year (Green OA) (Swan and Brown, 2005).
Various studies in the developed world also found a similar trend of low uptake rate for
depositing research outputs in IR(Creaser et al., 2010; Kennan, 2007; Swan and Brown,
2005). Other studies in developing countries also found a low faculty participation in selfarchiving practices (Dulle, 2010; Lwoga et al., 2006; Sánchez-Tarragó and FernándezMolina, 2010; Singeh et al., 2012). Therefore, awareness remains higher than participation,
especially in Green OA. There is thus a strong need to publicize IRs and to encourage selfarchiving practices in research institutions. Instead of depositing into IR, studies show that
faculty are consistently and comfortably placing full-text research content into personal,
departmental or research group Web sites (Covey, 2009; Creaser et al., 2010; Kim, 2010;
Mischo and Schlembach, 2011). Studies also show that faculty self-archive journal articles
more than any other publication type, such as in USA (Covey, 2009; Creaser et al., 2010).
Various studies have identified reasons why OA publishing and self-archiving in IRs have
gained so little uptake. These barriers are related to research misconception and fear related
to violating publishers’ copyrights, concern with plagiarism, the learning curve, time and
effort involved in depositing in IRs, and lack of awareness about OA benefits (Abrizah, 2012;
Creaser et al., 2010; Davis and Connolly, 2007; Dulle, 2010; Kim, 2010; Kleinman, 2011;
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Singeh et al., 2012; Swan, 2010).Other factors that inhibit OA uptake are related to concerns
about the quality of OA venues, such as the perceived low prestige of OA journals, concerns
over the peer review process of OA journals, lack of peer review in IR, the piecemeal nature
of local IRs, and a perceived lack of impact factor in OA publishing(Dallmeier-Tiessen et al.,
2011; Dulle, 2010; Mischo and Schlembach, 2011; Singeh et al., 2012). Gold model was
criticized on the grounds of the lack of awareness of which journals publish with OA, and the
author charges (Schroter et al., 2005). Other barriers identified from developing countries are
related to funding issues, fundamental problem of the digital divide, lack of institutional
policies for OA; and strong institutional infrastructures (Christian, 2008; Dulle, 2010; Lwoga
and Chilimo, 2006). It is thus important to consider all these barriers when conducting a
study in the African setting.
Challenges faced in OA are not so much related to the technical implementation, but to the
cultural change necessary for faculty to adopt OA scholarly communication. Policy mandates
have been introduced to require researchers to self-archive their final, peer-reviewed drafts in
a freely accessible central or institutional repository. Evidence shows an increase of content
items for more than half of the repositories after a policy mandate has been in place (Xia et
al., 2012). Mandatory policies however, cannot positively effect on the rate of repository
content accumulation without the further awareness creation programmes on OA issues and
development of strategies for effective implementation of mandate policies. A recent review
of OA policies reported that mandate policies had not positively affected a certain percentage
of repositories(Xia et al., 2012). The reasons for low OA uptake lie not in the technical
barriers, but in instilling a self-arching culture among researchers as a fundamental part of
their academic carrier. However, other challenges regarding digital divide also play a key
role, especially in the African setting.

3. Methodology
The study was conducted in all eight health sciences universities in Tanzania, which included
Muhimbili University of Health and Allied Sciences (MUHAS), International Medical and
Technological University (IMTU), St. Francis University College for Health and Allied
Sciences – St Augustine University (SFUCHAS), Kilimanjaro Christian Medical University
College (KCMUC), Dodoma University, Aga Khan University, Catholic University of Health
& Allied Sciences - Bugando (CUHAS), and Kairuki Memorial University. Stratified random
sampling procedure was used to select a sample of faculty (n=415) from a total population of
679 by using Kish formula for cross-sectional studies(Kish, 1965). This sample was
calculated at 95% confidence interval of estimate and margin of error in the estimate equal to
3. The response rate was 71.1%. The study was approved by the Muhimbili University of
Health and Allied Sciences (MUHAS) Ethical Review Board.
A structured questionnaire was used to collect data, where survey questions were developed
based on the existing, tested and verified instruments (Dulle, 2010; Kim, 2010; Singeh et al.,
2012; Swan and Brown, 2005). The questionnaire consisted of the following five sections:
(1) Demographic data: gender, age, professional rank, highest academic qualification,
discipline, technical skills, and publishing role,
(2) Awareness of OA issues: level of awareness about initiatives and terms related to the OA
movement; and sources for faculty OA awareness
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(3) Utilization of OA scholarly communication: frequency and percentage of faculty’s work
disseminated via OA venue; experience in OA publishing; and type of depositors in OA
venue
(4) Faculty perceptions on OA practices: attitude towards OA approaches; management of
IR; need for peer review system in IR; types of IR content; and acceptable use of IR
(5) Factors that inhibit faculty to make available their research in OA venues.
The questionnaire was first pre-tested with a small pilot group of 30 academics from the
University of Dar es salaam. The questionnaire was therefore refined and corrected according
to the data that emerged from the pilot study. The researchers personally administered the
questionnaires, which were physically distributed to respondents. Descriptive statistics were
performed by using Statistical Package for the Social Sciences Program (SPSS) version 16. A
Chi-squared test was used to assess the association between demographic variables and
behavioural usage of OA. The statistical significance was defined as p-value < 0.05. Cramer’s
V correlations were used to determine the strength of the association between the
demographic variables and OA usage.

4. Results
The demographical information including gender, age, academic qualification, rank,
discipline, institution and technical skills of 295 study participants is presented in Table 1 and
2. In this study, more male respondents (64.1%; n=189) participated in the study than female
respondents (35.9%; n=106). The average age was 43. Slightly less than half of the
respondents had a masters degree (47.8%;n=141), while 31.5% (n=93) had a PhD degree.
The disciplines from which respondents were drawn comprised a reasonable cross-section of
health sciences, whereby the largest group came from the medical and nursing sub-fields.
One-third (35.6%; n=100)of respondents had used internet for more than eleven years, while
29.9% (n=71) had used internet between six and ten years.
Table 1: Demographic details
Gender
Age

Academic
qualification

Professional
rank

Discipline

Male
Female
35 and below
36-45
46-55
56 and above
PhD
Masters
Postgraduate Diploma
Bachelor/Doctor of Medicine/Dentistry
Professor
Associate Professor
Senior Lecturer
Lecturer
Assistant Lecturer
Tutorial Assistant
Medicine
Nursing
Biological sciences
Pharmacy
Public Health and Allied Sciences
Allied health sciences
Dentistry

Frequencies
189
106
59
118
89
29
93
141
18
43
15
26
83
68
60
43
137
40
36
30
33
9
10

Percentages
64.1
35.9
20
40
30.2
9.8
31.5
47.8
6.1
14.6
5.1
8.8
28.1
23.1
20.3
14.6
46.4
13.6
12.2
10.2
11.2
3.1
3.4
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Faculty awareness of OA scholarly communication
The majority of respondents (93.5%; n=276) in this study were aware of OA issues. Among
those 93.5% respondents, most faculty were familiar with OA journals (78.3%; n=216).
Other terms that faculty were familiar with were IR (36.6%; n=101), self-archiving (20.7%;
n=57) and the Budapest OA initiative (8.3%; n=23).The main sources of OA awareness to
faculty were colleagues (54.9%; n=147), followed by workshops/seminars (32.1%; n=86),
and other Universities’ authorities (28.7%; n=77) (see Table2). Other sources of awareness as
identified by faculty in the “other” category included the following: ICT staff, and
undergraduate and postgraduate training within the country.
Table 2: Sources of Faculty OA awareness (N=268)
Colleagues
During workshops/seminars
Another university authority told me about OA
Publishers promotion
Librarians’ presentation at departmental and/or faculty meetings
By chance while surfing the internet
During postgraduate training abroad
University/ library website
Read about OA in campus newspapers
Reading a book
Library staff contacted me
The Dean of my school told faculty about the OA
University staff email list

Frequencies
147
86
77
74
63
59
53
49
32
29
28
22
21

Percentages
54.9
32.1
28.7
27.6
23.5
22.0
19.8
18.3
11.9
10.8
10.4
8.2
7.8

Utilization of OA approaches for scholarly communication
Most academics used OA venues for accessing scientific works that are freely available on
the web more than publishing their own research outputs. The study results indicated that the
majority of faculty (84.7%; n=250) accessed OA content, while two thirds (64.4%; n=190)of
respondents reported to have used OA venues to disseminate their research materials.
A chi-square test was performed to analyse if there were any relationship between the
demographic variables and OA usage. The findings indicated that there was a significant
relationship between technical skills (that is, creating and editing the web, and designing a
personal website), age, professional rank and the behavioural usage of OA (see Table 3). The
technical skills, in particular creating or editing a web (X2= 39.406, p =0.000) had the
greatest relationship with behavioural usage of OA. The faculty’s technical skills, in
particular creating or editing the web and designing a personal website had a larger
relationship (V= 0.369 and V= 0.350) to the behavioural usage of OA, more than the effect of
faculty’s professional rank and age. There were no significant differences on the behavioural
usage of OA by gender, and discipline.
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Table 3: Effects of individual characteristics and behavioural usage of OA
OA usage
No (%)

Professional
rank

Age

Technical
skills
Using spreadsheet or
database
program
Send and
receive emails

Searching
information on
the internet

Create or edit a
World Wide
Web site

Designing my
Personal
website
Using
word
processing
program

Tutorial Assistant
Assistant lecturer
Lecturer
Senior lecturer
Associate professor
Professor
Below 35
36-45
46-55
56 and above

16 (5.4)
34 (11.5)
49 (16.6)
60 (20.3)
20 (6.8)
11 (3.7)
29 (9.8)
78 (26.4)
64 (21.7)
19 (6.4)

No knowledge
Less knowledge
Average
Knowledgeable
Expert user
No knowledge
Less knowledge
Average
Knowledgeable
Expert user
No knowledge
Less knowledge
Average
Knowledgeable
Expert user
No knowledge
Less knowledge
Average
Knowledgeable
Expert user
No knowledge
Less knowledge
Average
Knowledgeable
Expert user
No knowledge
Less knowledge
Average
Knowledgeable
Expert user

25 (8.9)
29 (10)
35 (12)
53 (18.2)
46 (15.8)
6 (2.1)
9 (3.1)
7 (2.4)
45 (15.5)
122 (41.9)
11 (3.8)
10 (3.4)
19 (6.6)
55 (19)
93 (32.1)
35 (12.1)
18 (6.2)
41 (14.1)
42 (14.5)
52 (17.9)
78 (26.8)
13.7 (40)
28 (9.6)
22 (7.6)
21 (7.2)
14 (4.8)
6 (2.1)
15 (5.2)
49 (16.8)
105 (36.1)

Chisquare
test value
(X2)

Sample
size (N)

Cramer’s
V value

P value

21.727

295

0.271

0.001

8.338

295

0.168

0.04

3.735

291

0.113

0.443

9.678

291

0.182

0.046

3.889

290

0.116

0.421

39.406

290

0.369

0.000

35.712

291

0.350

0.000

12.715

291

0.209

0.013

Frequency of disseminating OA research content
The study findings further indicated that a small proportion of faculty’s research materials
was made available in OA venues. In general, faculty had published not more than 38.9%
(n=74) of their journal articles, and they had self-archived not more than 26.8% (n=51) of
their book chapters in the last five years (Table 4).
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Table 4: Percentage of faculty work produced in the last five years that have been made
publicly accessible on the internet (N=190)

Journal articles
Book chapters
Publishers PDF versions of
refereed articles
Post-print
Data sets
Un-refereed articles
Books
Pre-print, pre-refereed

None
No
57
77
76

%
30%
40.5%
40%

1-25%
No %
25 13.2%
22 11.6%
30 15.8%

26-50%
No %
34 17.9%
40 21.1%
37 19.5%

51-75%
No %
50 26.3%
34 17.9%
31 16.3%

76-10%
No %
24 12.6%
17 8.9%
16 8.4%

96
114
87
100
100

50.5%
60%
45.8%
52.6%
52.6%

28
19
32
22
20

31
17
31
27
36

20
25
28
29
23

15
15
12
12
11

14.7%
10%
16.8%
11.6%
10.5%

16.3%
8.9%
16.3%
14.2%
18.9%

10.5%
13.2%
14.7%
15.3%
12.1%

7.9%
7.9%
6.3%
6.3%
5.8%

To ascertain on who was involved in disseminating research outputs of faculty in OA venues,
53.2% (n=157) respondents responded to the question. The findings showed that over half of
faculty members actually deposited their research outputs themselves (58.6%; n=92).
Collaborators also played a key role in assistant faculty to publish their research work in OA
venues, accounting for 53.5% (n=84). Other department staff (9.5%, n=22), student assistants
(8.7%, n=20), and librarians (5.6%, n=13) self-archived for faculty less frequently. Faculty
also identified other people who posted content online for them including ICT staff,
publishers, Phd/Masters supervisors, and conference organizers.
Researchers' general perspectives about OA
The findings indicate that most respondents supported the OA approaches to research
outputs, with a score of (51.7%;n=149) and (34.4%; n=99) in strongly agree and agree
categories. It was also evident that the majority of the respondents agreed and strongly agreed
to use the OA in the future as indicated in all the provided statements. All three statements
were positively rated by more than 70% of the respondents, implying that they intend to
adopt and use OA(Table 5).
Table 5: Behavioural intention on OA usage (N=282)

I intend to publish my research
outputs in OA venues in the next
one month
I predict I would publish my
research outputs in OA venues in
the next 6 months
I intend to publish my research
outputs in OA venues in the next
one month

Strongly
disagree
No
%

Disagree

Undecided

Agree

No

%

No

%

No

%

Strongly
agree
No
%

11

3.9%

13

4.6%

34

12.1%

107

37.9%

117

41.5%

9

3.2%

8

2.8%

44

15.6%

112

39.7%

109

38.7%

8

2.8%

11

3.9%

40

14.2%

120

42.6%

103

36.5%

Researchers' perceptions on institutional OA repositories
Most faculty members indicated that it was a major problem to disseminate their research
outputs, as indicated in both categories as a “problem” (31%; n=87) and “very big problem”
(22.4%; n=63). About 13.5% (n=38) were undecided, while 21%(n=59) indicated it as “not a
problem”, and 12.1% (n=34) indicated it as “not a very big problem”. Faculty were further
asked to indicate the importance of establishing institutional repositories as a strategy to
improve dissemination of research outputs in their universities. Most faculty members
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considered the establishment of repositories important, accounting for 40.8% (n=116) and
(29.2% (n=83) in the very important and important categories respectively.
To find out who should be responsible to manage the IR, two thirds (61.6%; n=151) of 245
respondents indicated that the IR be managed by a University library. Only 45.3% (n=111)
preferred the IR to be managed by a University ICT unit, while a low number of faculty
preferred the IR to be managed by schools/faculties/institutes/directorates (17.6%; n=43) and
University wide research coordination unit (15.9%; n=39).
Faculty were mainly willing to deposit, in order of priority, thesis and dissertations (81.3%;
n=213), teaching materials (70.6%; n=185), conference papers (70.2%; n=184), publishers
PDF files of referred articles (64.9%; n=170), books (64.1%; n=164) and book chapters
(62.6%; n=164). The least frequent type of materials to be contributed by the researchers was
found to be technical reports (59.9%; n=157), preprints (55%; n=144), datasets50.4%;
n=132), and annual institutional reports (42.9%; n=117). Although their rate of OA uptake in
terms of contributing to OA venues was low, this factor did not affect their interest to
contribute to IR.
On the acceptable use of IR materials, about two thirds of respondents (64%, n=162)
preferred the IR content to be properly acknowledged upon its use. Other acceptable use of
IR that were important to faculty were related to free access to IR content (60.5%),
registration of users before using deposited works (43.5%), and provision of web links to
associated metadata (e.g. referenced articles, data sets etc) (43.1%; n=109). The provision
that readers should be allowed to leave their comments to the deposited work was rated low
(21.3%; n=54).
Using a five point scale, faculty were asked to rate the importance of reviewing the
publications before they are deposited into the IR. Majority of respondents indicated that the
content in IR should be peer reviewed before being deposited in the institutional repository,
in the categories of very important (48.5%; n=133), and important (21.2; n=58). About 15.3%
(n=42) of respondents were neutral on whether the IR should have a peer review system or
not, while a few respondents considered the peer review system in IR as not important, with a
score of 8.4% (n=23) and 6.6% (n=18) in the categories of not important and not very
important respectively. Further, the majority of respondents (66.3%; n=177) preferred the
specialists from each field to be part of the team to review the content. Other findings are as
follows: 36.3% (n=97) preferred a review team from each school/faculty; 31.8% (n=85)
preferred a university-wide committee, 28.1% (n=85) preferred the selected reviewers or the
university technical team; and 25.1% (n=67) chose external experts.
Barriers to OA scholarly communication adoption
About two-thirds (67%; n=177) indicated slow internet connectivity as a major barrier
towards publishing in OA venues as indicated in Table 6. Other barriers that inhibited faculty
to use OA were lack of awareness about OA publishing (58%; n=154), inadequate skills to
publish in OA venues (53%; n=141). Other barriers of importance were lack of reliable
electricity, the OA journals author pay model, fear to violate publishers’ copyright policies,
and plagiarism.
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Table 6: Challenges for OA scholarly communication adoption (N=264)
Frequency
177

Percentage
67.0

154
141

58.3
53.4

124

47.0

121
112

45.8
42.4

103
103

39.0
39.0

97

36.7

Inadequate funds to conduct research and publish my outputs
My contribution to IR does not count toward my tenure/promotion

90
80

34.1
30.3

OA is not compatible with existing scholarly communication practice

65
63

24.6
23.9

60
53

22.7
20.1

Slow internet connectivity
Not familiar with OA
Inadequate skills to publish in OA
Lack reliable electricity
OA journals require authors to pay publishing costs
Fear to violate publishers copyright
Lack of access to a computer
OA publications are likely to be misused or plagiarised
Lack time to publish in OA venues

OA journals are not peer-reviewed
Lack of mandatory policies for depositing in OA venues
Long term availability of OA content is not guaranteed

5. Discussion of study findings
Similar to previous studies conducted in Africa and elsewhere (Dulle, 2010; Fullard, 2007;
Schroter et al., 2005; Southern African Regional Universities Association, 2008; Xia, 2010),
the study found that most faculty members were familiar about general OA issues. Most
respondents in the surveyed universities were more aware with OA journal as compared to
other OA initiatives. This finding was found to be similar to the results revealed by another
study in Tanzania (Dulle, 2010). Inadequate knowledge and understanding of self-archiving
practices necessitate a need for more extensive awareness creation programmes to enhance
OA uptake at the universities.
Faculty mainly learnt about OA issues through their colleagues, workshops/seminars and
other university’s authorities. Other studies have also reported several sources of awareness
about OA to faculty, including colleagues, health profession-related literature, publicity on a
university/library website, and campus newspaper, contact from the IR staff or librarian,
faculty advisory board for the IR, by chance while surfing the internet, institutions emails
and e-forums, seminars/workshops, brochures/leaflet, conferences, mass media (Dulle, 2010;
Hulela, 2010; Kim, 2010; Sánchez-Tarragó and Fernández-Molina, 2010). Librarians and OA
advocates and administrators can therefore use a combination of different approaches to
educate faculty, as the study findings indicated that faculty use different means to become
familiar with OA issues.
It was evident that health sciences faculty predominantly used OA venues to access
information more than to disseminate their research materials. Similar findings are also
reported by other studies that researchers mainly used OA to access information as opposed
to disseminating their scholarly content, such as in Tanzania (Dulle, 2010) and other
developed countries (Deoghuria and Roy, 2007; Schroter et al., 2005). Individual
characteristics were found to play a great role in influencing faculty participation in OA
scholarly communication. On one hand, individual traits such as professional rank, technical
skills, and age were found to influence OA usage in the surveyed study. The study findings
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revealed that senior faculty with proficient technical skills are more likely to use OA than
those faculty members at the lower professional levels. The results corroborate with the
earlier findings that senior faculty are more likely to participate in OA scholarly
communications than younger ones (Dulle, 2010; University of California & Greenhouse
Associates, 2007). The study findings contradict those of Kim’s (2010) study that professors
with more proficient technical skills and younger professors are more involved in selfarchiving practices. Further, the study findings indicated that the research discipline of
faculty members had no significant effects on the OA usage among surveyed respondents. In
contrast other studies have reported significant disciplinary differences in self-archiving
practices, (Hulela, 2010; Kim, 2010; Swan and Brown, 2005; University of California &
Greenhouse Associates, 2007). This study only surveyed health sciences faculty, and thus no
much differences in terms of OA publishing and self-archiving practices could be ascertained
according to disciplines.
The study findings showed that faculty made a low proportion of their publications in OA
venues in the last five years. Similar to previous studies (Kim, 2010; Swan and Brown,
2005), the study findings indicate that faculty prefer to self-archive pre-referred articles
because their quality was assured by peers. In this study, the low uptake of OA publishing
and self-archiving practices is largely contributed by the fact that only one institution had
established the institution repository and OA journal. Despite the low rate of faculty’s
participation in self-archiving practices, an interesting finding was that over half of the
respondents had deposited the research outputs themselves on the OA venues.
Faculty were positive and supported the OA approaches to research outputs, which was
similar to the findings revealed in other studies (Kim, 2010; Schroter and Tite, 2006; Swan
and Brown, 2005). The most respondents were willing to use OA in the future, and they
considered the establishment of IR important. Faculty preferred to deposit these/dissertations,
teaching materials, conference papers and refereed articles. Non-peer reviewed articles were
least preferred to be included in the repository. This finding was consistent to previous
studies that faculty prefer to self-archive peer-reviewed articles as compared to non-refereed
articles (Dulle, 2010; Lwoga et al., 2006; Swan and Brown, 2005). This finding also shows
that faculty prefer to self-archive peer-reviewed articles to ensure the quality of content in IR.
Most academics preferred the IR content to be peer reviewed before being deposited in the
institutional repository. The preferred peer reviewed system as suggested by the respondents
corroborate with the earlier recommendations made by Dulle and Minishi-Majanja (2010).
The study findings further showed that respondents preferred the specialists from each field
to be part of the team to review the content. This means that users are willing to participate in
self-archiving practices, but they also want the content to be reviewed by a selected group of
peers.
On the acceptable use of IR, faculty mainly preferred the IR content to be properly
acknowledged upon its use. Other acceptable use of IR that were important to faculty were
related to free access to IR content, and registration of users before using deposited works.
Similar findings were reported by another study in Tanzania (Dulle, 2010). In this study, the
majority of respondents acknowledged that the established IR should be managed by a
University librarian, which is also similar to the results revealed in other studies in Africa (De
Beer, 2006; Dulle, 2010). The finding suggests that the library is considered to be a strong
unit for the management of the IR
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In this study, faculty major constraints to use OA venues were related to poor ICT
infrastructure, lack of awareness about OA issues, lack of online publishing skills, journal
author pay model, and researcher fear and misconceptions about publishers’ copyright issues
and plagiarism. These findings are consistent with those reported by previous
studies(Christian, 2008; Dulle, 2010; Lwoga and Chilimo, 2006). Most researchers are not
aware that a growing number of publishers allow archiving of pre or post print articles into
repositories prior to their publication. Authors are not familiar with the Sherpa/RoMEO
service that provides researchers with information regarding publishers’ self-archiving
policies and the permissions they grant to authors to disseminate different versions of a
published article (Creaser et al., 2010). Therefore, for the OA to take its effects in Africa,
challenges related to technological infrastructure, policies and awareness need to be
addressed first.

6. Conclusions and recommendations
The study findings provided the current state of OA scholarly communication in African
health sciences higher learning institutions, with a particular focus on Tanzania. Faculty play
a key role in publishing, which shows the significance they attach to scholarly
communication. Faculty were mainly involved in scholarly communication as journal
authors, where senior members were more likely to participate in scholarly communication as
journal authors, referee and editors. The majority of respondents were aware about general
OA (OA) issues, however, most faculty members used OA venues to access research content
as compared to disseminating their own research outputs. Further, a small proportion of
faculty’s research materials was made available in OA venues. Over half of the respondents
self-archived their research outputs themselves or through their research collaborators, which
shows that faculty knew how to post their research materials to the publicly accessible
websites. Individual traits such as professional rank, technical skills, age and number of
publications were found to influence OA usage in the surveyed study. In other words, senior
faculty with more proficient technical skills are more likely to disseminate their research
outputs in OA venues. Faculty were positive and supported the OA approaches to research
outputs. Major barriers to use OA venues were related to poor ICT infrastructure, lack of
awareness about OA issues, lack of online publishing skills, journal author pay model, and
researcher fear and misconceptions about publishers’ copyright issues and plagiarism.
Given that the OA uptake was still low, especially the self-archiving practices, this study
recommends the following:
 Universities and other research institutions should consider establishing institutional
repositories and mandate policies, with appropriate quality assurance measures, to
improve the dissemination of research output emanating from these institutions. They
should also improve the ICT infrastructure by looking into ways to increase the internet
bandwidth, access to computers and alternative sources of power. The librarians should
foster the establishment of repositories and conversion of local print journals to online
OA journals in their institutions.
 University libraries should promote the awareness and use of OA through workshops,
participation in university meetings, public lectures, print materials and electronic
communication
 University librarians should conduct information literacy training to faculty in order to
improve their skills on access and use of OA venues
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University libraries should provide information services that focus on OA issues, such as
copyright management in order to assist researchers to understand the legal implications
of self-archiving their research outputs

7. Research limitations/implications
Although previous studies assessed the self-archiving behaviour of faculty by searching and
extracting depositors’ data from institutional and discipline repositories, this study assessed
the actual use of OA venues by depending on faculty members self-reports. Further, unlike
previous studies that assessed use of OA among faculty from various disciplines, this study
focused on health sciences discipline to ascertain the factors that enhance utilization of OA
across the discipline. Further, longitudinal and mixed research studies are required to assess
the factors that enhance use of OA venues, especially self-archiving behaviour among faculty
in developing countries.
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Abstract
In recent times, despite the fact that Mobile learning or m-learning is a relatively new
concept, it has become a buzz word in academic, researchers and companies developing
learning systems and instructional materials. Unfortunately, standards and platforms like
those that exist in e-learning are still evolving. One thorny issue is that of m-examinations.
Although in e-learning setup supervised examination rooms/center, have worked well the
ability to authenticate the candidate doing an examination in unsupervised environment on
remote place is limited. Moreover, the requirement of Internet access throughout the
examination session and particularly for the student to be able to submit his answers is also a
major limitation. This study was not only an effort to remove the two limitations, but also to
do so on the mobile learning environment. The study investigated the concept of sending by
email a locked examination as an android mobile application. The student would then
download and install the App in their smart devices a few minutes, days or even weeks but
will not be able to run the App until the instructor sends a key to the registered student’s
mobile phone number in the device to unlock the examination App installed in their phones
two or three minutes before the examination start time.
The approach used in this study was mixed methods. The first method was experimental
where a mobile examination application was developed in Android. Then the mobile
examination application was send by email to the 60 students who participated so that they
could download it in their smart devices. The second method was a questionnaire survey to
capture the student’s perception. The findings of the study show that the effect of
Organizational Support (OS), Availability of ICTs (ICT) and Effort Expectancy
(EE) on Behavioral intention to use M-learning and particularly m-examination was
significant. The findings of this research will not only help m-learning practitioners develop
m-learning examinations and promote this new IT to potential users, but also provide insights
into research on m-examination acceptance.

Key Words: M-Learning, e-Learning, m-Examination, Mobile, Mobile Application.
1. Introduction
The mobile revolution has swept across the landscape of spheres of human life and more so
in the education sector. During the last decade, due to enormous changes in the mobile
industry, mobile usage has become a necessity for the common man. Endowed with several
advanced features and convergence of all forms of media like internet, radio, television etc. it
has increased the potential of mobile devices that can perform a variety of functions in every
sphere of life. Mobile learning is not just a fad, but is instead a transformative breakthrough
both for learning, and the learning organization and has many opportunities (Haag &
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Alexandria, 2011). Mobile learning means both augmenting formal learning, and moving to
performance support, informal, and social learning as well. The actual implementation of mLearning is growing faster in some capabilities than others. One of the capability that has not
grown as fast is the pedagogy in m-Learning and particularly m-examination. Indeed, it is a
fact that in today’s world, the more and more rapid development of ICT contributes to the
increasing abilities of the mobile devices (cell phones, smart phones, PDAs, laptops) and
wireless communications. In turn these are the main parts of the mobile learning.
Consequently, the implementation of mobile learning is necessary to use a corresponding
system for the management of such type of education (Georgieva, 2006).
The value of mobile technologies has made a real time contribution to not only human life
but also in the teaching and learning experience and making it both self-evident and
unavoidable. Mobile learning methods offer valuable possibilities for learners in remote and
distant parts of the world (Georgieva, 2006). There are several definitions of mobile
learning. According to Attewell, Savill-Smith and Doucha (2009) a broad definition of mLearning is the “exploitation of ubiquitous handheld technologies, together with wireless and
mobile phone networks, to facilitate, support, enhance and extend the reach of teaching and
learning. Learners involved may or may not be mobile. Learning can take place in any
location, and at any time, including traditional learning environments, such as classrooms, as
well as other locations including the workplace, at home, community locations and in
transit”.

2. Problem Statement
Whether we like it or not, whether we are ready for it or not, mobile learning represents the
next step in a long tradition of technology mediated teaching (Wagner, 2005). Moreover
several researchers have stated that the usage of mobile learning tools is an interesting area
of research that is worth to be investigated (Sarrab, Al-Shihi, & Rehman, 2013). One of the
thorny issues in research is that of authentication and authorization in m-learning as well as in
e-learning particularly for distance education (Kambourakis, Security and Privacy in mLearning and Beyond: Challenges and State-of-the-art, 2013). A recent attempt to address
this issue is the recent research works examining the potential use of public key cryptography
in e-learning (Kambourakis, Kontoni, Rouskas, & Gritzalis, 2007). While Public key
infrastructure (PKI) and attribute certificates (ACs) can provide the appropriate framework to
effectively support authentication and authorization services, offering mutual trust to both
learners and service providers, they have two shortcomings. First they have to operate on an
efficient network and internet connectivity which is not always the case for most rural areas
of developing countries. Second, their administrative overhead for diverse number of
courses, learners and instructors could pose a challenge. Keys can be given to non-key
holders
particularly for examination. The current paper proposes the use of mobile
application for examination and utilizes the power and potential and flexibly of mobile
application running on smart mobile devices, where the exam application will only run after
the devices receives the secret key send via SMS by the instructor to the registered device
mobile numbers for a course. The study design differs from that of a recent study by
Shanmugapriya and Tamilarasi, (2012) in that it does not need the m-examination to be
runing on a server , or have internet connection throught the examination.
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3. Literature Review
Despite the fact that many studies have been done which focus on this important field or
briefly discussing the topic, these studies essentially all stress quantitative research methods,
and either focus on technology acceptance model (TAM) (Venkatesh, Morris, Davis, &
Davis, 2003; Venkatesh & Bala, 2008). Other studies have focused their attention on devices
and instructional design (Attewell, Savill-Smith, & Douch, 2009). This study deviates from
these by focusing on eprement of Mobile examinations or mobile tests and the challenges of
security and athenticity. We have used a simple key that does not require too much effort to
enforce, since its is send directrly to the Examination application in the mobile device of the
registered student. This approach means that only registered devices and the respective
GSM numbers in those devices will be able to run the examination appliation and hence
allow the device owner to take the sheduled mobile examination.
Mobile learning might sound complex, but in principle it is simple: mobile learning lets
students benefit from interacting with their course content, tests and examination on the
devices that they use to connect with every other aspect of their lives, nearly 24/7. Offering
your course material in such an easily accessible mode can improve your students’
engagement and participation, and eventually make a positive influence on learning outcomes
and retention. Mobile Learning can take place in two ways: (a) Outside the classroom—
students learn in their own time. This can support the ‘flipped classroom’ model, and (b)
Inside the classroom and during class time -This often works best when there is a 1-to-1
initiative, where students have a device each (such as a tablet or an iPad). Mobile technology
is not meant to address every single piece of your e-learning course. It should be used
smartly to handle key features – in other words, those which translate best to a mobile device.
This study used the second approach above to implement m-Examination and collected
student perceptions.
3.1 Proposed model for m-Examination
The model proposes a “Trigger and time based exam applications” to enforce authenticity
and identification of distance and mobile examination on mobile devices. First, the registered
students were put in a web database containing the student ID, Student Name, course code
and name, and lecturer identification code.
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Figure 1. Mobile Examination Environment Scenario

The professors set the examination, the school examination center will put it in a mobile app
using agreed templates. In the design, the examination application will need to be triggered
by an SMS sent by the professor or exam center sent to the phone numbers of students
register in that course a few minutes before the exam. This requires an Efficient SMS
service system for bulk SMS sending. The experiment demonstrated the opportunities for
innovation in the areas of remote exams environments. Indeed the flexibility that comes with
mobile applications may include triggering the camera to take a snap shot photo randomly
during a remote examination and sending that photo to an examination center for
authentication. Additionally an application can be loaded to the devices to authenticate the
candidate identity.
The examination was divided into three parts, each part consisted of 25 multiple choice
questions and timed on 30 minutes exam time. Part one and two were used as control sets in
this study. All students did the examination in a cohort manner, i.e. all starting with Part one
of the examination on Blackboard, then Part two on paper and shading answers on scantron
paper, and finally Part three examination was designed as a mobile Examination Application
based on Android platform that could run on the majority of their mobile smart devices. After
the examination, they all filled the perception survey questionnaire. Data was collected using
‘‘mobile learning systems” questionnaire from a sample consisting of 60 undergraduates
students enrolled in Introduction to Information Systems classes at the United States
International University in Nairobi, Kenya. Students were required to participate as part of
their continuous assessment quizzes. This paper however focuses on part three of the
examination and the data obtained from the survey questionnaire.
After the instructor send the key to the mobile examination application to mobile phone
numbers of registered students, the students were able to run it and all they needed to do is to
key in their student ID and instructor identification number say 1, 2, etc. to be able to post
the grades to the correct instructor exam Porto. On completion the students pressed the
submit button, or at the end of 30 minutes the application automatically submitted the result
138

for them to a web database. The application gave immediate feedback to the student on their
score say “your score is 20/25”. If there was no immediate internet connection on the phone,
the results were automatically submitted by the App at the earliest such connection was
available. The instructor was able to view from the web server details and results of students
that had submitted their examination. The data from the results of the examination, and that
of the perception questionnaire were analyzed using the statistical package SPSS 20. Results
differed significantly based upon the examination platform.

4. Method and Materials
4.1 Participants
The volunteer sample in this study (N = 60) consisted of 29 male and 31
female undergraduates enrolled in introduction information systems and
applications classes at the united States International University in Kenya. Thirtyfour students were first-year students, sixteen were second year, ten were
third-year students.
4.2 4.2. Survey Instrument
A survey questionnaire instrument was used to collect data after the
examination (see Appendix 1) to measure students’ perceptions about mobile
learning systems. This 31-item questionnaire focused on the usefulness of
mobile learning for student studies. Each participant completed the survey after
taking the mobile examination. The questionnaire addressed several dimensions
including: Performance Expectancy (PE), Effort Expectancy (EE), Social
Influence (SI), Perceived Playfulness (PU), Self-Management of Learning
(SML), and Behavioral Intention to Use (BIU). Respondents rated each item on
a 1–7 Likert scale from ‘‘Very strongly disagree” (1) to ‘‘very strongly disagree”
(7). The validity of the measuring items was established by a review of literature
in m-Learning. Selected items were adapted based upon their appropriateness
for the study.
4.3 4.3. Procedure
The research used experimental design where the students that were registered in the course
IST 1010 Introduction to information systems were asked to give their email address, phone
number or the SIM card number of a devise that will run the mobile exam application. The
mobile exam app was emailed to the students email so that they could download it in their
mobile devices. They downloaded the app in their phones. The app was created such that it
could not run without the phone receiving exam key that was used to as a trigger. The key
was sent using an SMS containing only the exam key in the message content, and all the
course student phone numbers in the recipient part. This was send about three or so minutes
to the start of the exam. After receiving the exam key, the students they run the exam app.
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Figure 2: Mobile Phone interface of a running Mobile Exam App
When the app ran, the first thing the student will see is Figure 2 that will be used to set their
ID number and key in the lecturer ID. These will help to sort the students’ scores per class in
the receiving webserver. It will also enable the lecturers to be able to view the scores only for
their class. The collected data was analyses using the Statistical Package for Social Science
(SPSS) Version 21. Factor analysis was conducted and thereafter regression analysis was
conducted on the variables.

5. Results and Findings
Component factor analysis using varimax rotation was conducted on the multi-item
constructs on a seven Likert Scale. The items that did not load on their constructs were
dropped from further analysis. The results of regressing the other variable on Behavioral
Intension t o u s e ( B I U ) m - L e a r n i n g produced the model summary shown in
Table 1. The R-square value of 0 .871 shows the “goodness of fit” of the model. It can be
thought as a percentage. Thus R-square for this model is 0.871, which means that the
predictor variables can explain 87.1% of the change/variations in Behavioral Intension t o
use m-Learning.
b

Table 1: Model Summary
Model

1

R

.933

a

R

Adjusted

Std. Error of

Square

R Square

the Estimate

.871

.867

4.66475

Change Statistics
R Square

F

Change

Change

.871

232.085

df1

Durbin-

df2

Sig. F

Watson

Change
7

24

.000

2.057

1

a. Predictors: (Constant), SL, OS, PP, EE, PE, ICT, S
b. Dependent Variable: BIU
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Further, Table 2, ANOVA, shows that the model can predict Behavioral Intension t o
u s e m - L e a r n i n g o f t h e s t u d e n t s using predictor variables. The significance is
.000, so we can reject the null hypothesis that “The model has no predictive value.”
a

Table 2: ANOVA
Model

Sum of Squares
Regression

1

Residual
Total

df

Mean Square

35350.982

7

5050.140

5244.140

241

21.760

40595.122

248

F
232.085

Sig.
.000

b

a. Dependent Variable: BIU
b. Predictors: (Constant), SL, OS, PP, EE, PE, ICT, S

Finally, the most important table is the coefficients shown in Table 3. The significance levels
of Organizational Support (OS), Availability of ICTs (ICT) and Effort
Expectancy (EE), are 0.033, 0.000, and 0.041 respectively, and are all <0.05 which
indicates that we can reject the null hypotheses that OS, ICT, EE do not predict BIU.
The model is given by Behavioral Intention to use (BIU) = -5.274 + 0.014*PP - 0.283*SI+
0.021*PE -0.054*OS + 1.084*ICT + 0.044*EE + 0.280*SL+ error. Where PP represents
Perceived Playfulness and SI is the Social Influence, while SL is Self-Management of
Learning.
Model

B
(Constant)
PP
SI
PE
1

OS

Table 3: Coefficients
Standardi
T
Sig.
95.0% Confidence
Collinearity
zed
Interval for B
Statistics
Coefficient
s
Std.
Beta
Lower
Upper Tolerance
VIF
Error
Bound
Bound
3.745
-1.408
.160
-12.651 2.103

Unstandardized
Coefficients

-5.274
.014
-.283
.021
-.054

.027
.286
.016
.025

ICT
1.084
.027
EE
.044
.021
SL
.280
.263
a. Dependent Variable: BIU

.012
-.215
.030
-.050

.517
-.989
1.274
-2.141

.606
.324
.204
.033

-.039
-.846
-.011
-.103

.066
.281
.053
-.004

.987 1.013
.011 87.909
.984 1.016
.972 1.029

.932 39.939
.048 2.053
.231 1.064

.000
.041
.289

1.031
.002
-.238

1.138
.086
.798

.985 1.015
.995 1.005
.011 87.865

6. Discussions
Having discussed the findings of the study, it is evident that the university students who
participated in this research behavior in using mobile examinations are influenced by
Organizational Support (OS), Availability of ICTs (ICT) and Effort Expectancy
(EE). However, a third of the sample population did not have devices that were ready to
run mobile applications at the time when this small scale study was conducted but were
interested to be involved in. Essentially, all the respondents welcomed the integration of
mobile examination in their degree course. As m-learning is still at the early stage in
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Kenya and more so in university education, participants are not sure as to how best to
benefit from it. However they perceived the essence of having class notes in their mobile
devices as very helpful. The respondents perceived that blended learning which involves
face-to-face, web-learning and m-learning should be sustained as the mode of courses
instruction delivery.
The findings of this study do not represent a whole picture of m-learning nor mexamination adoption among Kenyan university students nor community. Consequently
there is need also to find the perception of the other two important groups namely.,
administrators and instructors or professors, whose responses need to be studied too. Each
group is interdependent of one another. Administrators have a major role to play, apart from
the needed buy-in, they should be ready to provide a strong support system in the campus
which includes infrastructure such as free Wi-Fi and mobile phone gadgets for
examination, human resource training for instructors or professors, adequate annual budget
for m-learning and m-examinations, and inducements to encourage a greater achievement in
the application of m-learning and m-examination at their universities. Professors too should
be prepared in terms of instructional techniques which provide state-of-the-art but
suitable way of using the mobile devices in their course instruction delivery model
and also new sets of work principles or work ethics that may characterize the way they
manage time effectively and communicate in m-learning settings (Hussin, Manap, Amir, &
Krish, 2012). In summary, students might basically be ready for m-learning in this
investigation but the administrators and professors might not; therefore it is proper to make
a blanket claim that Kenyan Institutions of Higher Learning are ready for m-learning and mexaminations, until proven otherwise by further research (Corbeil & Valdes-Corbeil, 2007).

7. Conclusions and future challenges
This paper has presented a reflective overview of developments in mobile
Examination using mobile applications and triggers. Native Mobile applications have been
identified as a central construct in mobile examination developments, guiding projects
to use mobile technologies to help provide remote examinations in secure context.
Learners’ personal contexts and convenient as well as interests in mode of taking
examination almost anywhere is supported through mobile applications. Although the paper
has only used trigger keys to allow legal students to do the examination, there is much ground
to be covered to eliminate impersonation and other challenges of distance learning. One of
this ground that will be tested in the next phase is the use of random camera picture of the
candidate doing the examination.
The effect of Organizational Support (OS), Availability of ICTs (ICT) and Effort
Expectancy (EE) on usage intention was significant across, it might be interesting to
investigate whether this influence was moderated by other factors such gender. Availability
of ICTs was more significant than Organizational Support (OS), The findings of this
research will not only help practitioners develop better user-accepted examinations and
promote this new IT to potential users, but also provide insights into research on mexamination acceptance.
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Abstract
SCIFI is an open source software wireless controller. Large scale wireless networks that use
low cost (SOHO) Access Points are hard to install and run due to the complexity of
configuring and monitoring many APs with a distributed interface, coupled with the difficulty
of creating a good network configuration with no help from the system. On the other hand,
hardware controllers and their compatible APs are too expensive, proprietary and ultimately
tie the buyer to a single vendor. SCIFI allows the use of inexpensive hardware to create large
scale wireless installations. This paper describes the SCIFI algorithms, its interface, the
current deployment at UFF and the future work planned for SCIFI.

Keywords
IEEE 802.11, wireless network deployment, AP controller, scifi.

1. Introduction
SCIFI is an acronym in Portuguese for intelligent control system for wireless networks
(Sistema de Controle Inteligente para redes sem FIo). SCIFI is open source, and uses as
hardware off-the shelf, low cost SOHO routers compatible with OpenWRT or any other
Linux-like OS to build medium and large scale wireless networks. The project was developed
at the Fluminense Federal University (UFF) and funded by Brazilian NREN (RNP). SCIFI
intends to be an extensible platform, including all the tools needed for installing, operating,
securing and managing wireless networks using low cost hardware and free software.
In order to cover large areas, network administrators have to install a significant number of
Access Points (APs) which makes the configuration and administration of the wireless
environment a complex task. Also, using several APs can lead to a low spectral efficiency if
their channel utilization is not coordinated and, as the medium is shared, other sources can
also interfere in the same frequency. Therefore, a using a centralized algorithm for channel
allocation can be an interesting choice to reduce interference and, consequently, achieve
better network performance.
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The goals of centralized configuration management and coordinated usage may be achieved
by the use of proprietary solutions that cater to events or institutions with high usage and high
user density. These solutions typically use expensive hardware and tie customers to a single
vendor, as there is no inter-operation between different brands. SCIFI is able to fulfill both
goals with an open source solution, replacing the expensive single vendor APs with multivendor SOHO APs.
The SCIFI controller is extensible and allows customization, but it already provides channel
selection and power control algorithms to maximize spectrum usage and allows the use of
large numbers of APs. The SCIFI architecture consists of a software controller that can be run
in any Linux box, requiring low processing power, and software running in the APs. The
controller coordinates data collection from APs, which feeds the channel selection and power
control algorithms, stores the information needed to run the system and provides a web
interface where a system administrator can configure parameters of the SCIFI system (such
as the frequency of dynamic channel allocation) and monitor the wireless network elements.
Due to its use of auto-configuration, site surveys are no longer needed. The rule of thumb for
installing APs is to divide the number of users by 20, and install the corresponding number of
APs in each area. Experience at large events and public venues has shown that a single AP is
able to handle larger number of users (up to 100) if the bandwidth requirements are low twenty is a good number for heavy users. The full system also includes customized
monitoring software using SNMP (NAGIOS and MRTG), and uses EDUROAM for user
authentication.
SCIFI networks are already in use at UFF, the Federal University of OuroPreto and the
Brazilian Navy, as well as at a number of different events, and have proven to be a stable,
low-cost and easy-to-install solution for controlling wireless APs.
This paper is divided in six sections. The next section describes the evolution of wireless
usage, the requirements that led to the creation of SCIFI and the other players in the field.
The third section describes the core SCIFI functions. The fourth section describes the parts
that compose SCIFI. The fifth explains the current deployment at UFF, which can be used as
the paradigm for other deployments, and the article ends with conclusions and the next steps
for SCIFI.

2. LargeScale Wireless Deployments
Wireless devices are becoming increasingly inexpensive and ubiquitous. This lead to changes
in the requirements for wireless installations. First there was the move from isolated hotspots
to the current complete coverage model. In this model, the previous practise was to focus on
coverage, and minimize the number of Access Points (APs) used for that. The technique used
to guarantee coverage is called a site-survey. Using floor plans, an initial distribution is
planned. Then, one AP is placed and measurements are made to guarantee that it is possible
to connect to the network at several points around the AP. This is repeated until no area is left
without coverage. After installation, another pass is done to validate the architecture. Site
surveys are complex and work intensive, and may not give accurate results if the distribution
of people is not taken into account.
When the number of APs used in one installation increased, the distributed mode of control
became too complex. Complexity leads to fragility, where errors in configuration become
more common, and to inefficiencies, where the wireless network is not configured to the
146

optimal state. This led to the adoption of centralized control, instantiated in hardware
controllers. Several vendors sell wireless controllers, which normally look like switches but
have additional functions. Those are usually very expensive, and because there is no
interoperability between vendors, once a controller is bought, the client cannot go to other
brand without giving up a substantial investment.
Another approach is to use a software controller. The best known solution is Unifi (Ubiquiti
(2013), from Ubiquiti, but other vendors, like EnGenious (2013) also have a software
controller. They are free, and can be downloaded or come bundled with their hardware.
Unfortunately, like their hardware counterpart, they only work with hardware from the
specific vendor that distributes them, and no source code is provided to adapt to other
hardware.
There are several nice characteristics associated with wireless controllers. The ability to
control the network from a single point.The possibility of automating some tasks, such as the
wireless channel selection.The added security to be able to scan the network looking for
anomalies. But as no single solution had all desired characteristics, or was too expensive for
large deployments, we decided to build an open source software controller. The tasks was
simplified by the previous work done with the open-source firmware for APs called
OpenWRT. (OpenWRT,2013)
OpenWRT is a linux distribution for embedded systems. We knew we could make a control
framework and change commands and data easily and securely on APs running OpenWRT.
Besides this makes the project hardware independent, as any AP that runs OpenWRT is
compatible with the project. A mix of ssh (Ylonen and Lonvick, eds. 2006 ) and SNMP
(Case, Fedor, Schoffstall and Davin,1990) is used to gather information from and configure
APs in SCIFI, and in fact, even OpenWRT is not a requirement, as many other OS have ssh
and SNMP (such as AirOS,(2013) from Ubiquiti, RouterOS from Mikrotik, (2013), DDWRT
(2013) and others), and to be compatible requires little work.
One of the hardest steps of installing a wireless network is the planning and site survey. The
best practice should be to do away with site survey and minimize the difficulty of planning.
This calls for a self-configurable network, and some easy rules-of-thumb for spatially
distributing the APs. If access points are expensive, this is not easy, because each additional
Access Point in a non-optimal configuration (that which uses more than the minimal number
of APs) means a significant amount of money. On the other hand, if APs are not expensive,
the problem becomes easy. A single AP running OpenWRT can handle 60 users with some
head-room. At UFF, to allow for future growth we have planned for 20 users at each AP, or
one AP for each room. A good rule of thumb is to put one AP for each 30 users, and enough
APs to cover the important areas. This may mean one AP for each room, or one AP each 30
meters. Overlaps are ok, because the system adapts to them, as we will describe later.
Overlaps also allow for equipment failures without compromising the network.
For wireless networks, self-configuration means choosing which channel and at what power
level to operate. Current software controllers let the user choose the channel and power level,
but without extensive information. It also has an automatic mode, but with local information
(no global, centralized state). Hardware controllers use global information for minimizing
interference and maximizing throughput. In SCIFI we implemented a centralized state to get
optimal channel and power configuration, and also created mechanisms for dynamic
reconfiguration.
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It is not a very well known fact that the optimal configuration changes with time. People are
very good absorbers of radio energy at WIFI frequencies. The radio environment changes as
spaces get filled and emptied of people. Interference from sources such as other WIFI devices
or any radio-emitting equipment come and go. Some of the interferences are of short
duration, but long term interferences should be dealt with by reconfiguring the network. This
requires a dynamic reconfiguration scheme. Of the software controllers available today, only
SCIFI implements dynamic reconfiguration.

Figure 1: Orthogonal channels.

3. SCIFI Algorithms
According to the requirements, we need auto-configuration of channel and power levels, and
dynamic configuration so the system can adapt to changes in the environment and also to
equipment failures, by increasing coverage areas of the AP surrounding the failure. SCIFI
models the network as a graph, and the problem becomes a graph coloring with three colors
(in 2.4GHz used in most inexpensive IEEE 802.11g and n). The algorithm has been described
in Postgres (2013), and experiments have shown that it not only increases throughput for
SCIFI APs, but by being a “good neighbor” and minimizing interference, it also increases
throughput to other neighbor wireless networks. In a nutshell, the algorithm starts by
collecting data at each AP by listening to beacons from other APs. The APs are either
controllable or not. The APs that are not under the control are already “colored”, that is, their
channel is fixed, and are mapped to one of the three colors available (channels 1, 6 and 11 Figure 1) if they are not already using these channels. The controlled APs start with no color
and are then assigned to the colors starting with the AP which has the greatest number of
neighbors of different colors. When a color is assigned, the number of neighbors of the
unassigned APs change to reflect that. The process repeats always selecting the AP with
greatest number of neighbors of different colors until all APs have been configured.
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After channel selection, the set of APs is divided in subsets with “orthogonal” (noninterfering) frequencies. In the case of 2.4GHz, three subsets. In each of these subsets, the
power configuration algorithm is run. The power on the APs radio can be set in discrete steps,
given by the firmware. Each hardware has an specific number of power levels, and the
network administrator can choose which levels will be used in the configuration interface,
shown below on section 4.

Figure 2: Power level.

It should be said that IEEE 802.11 does not have automatic gain control, unlike cellular
telephony networks. Cell phones are constantly measuring the “radio distance” between them
and the radio tower, and both the infrastructure and the phone change the power level used
according to the distance, using a lower power level if they are near and higher power level if
they are far apart. On IEEE 802.11 networks, the way to cope with variations on the signal to
noise ratio (S/N) is to change the data encoding, using a more efficient encoding if the station
is near and a more robust (and therefore less efficient) encoding if the station if far. The
frame header, which has to be received by all stations (and not only those exchanging data) is
always sent at the base encoding so it can be decoded at all meaningful distances. On the
other hand, it is possible to set the power level used by each AP, which will be used by every
frame sent. The algorithm to find a good power level for each AP lowers the power step by
step, until it is no longer “seem” (that is, their beacons are no longer received) by its
neighbors, and then goes up one power level step. This minimizes interference and
guarantees good coverage (Figure 2).

4. Installing and Operating SCIFI
SCIFI begin as a java implementation of the core algorithms, but grew by receiving new
features that are somewhat isolated from the core. In fact, once the core became stable it has
not changed much. The last update to the core algorithm happened more than four months
ago. But system configuration using command line and configuration files please only hard
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core unix hackers, so a graphic interface was created that allow APs to be added using a
google maps API (which makes it easier to give the AP location, which is a requirement for
EDUROAM, see below). As the pilot grew to from 20 APs to the 240 installed as of last
week (500 APs are already bought and being installed), the need for tools to help operation
became apparent, and with new deployments the need of an automated installation interface
was clear.
The general architecture for the system can be seen on Figure 3. Part of the system runs on
the controller. Four modules comprise the core functions, implementing the algorithms
described above in section 3, the communication with the APs, data collection (which gets
the data from the APs) and database interfacing. Two modules compose the application
server, the web interface for monitoring and management, and the database communication
module. The last two pieces are a Database module (Postgres2013) and a monitoring
platform, composed of Nagios(2013) MRTG(2013) and Monitorix(2013)

Figure 3: System architecture.

Three modules run on the APs: the communication module, which talks to the server; the data
collection scripts; and the parameters configuration scripts. Those use SSH and SNMP to
communicate with the server. There is an API that allows the controller to ask for specific
data from the AP. Data is collected using commands like iwconfig and the required
information is selected using UNIX commands like grep and awk. Scripts have been made
for different models: Ubiquiti´s Bullet, nanoStation and picoStation, TP-Link TL-WR740nd
and TL-WR743d, D-Link DIR 600. To add a new model to SCIFI means porting the scripts.
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Figure 4: Controller interface.

The interface for the controller can be seen in Figure 4. There are four buttons on the left
side, and they are AP, AREA, COMMANDS, CONFIGURATION and MONITORING.
Respectively, they allow: adding, editing and listing APs; adding and deleting AREAS;
executing controller COMMANDS such as forcing the execution of the algorithms, or to
restart the controller (Figure 5 shows the new page); finally, the last two buttons allow access
to the controller CONFIGURATION and to the MONITORING interface.

Figure 5: Commands page.

The monitoring interface uses Nagios, Monitorix and MRTG. The MRTG user page can be
seen in Figure 6. The menu on the left has three buttons. The first allows choosing to view by
type (bandwidth, users, wireless, memory and CPU usage). The second allows choosing to
view by device. The third is the access to the graph of disk usage on the controller.
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Figure 6: MRTG user page.

The server installation is done by a script called Easy Life for SCIFI (EL-SCIFI). It is
currently a simple, albeit long, shell script that install all needed packages and creates an
initial configuration. The AP installation is done by a script that copies the needed files and
updates some configuration files. Help can be found at the gtscfi-community in
googlegroups.

5. Deployment at UFF
SCIFI has been deployed as a pilot in many institutions. As it is open-source, available at
github.org/sci-fi, we do not control or know all deployments, but besides UFF, UFOP
(Universidade Federal de OuroPreto) has adopted SCIFI as the main component of its
institutional wireless network. MidiaCom also has helped deployment at CASNAV (a
research laboratory of the Brazilian Navy), at FISL (the International Forum for Open Source
Software at Porto Alegre, Brazil), Niteroi Digital (free access at the city of Niteroi public
squares) and at SPOLM (the Brazilian Navy Symposium for Operational Research).

Figure 7: Map of deployment at UFF, Niteroi.

The deployment at UFF has currently 240 APs (Figure 7). It will ultimately have four
thousand nodes. UFF is a large university, and has 92 buildings in separate campi at the city
of Niteroi (they are interconnected by dark fiber that belongs to the University), besides
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campi at other cities in the state of Rio de Janeiro (Volta Redonda, Campos, Rio das Ostras)
and a campus in the state of Pará (Oriximiná).

Figure 8: Deployment at the Engineering Campus.

In Figure 8 we see the details of the deployment at the engineering campus. Each square is an
AP. APs in red are turned off at the control interface. APs in green are working, and APs in
orange are not responding.

Figure 9: Architecture.

One of the constraints we had on our networks architecture is that we wanted to have
seamless handoff between the APs. This allows some applications, like IP-phones (which are
easily implemented with SIP clients and Asterisk (Asterisk, 2013)]), to work with mobile
users. Therefore, it is planned that for each campus we have a single DHCP server for all
wireless clients, and a VLAN interconnecting all access points. Currently we have a single
SCIFI controller, which is also the NAT (Egevang, and Francis, (1994) and DHCP (Droms,
1997) server, and a VLAN connecting all APs. The SCIFI controller was designed to work
with areas, which are sets of APs that interfere with each other, and normally map to a
campus. This is still not a requirement, as the workload is still small with two hundred APs,
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but will be when all four thousand APs are installed. It is in our development wishlist to be
able to “federate” controllers, which for us means to distribute monitoring information so
University staff responsible for operations can have an unified view of the wireless network,
even if multiple instances of the SCIFI controller are installed.
The model of the network can be seen in Figure 9. It is the standard model, where the
distribution system is represented by a switch (in our case it is a VLAN, but does the same
job to interconnect the different APs). We use a model of three SSIDs for each AP. There is
an SSID EDUROAM, which allows all students and staff at the University to access the
wireless network, as well as visitors belonging to institutions federated to EDUROAM (2013)
It uses IEEE 802.11i and IEEE 802.1x, with a Radius server and and LDAP backend. UFF is
the uff.br radius realm. We also wanted visitors to be able to self-register on the network. The
scheme to do that uses two other SSIDs. The SSID CADASTRO-CONFIGURAÇÃO (signin/setup) is an open network that allows visitors to create an account and new EDUROAM
users to configure their device. As in Brazil all cell phones require the user to be identified,
we send an SMS message with the login and password to new users (visitors), and tie the
account to the cell phone number and document number. Both visitors and EDUROAM users
use the same authentication method, and this is not very easy to setup. The web site and
helper applications make this process less painful. The only difference between regular users
and visitors is that visitors use the VISITANTES SSID, while students and faculty (both from
UFF and federated institutions) use the EDUROAM SSID. The SMS is sent using an android
smartphone and the SMS GATEWAY application (SMS Gateway, 2013). The helper
applications use software from EDUROAM CAT (Winter, 2013)

6. Conclusions and Future Work
The development of SCIFI has been going on for three years. It has grown from a very small
core that allowed for efficient use of the spectrum by low-cost Access Points to a system
composed of many open-source package and a medium code-base. As every open-source
system, it needs to keep on evolving or die. Because SCIFI is being used in the institutional
wireless network of two large public institutions in Brazil means that some resources will be
available for its maintenance, but the creation of a larger user base will ease the burden for all
as problems will be found faster and solutions can be shared. One Brazilian maker of access
points is studying the addition of SCIFI to its products, which also bodes well for the
continuation of the project.
As a wireless controller, SCIFI works better than other free offerings, and has the added
advantage of being hardware agnostic. Compared to hardware implementation, it has a
significantly lower cost. In Brazil, the price of a SCIFI system with the same number of APs
is 1/30 of the price of the hardware implementation. This allows the creation of much larger
networks for the same budget. It is true that the hardware of major vendors is better than the
SOHO APs used in SCIFI, but because of the cost advantage is so great, more access points
can be installed, which null that disadvantage.
In fact, SCIFI calls for a paradigm shift. Instead of trying to minimize the number of APs
used to make the budget feasible, use as many APs as possible. Ultimately, this gives better
coverage, makes more bandwidth available to users and give more resiliency to the network
than the old approach. The self-configuration approach allows the dense use of APs while
maintaining low interference.
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The characteristics of an open-source project means that SCIFI is highly configurable. There
is a long wish list of characteristics that we want to add to SCIFI. Two of them are better
heuristics for starting self-configuration, and algorithms to use the wireless scan already done
to identify possible security risks or attacks to the wireless network. At UFF, the APs are
being adapted to do access control (by connecting them to RFID readers and electric locks)
and for security (by using wireless IP cameras for surveillance).
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Abstract
An overview of the concepts involved with identity federation, focusing specifically on it as a
means to complement the existing digital identity management infrastructure for research and
educational institutions in South Africa, is provided. The paper juxtaposes traditional identity
management ideas to the federated model. A description of the South African initiative to
establish a pilot Federation is described. The novelty of the South African initiative is the
approach that was followed. Specifically it has been driven in a top down fashion. This is
compared with other approaches in establishing Federated Identity Management within the
NREN community. The ultimate goal of which is to show the reader that several methods
exist to establish a federation.
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1. Background
Web based services, or services in general, require some form of authentication to provide
potential users with access. The classical approach that is followed by most service providers
(SPs) is to create and maintain a database of users. This approach has a couple of issues and
to investigate these potential shortcomings, the perspectives of the two main parties involved,
the users and the service providers, need to be analysed separately. They are briefly discussed
below.
1.1 The User's perspective
One of the main issues with each SP having their own database is that the users will have
multiple log-on credentials for each of the services that they are subscribed to. This, of
course, has security issues since the SPs can implement their user database in a variety of
ways, and in general the users cannot be guaranteed that their information is secure.
Furthermore, if users resort to reusing their username and passwords for all services, a
compromise on any one of these databases could potentially compromise all of their
accounts.
While the user takes primary responsibility for ensuring an effective password, the service
provider's choice of technologies can affect how easily their systems can be compromised.
Ideally the users will prefer to have the most secure system, but sadly not all SPs will be able
to cater for such needs.
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1.2 The SPs perspective
It is difficult to generalise for all service providers, but at least during the initial stages of
getting a service up and running, the focus is more directed to the service itself and not on the
user access to the service. User access in this case becomes a necessary add on for most
service providers. It becomes possible in such situations for service providers to have less
than the most secure user database.
Another aspect to consider for the service provider is that the service provider is primarily
interested in the attributes of users. The service provider can benefit greatly from reliable,
accurate information of its users. However, in the classical sense, the SP has no means to
validate the user's attributes since all of these attributes are “self-asserted.” And self-asserted
attributes limit the type of services the service provider can offer. For instance, if an airline
wanted to provide users with a discount if they are a student, this could not be easily catered
for with the classical attribute scenario.
1.3 The Third Perspective
Although the user and the service provider are the two main stakeholders in the classical
scenario, one further role-player needs to be considered. This is the identity provider (IdP).
Most institutions create and manage their employees’ user credentials for everyday
information and communication technology (ICT) tasks. Creating a user credential would
generally involve the collection of various attributes from the user himself/herself, but with
the added requirement that the user's attributes are verified in some way.
A lot of the issues discussed in the classical scenario, where the service itself maintains the
users' access credentials, could be overcome if SP allowed users to be able to access their
service using their work username and password. In essence, each institute or company
becomes a party that could provide identities to services providers, hence the term “identity
provider.” However, while theoretically using the credentials from an identity provider
seems like a simple solution, it comes with its own set of restrictions. These restrictions are
mainly legal that come about due to the nature of digital identities in general. Institutions
need to ensure that they comply with the various legal requirements around identities and will
therefore not be able to simply provide their identities to any service provider that requests it.
In most circumstances, when an institution requires a service from a certain service provider,
a one-on-one agreement between the two of them is created and the institution's users will
have access to that service alone. Leaving aside the scalability concerns for such bilateral
agreements, such a model would automatically exclude smaller services that are only needed
by select staff to be integrated to the institution's systems.

2. Federated solution
A Federated solution to identity management is one possible framework to allow the
credentials held by identity providers to be used by service providers. In essence it is a trust
framework between SPs and IdPs to allow the user credentials from IdPs to be used at SPs. In
other words, it is a group of identity and service providers that come together to share
identities between one another, where an agreed to set of policies and technologies govern the
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interaction between these entities.
The policy documents take into account the legal requirements that the IdPs and SPs need to
comply with and thereby allow the IdPs to participate in the federation without any legal
barriers. And so, when an IdP joins the federation, they will have access to all services within
the federation with the ease of mind that the services will not abuse their user's credentials.
1.1.

Advantages

The advantages of a federated environment stem directly from the discussion in the previous
section:
For the user, he/she can access multiple services with only the username and password
from his home institution. Additionally, he can be assured that all his interactions are
as secure as his home institution's systems.
The service providers have access to verified user attributes from identity providers.
The identity providers can provide their users access to almost any service within the
federation without any additional overhead for the ICT departments within the
organisation. Even small obscure services can easily be accessed in a federated
manner without hassle.
1.2.

Added Features of a Federated Identity environment

In addition to the advantages discussed above, Identity federations introduce several features
into a normal identity management system, which would otherwise be unavailable. The 2
most prominent of such features are single-sign-on and federated provisioning (van Vooren,
2007).
1.2.1. Single-Sign-on
This is arguably one of the biggest potential advantages of a Federated model, at least from a
user's perspective. The idea is that, within a single web session, the user will have access to
multiple services without having to login to each of them separately. Of course there are
various challenges involved as well, especially if a user has multiple accounts that he or she
wishes to use for different services. Additionally, since not all the services require the same
attributes, the Federation should have clear rules in how to deal with this (van Vooren, 2007).
1.2.2. Federated provisioning
Federated provisioning is the exchange of attributes from an identity provider to a service
provider in a federated environment. Even though authentication and authorisation occurs via
an identity provider, the service provider, in many cases would want to store attributes of
individuals accessing their system. The service provider uses these attributes to create local
accounts of user profiles in their underlying system. In a federated environment this exchange
can be automatically provisioned from the identity provider to the service provider without
the user having to intervene. This greatly simplifies the tasks of having to enter one's
attributes every time he/she wants access to a service (van Vooren, 2007).
1.3.

Limitations

The main limitation for an identity federation at the moment is that the technology is only
mature for web-based services. For non-web based services, development is on-going, and an
operational non-web based services being deployed in a federated manner may be realised
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within the next few years (TERENA, 2012). Practically, the lack of non-web based services is
not too much of a drawback for most federations as most services will not have a difficult
time in presenting their service through a web front end, although in many cases this would
be an inelegant way of solving the problem.

3. Research and Education (R&E) Identity Federations
Generally, the scope of the federation is limited to a certain field, both to allow for a more
manageable federation and to better focus its policies around a certain community. The
research and higher education community within a country is an example of such a limited
field. Globally, the R&E community is second only to the public sector in rolling out
federations (Hoerbe, 2012). They have been one of the active communities in contributing to
the development of technologies relating to identity federations (van Vooren, 2007). The
well-defined nature of the research and education community has probably helped drive this
trend. The map below shows the countries with pilot and active federations globally. As can
clearly be seen, the continent of Africa currently does not host any R&E federations.

Figure 4: Diagram indicating countries with R&E Identity Federations (adapted from REFEDS 2013)

1.4.

NRENs and Federations

It is often the case that a single organisation drives the adoption of federation within a
community, and within the research and education sphere that organisation is usually a
country's national research and education network (NREN). Due to its mandate, relationship
and positioning with a country's research and educational institutions the NREN is ideally
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suited to drive and host the federation services of a country. There are, however, a number of
notable exceptions to this rule such as the Australian Access federation which is its own
standalone entity, separate from the NREN of Australia.

4. Implementing an identity Federation
In general, an Identity Federation is formed when a group of institutions decide to come
together and establish a circle of trust to access services. This circle of trust depends on a
number of underlying technologies to enable it. These underlying technologies, the basic
rules governing it as well as some legal aspects of forming it, are documented to create the
policies of the federation.
The Federation is almost never static and members can enter, or even leave it. Additionally,
the policies can need revision over time and some services needed for the federation, like the
discovery service, should not be part of any of the member institutions of the Federation.
Given these reasons, a formal Federation operator can be formed to manage the network.
The following is a list of the main action steps required to kick-start an Identity Federation
initiative:
 Identify the scope of the Federation
The scope of the Federation generally identifies the institutions that will become part
of the Federation as well as the requirements for future institutions to join. For the
research and education field, this is generally quite easy to define.
 Choose a protocol to use within the Federation
The protocol used is the heart of the Federation and the choice of the protocol will
depend on various considerations including security, ease of implementation,
performance, possible future inter-federation options, etc. In the research and
education sphere, SAML is used exclusively in implemented federations.
 Identify a schema or a set or attributes to be used within the Federation
As mentioned previously, the attributes need to be agreed to between the SP and IdP.
And in general it is ideal to standardise on a set of attributes for the Federation.
EduPerson is one of the schemas that are popular in the research and education fields.
 Decide on the architecture of the Federation (optional)
This is a decision that may be made at the beginning of a federation, of later during its
implementation phase. In essence the decision comes down to whether or not a central
federation agent is recommended for the federation in question. This will be decided
by preference and sometimes by legal requirements. In any case, it is important to
decide on this as early as possible especially if a hub-and-spoke architecture is
decided on since a federation agent should be formed to manage it.
 Define the policies for the Federation
While the protocols and schema provide the technical foundation for federation, the
policies provide the trust mechanisms within the Federation and therefore ensure that
information can be used between institutions. In general the policies identify how
information can be used, what can and cannot be done with user's information, what
the responsibilities of each party in the federation is, etc. Most importantly though, the
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policies provide the legal framework to ensure that infringement of the policies can be
punished.
Once a group of organisations have defined the above 5 items, the only thing left to do is
implement the Federation. The large scale implementation is usually a slow task, and could
take several years depending on the enthusiasm of the member institutions. However, the
initial stages are the biggest hurdle in these kinds of initiatives and as long as a commitment
to form a federation is in place, its implementation can occur in a phased manner.

5. Implementing the South African Federation
Until recently each research and higher education institution in South Africa has been
operating autonomously without any real need for a federated infrastructure. However, a few
institutions recently started projects that allowed them to share resources between one
another. And while this project in itself did not warrant a federation to be created, these
institutions saw an opportunity to federate their identity management to allow easy access to
these shared resources. This led to the South African R&E Federation initiative to be kicked
off.
A workshop was held from the 6th to the 9th May 2013 in Stellenbosch, Western Cape to
introduce the research and higher education's ICT top management about federated identity
management. The workshop aimed to be an educational event with experts from the
international community explaining the intricacies of rolling-out a federation. Overall the
workshop was well received and the community showed an overall positive attitude to the
initiative.
5.1 Long term objective
One of the main outcomes of the workshop described above was the eventual creation of a
South African Identity Federation together with all the governance, policies and technologies
well documented and functional. The idea is that a self-sufficient entity will be formed that
will be driven by community. This is in keeping with the idea that a Federation is a
community initiative that no one entity has control over.
5.2 Pilot project
The first step in the long term goal of building an active federation is to run a pilot project
with the institutions that are willing to participate. Since the task of getting a federation up
and running is a complex task with various aspects to consider, the project structure shown in
Figure 5 was decided on by the community.
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Figure 5: Project governance structure for identity federation project

The outcome of this pilot project will be a test federation together with a proposal from the
project steering committee that will be taken to institutions with the goal that interested
institutions will join into the production federation.
1.4.1. Roles and Responsibilities
Each of the streams in the project governance structure was tasked with various actions.
These are briefly described.
Responsibilities of the Project Manager:
 Managing the various streams
 Reporting progress of the project to the steering committee
 Drawing up a proposal for taking the Federation into production
The Governance stream will define and/or provide recommendations on the following:
 Business Model and Strategy for the final federation
 Model that will be used to fund the production federation
 Scope/Boundaries of the federation
The Policy stream's has been tasked to:
 Draft an initial policy
 Decide on the attributes/attribute release policy needed for the federation
 Define the Level of Assurance (LOA) needed from institutions
 Decide how consent will be handled
 Define the roles and responsibilities of each member institution.
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Decide whether inter-federation needs to be considered from the outset, and what the
implications of that decision will be.

The Technical stream has been tasked to familiarise themselves with the available
technologies in rolling out Federation and make recommendations on:
 Protocol for the Federation.
 Architecture for the Federation.
 Implementing a pilot of willing institutions.
 Identify potential use cases for the Federation.
 How to inter-federate with other countries?
 The schema used for the federation.
The responsibilities of the Marketing and Communications stream are to:
 Define the Vision/Mission of the Federation
 Draw up official communications to stakeholders
 Help sell the Federation at the right level
The Steering Committee is officially responsible for taking the Federation forward in South
Africa. Specifically, they need to:
 Guide the PM and streams to move federation from a conceptual phase through a pilot
phase and eventually into a production system.
 Ratify the proposal that can be submitted to member institutions regarding Federation.
5.3 Envisioned challenges
Specifically for South Africa, a number of challenges have been identified in making this
federation a success. It should however be noted that these challenges will not be applicable
to all potential institutions and it will be an ongoing effort to grow the federation in the
future. These challenges are stated here to give an idea of the potential environment that this
Federation will be implemented in:
1. ICT Culture: As a gross over generalisation, the ICT environment in South Africa
(and globally) is conservative and risk averse. It will be a challenge to show that
sharing an institution's identities will be beneficial in the long run.
2. Legal issues: This is a grey area at the time of that this document is written. South
Africa's laws around identity and information privacy are primarily geared to the nondigital sphere. This is slowly changing with the introduction of recent legislation that
is said to deal with digital information and privacy more specifically. These laws need
to be taken into account when implementing a federation. In general the federation
needs to take account of user consent, user privacy, accuracy of identity information,
and security of processes.
3. Funding: As stated previously, the governance working group shall identify the best
model that needs to be employed to fund the federation in the long term. At least for
the short term though, someone is needed to fund the initiative. At the moment, it
looks like the South African NREN will fund the project in the short term.
4. Knowledge: While dissemination of knowledge through the introductory workshop
and at other conferences has occurred, a ramping up of these efforts is needed as most
of the community is in the dark about federation. In particular, it is envisaged that
informing the end users about Federation will be challenging. This will be one of the
focus areas that the marketing and communications streams will need to overcome.
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6. Implementation approaches
The initiative kicked off in South Africa followed a top down approach where the focus was
on getting IdPs to be interested in a federated model by getting buy-in from the ICT
management within the IdPs. This is not the only approach that can be followed and many
existing federations were grown organically from the ground up.
As discussed previously, any SP and IdP can form bilateral agreements with one another to
grant an IdP's users access to the SP's service. However, since there are only a few technical
options to implement access control between an SP and an IdP, the parties involved would
generally opt to use methods that they have had prior experience in. Hence standards such as
OAuth and SAML become widely deployed.
The creation of a federation can be easily pictured as the natural evolution of such a scenario
where IdPs and SPs, with a narrow focus, decide to formalise the informal decision to stick
with a simple standard. This of course is a greatly simplified analogy, the point of which is to
make it clear that the bottom up approach can result in the creation of an identity federation
as well.
Generally, both the bottom-up approach, and the top down approach is necessary to create a
federation. The bottom up approach is usually driven by the technology and the top-down
approach focusses largely on the policies and governance, but as we have seen before, both
the policy and the technology is necessary to create a working federation.
In most cases where the bottom up approach is followed, the IdPs and SPs that already use a
given technology acts as the pilot implementation for the federation. In contrast, when a top
down approach is followed, a pilot implementation will need to be created with a group of
IdPs and SPs as a proof of concept.
Practically the top down approach is necessary when the institutions' approach to access
control for services is widely varied and disjoint, e.g. South African Universities. The bottom
up approach comes about, when a widely distributed service requires a standardised form of
access control to their systems from multiple institutions, e.g. the Grid. However, there is no
“correct” approach and federation is an example of when the path that is chosen is not as
important as the destination that is reached.

7. Conclusion
Currently South Africa is well suited to begin the discussion around forming a federation.
The country's NREN has been steadily growing the research and higher education network in
the country. Additionally, there is sufficient need from the community to form a federated
identity management system, especially from large science projects like the Large Hadron
Collider (LHC), Square Kilometer Array (SKA) and South African GRID initiative. And
finally, the technologies relating to Identity Federation have become quite mature and well
tested and support from the rest of the community is readily available if needed.
The project team created for this initiative has the community support that it requires as well
as a sound project governance structure which should contribute to the success of the project.
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Abstract
The long wait for high-speed access to the Internet is finally coming to an end. National
Research and Education Networks (NRENs) are being connected to the rest of the world
through high-speed fiber optic cables. This paper focuses on NREN security with Uganda
Christian University (UCU) as a case study. It discusses how regional and national reseach
and education networks will signifiantly lower bandwidth costs for the member institutions. It
goes ahead to discuss the initial UCU ICT infrastructure, security practices and
implementation, and then suggest recommendations based on lessons learnt and experiences.
Key words: NREN, 802.1x protocol, PacketFence, OpenLDAP and Network Security

1. Introduction
The number of devices connecting to the Internet has increased tremendously; Internet usage
statistics show an overall increase in Internet penetration in the world, with a percentage
penetration of 34.3% and an overall growth of 566.4% between 2000 and 2012 (Internet
World Statistics, 2012). Developing countries are most certainly not being left out as they are
also registering increased numbers of Internet users. All sectors have been affected positively
by using Information and Communication Technologies (ICTs) to provide better services.
The education sector has not been left out as in the past few years, National Research and
Education Networks (NRENs) have been increasing in number and expanding in operation
globally. In Africa, about 20 countries were reported to have either established or were in the
process of establishing NRENs by 2009 (Boubakar, 2009). This increase was even more
evident with the launching of the AfricaConnect Project (Tamsin & Maurice, 2012) which
aims to establish high capacity Internet network for research and education in Southern and
East Africa.
Research and Education Network of Uganda (RENU) – the Ugandan NREN - was born in
2006 to bring together public and private research and higher education institutions in
Uganda whose core mission is to provide a better education and research environment geared
towards the development of the country (UbuntuNet Alliance, n.d.; RENU, 2012). Research
and Education Networks (RENs) in Uganda are in advanced stages of implementing their last
mile connectivity to the National Backbone Infrastructure (NBI) of the government which
will be the main infrastructure for RENU. This is to make sure that all RENs are ready for the
167

AfricaConnect project implementation which is going to significantly lower the bandwidth
costs to about a third of the current Ugandan market price.
According to a press release (Tasmin & Maurice, 2012), the Pan-European research and
education network, and UbuntuNet Alliance, the regional research and education network for
Southern and Eastern Africa, announced the launch of UbuntuNet Network, a high-speed
Internet network connecting scientists and academics throughout Southern and Eastern Africa
to peers in the region and to Europe, the first network of its kind in Africa. Mangheni (2012)
estimates that bandwidth costs to NREN members in Uganda through the AfricaConnect
Project will drop from the current US$630 per Mbps per month to about US$170 per Mbps
per month. This means that if an NREN member uses 2Mbps per month, a semester payment
for Internet will be able to drop from the current US$5,040 to about US$1,360. However,
each member will need to meet their own last-mile fibre connection to the National Fibre
backbone through which the NREN shall be accessing RENU services in future. Mangheni
(2012) also adds that RENU is partnering with the National IT Authority for Uganda (NITAU) with the aim of utilising NITA-U’s national fibre backbone infrastructure to create a
countrywide network.
If the AfricaConnect project is successful, typical issues of unlimited bandwidth will be
history and the network bottlenecks will be transferred to end-users. In most cases, it is
possible to embrace and appreciate the differences in technologies in terms of the network
infrastructure because it is not very clear what each of them has to offer in terms of
supporting applications. Varadharajan & Katsavos (1996) noted that, “the development of
new applications such as networked multi-media, desktop video-conferencing and
entertainment services accelerates the demand for broadband services.” RENU initiative is
going to increase the need for the interconnection of Local Area Networks (LANs) and
providing high speed information transfer is becoming a strategic necessity for many
institutions to support their growing number of workgroups based on backbone-type LANs
and the need to conduct more research, innovation and easy access to information.
There is going to be a dramatic change in the nature of network traffic which will likely lead
to interconnections at very high-speeds to Mbps and even Gbps. This of course comes with
network security challenges both in design and application services and the NRENs need to
implement mechanisms to counter those challenges.
Network security consists of provisions and policies adopted by a network administrator to
prevent and monitor unauthorised access, misuse, modification, or denial of a computer
network and network-accessible resources. Network security involves the authorisation of
access to data in a network, which is controlled by the network administrator (Network
Security, 2013).
Uganda Christian University (UCU) is a member of RENU and this paper looks at UCU's
past and current network security practices for both wired and wireless networks and suggests
a way forward for other NRENs.

2. Initial ICT Infrastructure at UCU
UCU became a University in 1997 and during that time, it had approximately 100 second
hand computers with no Wireless Local Area Network (WLAN). About 60% of these
computers were networked leaving 40% standalone and this network was in a few offices and
student teaching computer laboratories. This small network was comprised of basic layer two
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switches and category 5e Ethernet cabling which was limited to 10/100Mbps. This network
was not secured in anyway, meaning that anyone with physical access to the network would
just connect and gain access to the network resources – this would be termed as a ‘plug and
play network’ as indicated by Nsiko (2013).
Nsiko (2013) further stated that UCU network grew overtime and five years later, around
2002, the network expanded to over 300 networked computers for both students and staff.
The expansion covered both wired and wireless, however, wireless was covering just 10% of
the entire campus. Wired network was still unsecured, meaning everyone would just connect
a device on the network with ease and access all the network resources. Wireless network
was secured using Wired Equivalent Privacy (WEP) which is supported by virtually all
802.11a/b/g equipment . WEP uses a 40-bit key to encrypt data between the access point and
client in such a case, the key must be entered on the Access Points (APs) as well as on each
of the clients. For one to be given access to the WLAN, he/she would be required to
physically visit the University Computing Services office and the Network Administrator
would physically key in the wireless key for the user.
Currently the network has grown to approximately 13,000 both wired and wireless registered
network devices/nodes, with wireless covering 60% of the campus that are centrally managed
by PacketFence. A brief overview of the current registered and unregistered devices/nodes is
shown in Figure 2.1.

Fig: 2.1 Uganda Christian Universities Registered and Unregisterd Network nodes
(Source; UCU PacketFence)
2.1 The Problem
WEP provided an authentication mechanism while also adding some privacy to the network.
According to Pietrosemoli et al (2011), WEP is not the strongest encryption available and this
is because a WEP key is shared between all users. If the key is compromised, for example if a
user tells his/her friend what the password is, or if an employee is let go, then changing the
password can be prohibitively difficult, since all APs and client devices need to be changed.
This was hard to contain and the key was easily circulated to the entire community and even
non university students or staff would easily get access to the network as long as they had a
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student friend who would be willing to give them the key, sometimes even at a small fee. The
ICT department was forced to rethink and come up with other solutions to the problem.
2.2 The solution
In order to have a secure network, UCU has been implementing different solutions which
include Pfsense and PacketFence which are all based on Open Source software.
2.2.1 Scenario 1: WiFi Security using pfSense
With the rapid increase in the number of mobile/portable devices on the network, the
University ICT Services department realised a need to enhance wireless security by
introducing pfSense for students. Pfsense is a free , open source customized distribution of
FreeBSD tailored for use as a firewall and router (PFSENSE, 2013). In addition to being a
powerful, flexible firewalling and routing platform, it includes a long list of related features
and a package system allowing further expandability without adding bloat and potential
security vulnerabilities to the base distribution. Since the nature of the LAN was flat with no
segmentation in place, it was very difficult if not impossible to have one central server for all
the access points on the campus. In this case only one segment was secured using Pfsense.

Fig 2.2: Topology of PfSense installation on the LAN (Source: Developed by researchers)

Pfsense box has two network interfaces with one pointing to the LAN and another one
pointing to the WLAN serving the network where all the access points are installed. All users
- in this case students and staff - who were intending to connect to the Wi-Fi network had to
first visit University ICT Services (UIS) and have the physical addresses, that is, Media
Access Control (MAC) addresses captured and entered into the captive portal of pfsense.
However, captive portal authentication was being by-passed because there was no
authentication system in place. In this case, access to the Wi-Fi network was based on the
MAC address of the device and it was discovered that students had identified vulnerability in
this setup and could fake MAC address and give themselves access to the network without
necessary visiting UIS, meaning even non University students would gain access to the
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network and cause havoc. This setup was only for the wireless network, meaning that the
wired network had no form of security.
Ou (2005) states that MAC filtering is like handing a security guard a piece of paper with a
list of names. He gives an example of someone coming up to the door in order to gain entry;
the security guard looks at the person's name tag and compares it to his list of names and
determines whether to open the door or not. The problem with this kind of security is it is
easy to manipulate. In comparison to a wireless LAN, in a very short time a sniffer/hacker
can easily copy an authentic MAC address, paste it to their device and use it to gain access to
the network. This is a very common security practice in many institutions despite the security
risk.
2.2.2 Scenario 2: Current Network security using PacketFence
UCU currently uses PacketFence to provide security for both wired and wireless devices
connecting on the network. PacketFence is a fully supported, trusted, Free and Open Source
network access control (NAC) solution (PacketFence, 2013). PacketFence is rich in features
like captive-portal for registration and remediation, centralised wired and wireless
management, 802.1X support, layer-2 isolation of problematic devices. It can be used to
effectively secure small networks and very big heterogeneous networks of all kind.
Initially UCU was using PacketFence without OpenLDAP basing only on MAC address
filtering because of the nature of the network setup which was basically flat with no
segmentation. This setup was completely weak in terms of security meaning that an attacker
could easily sniff the network and capture valid MAC address which he/she would use to
gain access as a legitimate user.

Fig 2.3: PacketFence Implementation with OpenLAD

PacketFence with OpenLDAP gives a stronger security mechanism which gives users access
to the network using email addresses together with passwords as usernames and physical
addresses of the device connecting to the network. In this case study, email addresses are
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issued to registered students and staff of the university. Devices are registered basing on the
OpenLDAP authentication using the email addresses and passwords issued upon registration
via the captive portal.
When a device tries to get access to the network, PacketFence firewall captures the details via
MAC address and redirects it to captive portal firewall. Captive portal prompts for user name
and password and acceptance of the policy agreement. If the user does not exists on the
OpenLDAP server which is acting as an authentication server, he/she is denied access and if
he/she is a valid user the request is sent to snort which also checks for violations on the
device. Once the device is found free of violations and conforming to the policies defined in
snort, it is then allowed to access the web page being requested and if the device has
violations, they have to be cleared first before it can access the web page. Forms of violations
include: viruses, peer-to-peer programs like BitComet, BitTorrent, and uTorrent.

3. Experiences from managing Campus Network
Managing a campus network is one of the most challenging tasks because new problems are
encountered all the time. This is because being an academic institution, Computer Science or
Information Technology students always want to try so many things taught in class on a live
network and in the process, they end up creating a lot of problems to the Network
Administrator. A typical example, creating network loops on a wired network brings the
entire network down especially where basic layer two switches are used. Tracing such a
problem is very hard on a huge network with over 600 data points, on a network which is flat
with no segmentation and with no intelligent devices to detect and isolate the problem. Such
problems can take a very long time before they are fixed and in many cases the entire
network has to be brought down. Also administering a network with limited bandwidth is
quite challenging where end-users expect high speeds while accessing the Internet.

4. Conclusions and Recommendations
RENs need to take network security seriously because it can make end users either frustrated
or happy with services offered. NRENs need to build capacity of technical staff (like
Network and Information Security experts) so that they are able to build and manage secure,
reliable and robust networks. There is a bigger need to create awareness towards management
so that they embrace NREN demands in building and securing the network.
Since NRENs are likely to out-compete commercial Internet Service Providers, it is
important for them to safe guard their physical infrastructure against sabotage from
competitors but at the same time secure from other forms of environmental hazards like road
construction.
NREN members should consider building networks with smart/intelligent devices which can
handle problems like network loops and network segmentation right from the access level.
The use of Free and Open Source Software (FOSS) should be encouraged among NREN
members because operational and support costs are lowered yet security is still achieved.
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Abstract
In this paper, the author describes a potential application that exploits the White Spaces
identified in the UHF television band in Malawi to be the channel to connect to University
digital repositories based on the DSpace architecture. The Malawi TV White Spaces (TVWS)
network was deployed from the 11th September, 2013 in Zomba district (University town),
with three stations as pilot in key economic sectors namely; education, security and seismic
monitoring and mitigation. St. Mary’s Girls Secondary School is one of the pilot stations in
the education sector. The ICT-teacher at the school was trained and certified ready to support
and sustain the TVWS deployment and the applications running on the TVWS infrastructure.
This paper reports on the access that the TVWS network is providing to the senior level
students (Form III and Form IV) from the School’s Computer Lab to the University of
Malawi’s DSpace at Chancellor College Campus Library. A parametric study of the link
performance between St. Mary’s and Chancellor College show data rates up to 700kbps in
terms of downstream application data throughput and a per second packet rate of 60,
provided that the TVWS base station (BS) is wireless backhauled to a dedicated 2Mbps
internet bandwidth stream and that the TVWS link at UHF channel 31 (554 MHz) from the
BS to St. Mary’s client premise equipment (CPE) measures a Signal-to-Noise Ratio (SNR) of
25.98 dB.

Keywords
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1. Introduction
A DSpace is an open source dynamic digital repository. While its benefits are clear from the
Submitter (S) through the Collection Curator (CC) to the End-user (E) (data retrieval); the
assumption in the DSpace architecture is that there is an infrastructure to connect S-CC-E and
by extension provide for the fabric of a typical DSpace community. A community is the
highest level of the DSpace content hierarchy and corresponds to parts of the organization
such as faculties, departments, labs, research centres or schools. The author herein discusses a
potential application in the Malawi TVWS project that is aimed at providing broadband
connectivity to rural Malawi at affordable cost using the identified gaps (White Spaces) in the
television (TV) UHF band thereby filling the gap created by the assumption in above.
White Spaces refer to the identified gaps in a given radio spectrum or band. The gaps are
sometimes referred to as idle channels or “blank spaces,” existing at the level of the Additive
White Gaussian Noise (AWGN) in a given radio or wireless system, with reference to the
dBm level, mostly below the sensitivity level of the radio. Key to the White Spaces
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technology is spectral sensing and database look-up capabilities.
1.1 Spectral sensing
Spectral sensing is a cognitive radio technique that monitors transmissions on particular
channels and reports when the channels are busy. A spectral sensing device monitors while
using the spectrum itself. With this capability it is possible to develop an autonomous, selfcontained device that is simpler and less costly to build and may be used anywhere. The
device must be able to sense signals that are hundreds of times weaker than a TV station.
Through the Malawi TVWS project, rigorous spectral sensing exercise was carried out from
November 2012 to April, 2013 where results showed abundant potential to use the TVWS
technology in Malawi (Zennaro et al., 2013)
1.2 Database look-up
Database look-up is the capability in which a device determines its location through GPS or
other means and consults a dynamically updated database with information on which
channels are free in a given site or region. The device then knows which channel to use.
Motivated by this opportunity, (Murty, R. et al.,) presented SenseLess, a database-driven
white spaces network. As suggested by its very name, in SenseLess, WSDs rely on a database
service to determine white spaces availability as opposed to spectrum sensing. The database
service uses a combination of an up-to-date database of incumbents, sophisticated signal
propagation modelling, and an efficient content dissemination mechanism to ensure efficient,
scalable, and safe white space network operation.
The rest of this paper is organised as follows. Section 2 is the description of the Malawi
TVWS network. Section 3, is the description of the Chancellor College DSpace in terms of
implementation and the access links. Section 4 presents the results in terms of a typical access
scenario, performance metrics and comments from the beneficiaries. Finally, conclusions are
made in Section 5.

2. Description of the Malawi TVWS Network
The Malawi TVWS network topology assumes a star configuration. It has a single base
station and three client stations as shown in Table 1.
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Table 1: Station Identification in the online Operation and Management Center (OMC)
Terminal

Description

Station Name

CST00162

ICTP CPE 162

St. Mary’s Girls Sec School

CST00163

ICTP CPE 163

AirWing

CST00164

ICTP CPE 164

GPS (Seismology Dept.)

CSB00490

ICTP Base 490

ZA TVWS Base station

2.1 Station design and description
Each station comprises client premise equipment (CPE) and a Yagi-Uda type of antenna
mounted outdoors and powered by a UTP cable that terminates into an indoor Power-overEthernet (PoE) adapter. Additional station devices include a LAN switch and ALIX board
(functionality discussed in later sections).
The TVWS base station is an indoor device, ultra-low power consumption compared with
cellular base stations. It transmits using a huge monopole antenna (case of Carlson radios)
mounted outdoors at a height based on rigorous computations or simulation per design
coverage and link quality of the star topology.
Internet provision in the case of the Malawi TVWS pilot network is via a dedicated
2Mbps wireless backhaul as shown in Figure 1 (a).

(a) Malawi TVWS Pilot Network: Showing Only
One Client Station (St. Mary’s Sec School)

(b) St. Mary’s CPE
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(c) Malawi TVWS Base Station Located at the GPS (d) Form IV student writes instructions on how
Coordinates: -15.376415S, 35.318349E
to access the DSpace (DSpace navigation) or
simply hit http://dspace.cc.ac.mw:8080/jspui/
Figure 1: Malawi TVWS pilot network diagram and deployment scenario at one station (St. Mary’s Sec.,
School)

1.1.1 Installation of Voyage Linux and configuration of the network interfaces on
ALIX Board
Voyage Linux was installed on the ALIX board using the procedure described at the
subsequently given site http://linux.voyage.hk/content/getting-started-v08x (sections 1 and 2
should be enough).
After successful installation, Voyage Linux was mounted (with the compact flash (CF) card
still connected to the Linux machine used for the installation) on /mnt/cf (the mounting point
set in the installation configuration). Then, one network interface (eth0) was enabled and
given an IP address (192.168.3.9) so it could be possible to SSH into the ALIX when it is
booted. This is the private network where all the other boards one the TVWS pilot network
diagram are configured to be on. The configuration was saved, un-mounted the CF card and
slotted it into the ALIX board and booted. Finally, it was possible to log on to the ALIX
board using SSH.
The SSH configurations are as follows:
IP: 192.168.3.9
User: root
Password: voyage (this is the default, so remember to change as soon as possible using
passwd)
The other interfaces (eth1 and eth2) were also configured. The interface eth0 connects to the
client radio (the CPE) and interface eth1 was configured to be providing dynamic IP
addresses in the range 192.168.0.5/ to /240 to computers on the client side using DHCP. The
DHCP server used was dnsmasq whose configuration file is /etc/dnsmasq.conf. The interface
itself has IP address 192.168.0.1. The last interface (eth2) was left with a static IP address
which can also be used to SSH into the ALIX board with the above credentials.
Note:
i. eth2 can also be configured to provide DHCP.
ii. dnsmasq uses the TVWS base station wireless backhaul nameserver for resolution.
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A typical usage scenario at St. Mary’s is captured in Figure 2 below.

(a) Station gear comprising a PoE, ALIX
board, and Netgear LAN switch

(b) Sandra Khasu, 13 years old Form 4
connects a TVWS UTP cable to the PC
Ethernet card

(c) Shereen Manjombe, Form IV fixes a (d) Martin Thodi, Malawi TVWS researcher,
faulty PC memory card
assists the girls to access the DSpace and
create emails using the White Spaces
Internet
Figure 2: TVWS station at St. Mary’s Girls Secondary School deployed in the computer laboratory

3. Of the Need for Digital Repositories at Chancellor College
Chancellor College is a constituent College of the University of Malawi
(http://www.cc.ac.mw/). It’s library management has recently been responding to the pressure
of access as described in Matto, G. & Bwabo M. (2012).
The study by Matto G. & Bwabo, M. (op.cit. ) revealed that despite the fact that each Higher
Learning Institution (HLI) had a library, but the seating capacity did not keep pace with the
increasing number of students enrolled each year. There are also numerous challenges such as
opening and closing hours, lack of variety and updated books in various study disciplines,
and involvement of a lot of manual search for books. The turning point for the above
mentioned challenges is to establish digital library (Matto, G. & Bwabo, M., op cit.).
However, digital library implementation fall into doldrums because of the following
identified factors; shortage of funds, low technology, power rationing, inadequate
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Information and Communication Technology (ICT) tools in the libraries, shortage of skilled
personnel who can start and run digital library, unstable network infrastructures, and high
cost for internet bandwidth. The study calls for deliberate action to implement digital libraries
especially in HLIs in order to harvest the prospects of digital libraries in enhancing access to
learning materials and consequently improving students’ academic performance.
3.1 Chancellor College DSpace
An interaction with the Malawi Libraries Consortia (MALICO) at its 10 years celebration
revealed that DSpaces were tested in some Colleges and Universities as solutions for digital
repository implementation and access. At Chancellor College, a server was configured and
mounted with DSpace software appropriately configured to host various digital data from all
possible communities. DSpace is an open source repository application that is free,
customizable, out-of-the-box and supports large community, all institution types and any
digital
content.
The
Chancellor
College
DSpace
is
accessible
at
http://dspace.cc.ac.mw:8080/jspui/.

4. Results
With the network setup as per design and all configurations running alright, it was necessary
to carry out some measurements on and off-peak hours with and without traffic on the
network in order to determine the performance of the network. The performance results are
discussed in two subsections namely; performance metrics and comments from beneficiaries.
4.1 Performance metrics
The basic performance metrics included SNR for the link which correlated with the level of
the received signal strength (RSSI) shown by LEDs at the CPE. In simple terms, an SNR
equal to 25 dB or more implied a maximum of four LED count on the CPE and an SNR < 10
dB was equivalent to one or no LED count on the CPE. This indicated the link quality. In
terms of throughput and packet rate, two independent approaches were used. The first
approach was to use the integrated algorithm/solver in the OMC of the TVWS base station. It
plots performance graphs accessible via a web interface just like many wireless access points
or clients do. These graphs are good for viewing but to manipulate them for scholarly
purposes is often difficult and the accuracy of its captured data requires verification. As such,
it was necessary to develop a custom script that would be loaded on ALIX boards at each
station, to do, precisely one task i.e. measure throughput and packet rate (with the capability
to sniff each packet and isolate desired packets for further analysis). Such a script (we named
it netmon.py) was written using the Python programming language. Results show that using
netmon.py script, downstream data rates around 200kbps were measured as shown in Figure
3 (a) whereas observations in the OMC, downstream data rates up to 700kbps were achieved
as shown in Figure 3 (b). The time stamp on both graphs coincide with GMT but the data was
taken on different dates (31st Oct for OMC and 1st Nov for 2013 for netmon.py script).
Future work will attempt to compare (with controlled parameters), the data measured by the
netmon.py script to that of the OMC.
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(a) Using python net-monitoring (netmon) script (netmon.py) running at the station ALIX
board

(b) Using the Operation and Management Centre (OMC) for Neul and now migrated to
Carlson
Figure 3: Performance metrics (SNR, Throughput and Packet Rate) using python and OMC
4.2 Comments from the beneficiaries (Form IV Students)
On 31st October, 2013, the author of this paper and his research expert assisted three Form IV
girls to create email addresses using the internet facility provided by the TVWS. The students
were selected due to their active idea, fearless engagement with professionals and curiosity to
know more about their own fields of study, the usefulness of TVWS and a possible
exploration on their future University study programmes of their interest (Law for Sandra and
Engineering for Elizabeth). A simple email was sent to them by the author to prompt
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responses that would give an indication on the usefulness of the TVWS internet access at the
school. Below are some few selected responses and interactions which point to benefits this
technology is likely to achieve now and into the future generations.
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5. Conclusion
In this paper, TV White Spaces has been described as a potential technology to support
education, particularly in the improvement of access to study and research materials in
DSpaces. The performance of the TVWS network that was designed and deployed in Malawi
has been discussed to provide future benchmarking platform for other countries or institutions
that desire to exploit the technology for low cost broadband connectivity. Internet provision
and DSpace application access at St. Mary’s Girls Secondary School proves to be pivotal to
the academic success for the students at this school. Future work aims at increasing the
number of applications and examining the network performance in handling balanced and
unbalanced traffic loads over the network.
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Abstract
The proliferation of not for profit associations called National Research and Education
Networks (NRENs) on the African market particularly in the area of Broadband Internet
provision has made commercial Internet Service Providers (ISPs) develop apprehensions
against NRENs. What is happening is that NREN’s are being viewed as competitors by
commercial ISPs. However, the truth of the matter is that commercial ISPs should consider
NRENs as incubators of technology users that will grow their market base. In the absence of
this realisation by commercial ISPs, NRENs are likely to face stiff competition which will in
turn adversely affect the survival of NRENs. This paper suggests measures that NRENs
should employ to survive in a competitive African market.
Keywords: Survival of NRENs, Competitive market of Africa, NRENs, ZAMREN, ISP

1. Introduction
In Africa and particularly Zambia, the area of Internet provision has in the past years been
dominated by commercial ISPs until fourteen years ago. The first NREN to be established in
Africa was Kenya Education Network (KENET) in 1999 and the second one being Tertiary
Education and Research Network (TENET) of South Africa which was established in
May 2001. During the period when there were no NRENs, commercial ISPs had been reaping
huge profits not only from cooperate organizations but also from education and research
institutions. For example, in Zambia, the cost of 1Mbps of bandwidth before the
establishment and operationalisation of Zambia Research and Education Network
(ZAMREN) was between US Dollar five thousand to six thousand ($5,000 to $6,000). This
has now dropped to US Dollar nine hundred ($900) and is further likely to drop once the
AfricaConnect project is completed. This development has created apprehension among
commercial ISPs and has also resulted into a very stiff competition among commercial ISPs.
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In general, NREN’s Internet commodity is subsidised through donor and Government support
established through partnerships within the country and outside the country. For example, the
operationalisation of the Zambia Research and Education Network (ZAMREN) was
supported by the Netherlands Government through its agency, NUFFIC through a total
funding of about Euro two million two hundred forty nine thousand, while the UbuntuNet
Alliance is providing peering services at the London and Amsterdam Internet Exchanges
(Martin,2012). The Government of Zambia through an ICT regulator, Zambia Information
and Communications Technology Authority (ZICTA) funded the cost of last mile
connectivity for University of Zambia, Copperbelt University and Mulungushi University at a
total cost of US Dollar five hundred twenty (US$520) and a further US Dollar three hundred
sixty thousand ($360) for the AfricaConnect project. Zambia Electricity Supply Corporation
(ZESCO) is providing 1.5Gbps bandwidth for local transit at no cost and the three major
public universities, University of Zambia, Copperbelt University and Mulungushi University
are also supporting ZAMREN in different forms.
Other notable NRENs that have been established through similar mode of funding like
ZAMREN and are thriving in Eastern and Southern Africa include the Kenya Education
Network (KENET) of Kenya, received a total of funding of US Dollar one million for its
establishment from USAID and the Tertiary Education and Research Network (TENET)
of South Africa, which was established through grants from the Andrew W. Mellon

Foundation and the Atlantic Philanthropies totaling about US Dollar two million.
NRENs develop many specialised and advanced services for research and education
communities as well as developing a pool of world class technical experts (ASPIRE,
September 2012) which commercial ISPs find hard to provide. An example of an advance
service which NRENs have installed and are providing to their users is the Education
Roaming (EDUROAM). This service provides accessibility to ICT services to mobile users
wherever the service is available without a user having to pay for connectivity. Furthermore,
NRENs provide capacity building in form of skills transfer to most of their member
institutions through different technical trainings at almost no cost to the institution. The
concept of skills transfer is meant to empower institutions to manage their network resources
well and also to offer user support. By their nature, NRENs are well placed to form linkages
with other NRENs within Africa and outside Africa which supports capacity building as well
as accessibility to aid. All this is lacking in commercial ISPs. Any technical support and
training that commercial ISPs offer has to be paid for by the client.
As a result of the above, NRENs are able to provide low prices for broadband Internet
connectivity to education and research institutions which traditionally have low Internet
budgets and some are in geographically difficult areas which commercial ISPs cannot reach.

2. About Zambia Research and Education Network (ZAMREN)
Zambia Research and Education Network was registered in the year 2007 as a not for profit
association and was operationalised in June 2012 when ZAMREN was connected to
Ubuntunet Alliance PoP in South Africa. ZAMREN is the first and until now, it remains the
only NREN land locked/linked to operate a cross border network connecting to Ubuntunet
Alliance PoP via Mtunzini U-HUB (Martin, 2012). The bulky carrier of ZAMREN’s Internet
commodity is the CEC Liquid Telecom as known in Zambia. It has six (6) full time
employees. Its network is currently concentrated in three provinces/regions, namely Lusaka,
Central and Copperbelt.
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Figure 1: Map of Zambia showing Provinces
Currently ZAMREN has a total number of twenty active members and seven passive
members. The passive members are those institutions which have applied for membership
and have paid for their full membership but were not accessing any of ZAMREN’s network
services. While active members are those institutions that have applied and paid for their full
membership and were accessing ZAMREN’s network services.
The total international capacity for ZAMREN stands at 200Mbps while its local Google
cache capacity varies between 60Mbps and 100Mbps. ZAMREN is poised to grow its
membership base to thirty (30) by 31st December, 2013. Figure 1.0 below shows ZAMREN’s
active membership and their current bandwidth utilisation.
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Bandwidth in Mbps/Kbps

Name of Institution

Figure 2.0: ZAMREN’s membership and bandwidth utilisation

3. The Problem
Since the formation and operationalisation of ZAMREN, Zambia has seen an increase in the
uptake of Internet among education and research institutions. In the past, bandwidth was
exorbitant for most education and research institutions (Mbale, 2006) and the highest
bandwidth was procured by the University of Zambia (UNZA) at 8Mbps, Copperbelt
University (CBU) at 4Mbps and Mulungushi University (MU) at 1Mbps. The rest of the
institutions used to procure bandwidth in Kbps. With low bandwidth pricing being offered by
ZAMREN the scenario has now changed with the least institution procuring 1Mbps of
bandwidth while the Copperbelt University is leading with 100Mbps. The Internet is
provided only at workplaces while most users of this Internet have become mobile and they
want to be connected all the time and anywhere. Because of the good speeds that ZAMREN
is providing, users want an NREN network that is available, reliable and usable (ARU).
Institutional users need more support from technical staff to enable them use the Internet fully
while their technical staff also require more skills to manage the bandwidth. On the other
hand we see commercial ISPs providing WI-FI Internet through the use of Dongles and 3G to
all mobile users while NRENs do not provide this service to mobile users.
Arising from the above, commercial ISPs view NRENs as their competitors who are there to
take away their much dominated market share for some years now. On the other hand,
NRENs aim at making broadband Internet connectivity affordable for the education and
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research institutions and also to incubate students to become potential consumers of Internet
for commercial ISPs upon graduation. Commercial ISPs are also lowering bandwidth prices
to remain afloat creating a situation where bandwidth pricing will no longer be a factor but
services being offered. Additionally, commercial ISPs are working hard to win back their lost
customers with other incentives that would lure the customers to their side.

4. The Approach
Realising the above problems, the researcher decided to conduct a survey to elicit client’s
views from amongst ZAMREN members through a questionnaire and a total of thirteen
questionnaires were sent. The specific objectives of the survey were to obtain the views of
ZAMREN members on the services being offered by ZAMREN, their levels of satisfaction
with services being offered by ZAMREN, the period they had been with ZAMREN and the
reasons they had been changing ISPs, if they were happy with ZAMREN’s Internet provision
and pricing, the amount of bandwidth they procured before ZAMREN and the bandwidth
they were procuring from ZAMREN, if their complaints were being handled professionally
and technically, if they could rate what mattered to them in terms of (bandwidth pricing,
stable Internet connection, value added services and technical support) and if they could
recommend ZAMREN to other education and research institutions that haven’t joined
ZAMREN.
A different questionnaire was sent to three Chief Executive Officers (CEOs) of Kenya
Education Network (KENET), Tertiary Education and Research Network (TENET) of South
Africa and Tanzania Education and Research Network (TERNET). The CEO’s questionnaire
was based on the period the NREN has been in operation, mode of funding for the start up of
the NREN and the current, the total bandwidth capacity for the NREN and whether the
NREN had backup for international link and its capacity, if the NREN was in position to
provide Internet to mobile users using 3G, WI-FI and Dongle technology, staffing levels,
staff retention and motivational strategy in place for the NREN, the NREN’s employee
turnover and the services that the NRENs provided to distinguish them from commercial
ISPs.
The outcomes of the two questionnaires form the basis for discussion of this paper.

5. The Outcome
The study established that for NRENs and in particular ZAMREN to survive in this
competitive market, there must be a paradigm shift and the following must be considered:
i.

ii.

NRENs need to change their focus from low pricing strategy to service based strategy.
NRENs stand better chances of locking their members because, NRENs are education
and research associations by nature and who understand their client’s need better than
commercial ISPs.
For NRENs to survive in this harsh market, NRENs should plan for provision of
stable Internet connectivity through acquisition of two commodity links where one
commodity link is a back up to another link. TENET and KENET have both back up
links. TENET links are 10 Gbps on WACS spending about USD 250,000 per month
and 10 Gbps on SEACOM for maintenance only and spending about USD 50,000 per
month (IRU type capacity). KENET links are TEAMS at 1200Mbps spending about $
19,791 per month and SEACOM at 750Mbps spending about $ 9,492 per month.
Currently, ZAMREN has only one commodity link which runs from Lusaka to
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iii.

iv.

v.

vi.

Johannesburg in South Africa. This obviously puts ZAMREN at a disadvantage
position as most commercial ISPs have two or more commodity links. And most of
ZAMREN’s member institutions who responded to the questionnaire echoed the same
sentiments that they wanted a stable Internet connectivity with dedicated bandwidth
and that Internet bandwidth pricing was not a factor when choosing which ISPs to
contract. ZAMREN’s benefit is that it provides dedicated/uncontended bandwidth
while most commercial ISPs provided shared/contended bandwidth and in some worst
scenarios Internet bundles with bandwidth capacity limitations of 256Kbps and these
often suffer from congestion due to high contention.
On services, NRENS need not offer the same services as commercial ISPs who have
fixed service portfolios such as webhosting, e-mail hosting and relaying, anti-virus
and spam filtering. These are traditional services and virtually offered by all
commercial ISPs. However, most correspondents to the questionnaire said that
ZAMREN’s services were outstanding as ZAMREN was able to provide capacity
building through trainings and technical support to its member institutions, the
services which they could not obtain from commercial ISPs at no cost. And one of the
most outstanding services which member institutions had shown a lot of zeal to have
soon was EDUROAM. This service provides connectivity to Internet based services
wherever the service was deployed within the country and outside the country at no
cost to the user of the network. This service distinguishes ZAMREN from other ISPs.
ZAMREN has deployed this service in three institutions, UNZA, CBU and MU with
the assistance of its NUFFIC project partner and plans are under way to deploy it in
other member institutions.
Robust services such as federated identity must be considered by NRENs. This is a
unique service and it should be treated as a must have service by NRENs to survive in
this competitive market. Other upcoming services of commercial value to member
institutions which NRENs need to embrace fast are the Cloud Computing (CC) and
High Performance Computing (HPC).
NRENs must also pioneer the use of dongles through their mobile Internet users by
partnering with chip designers. While this is a huge challenge, the truth is that most
NRENs provide Internet services to their users only at their workplaces while
commercial ISPs provide Internet services to their mobile users anywhere and
anytime through WI-FI, 3Gs, 4Gs and Dongles. This is a challenge to NRENs as
Internet users desire to have access all the time. The question is “What should NRENs
do in this case?”
Whilst NRENs may provide stable connectivity through back up links, distinguished
services but it does not take good care of its employees, the NRENs may suffer from
high employee turnover. TENET and KENET offers good examples where their
employee turnovers are one and two per year respectively. Employees need to be
motivated and motivation is in different ways. As the case is with TENET and
KENET where the two associations provide competitive salaries for their employees
through benchmarking of salaries with other institutions of similar trade, other
NRENs need also to learn from these two well established NRENs in Africa. Both
NRENs provide mobile phones and airtime to their employees to ensure that their
employees are able to communicate with each other but also with their clients both
locally and internationally. Appraisal systems must be put in place to ensure that
innovative and high performance employees are rewarded for their hard work and
innovative ideas. Exposure visits by staff members must be encouraged as this builds
skills levels and also motivates employees to learn from others.
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6. Conclusion
The results of this paper will help African NRENs to well position themselves and survive in
a competitive market of Africa. For an NREN to survive, it ought to satisfy its member
institution/s with one or all of the following:
i.

ii.

iii.

iv.

v.
vi.

Stable Internet Connection: Intermittent Internet connection frustrates its users and
this has been the main cause of institutions changing ISPs. Almost all the ZAMREN
member institutions that responded to the questionnaire have changed more than one
commercial ISP. It is important that NRENs should have two or more back up
international links to ensure stable Internet connectivity.
Advanced and Value Added Services: Distinguishable services like EDUROAM,
Federated Identity will soon make not only ZAMREN but other NRENs in Africa
popular among the academic fraternity and student populace as more and more of this
user type becomes mobile and desire to remain connected at no cost.
Low Bandwidth Pricing: While a tradeoff cannot be made between stable Internet
connection and low bandwidth pricing, high cost of broadband connectivity on the
other hand has been a hindrance to most institutions in Zambia to have Internet. The
emergence of ZAMREN as an ISP has brought relief and the desire for member
institutions to have more bandwidth at low cost thereby promoting the spirit of
research and publication in Zambia.
Technical Support: The technical skills levels in most of ZAMREN’s member
institutions are very low to manage the increased bandwidth being provided by
ZAMREN. By offering different trainings, ZAMREN is building the much lacking
skills in its member institutions.
The use of dongles using either 3Gs or 4Gs should be pursued with a lot of vigour by
engaging chip designers to explore this technology.
Retention strategy and staff motivation should be in place to avoid high staff turnover.
The cost of training new staff and adaptation to the new environment by new staff is a
cost to the NREN considering the nature of the operations and skills required to
perform the job.
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Abstract
The Communication System Design (CSD) Course offered at the Royal Institute of
Technology (KTH) in Sweden is a problem oriented, project-driven environment integrating
development and learning. It is a framework for learning by solving real world problems
involving Master students from various fields of specialization, mentored and supervised by
their teachers and industrial experts.
CSD is based on integration of Research, Education and Innovation, Problem-oriented,
project-driven learning, peer learning and vicarious learning where diverse teams of students
work in relay projects with handover procedures.
The paper presents a case study on project based model of learning (learning by doing) that
was used to implement a very big local area network Bunda and Serengeti Districts in
Tanzania. The actual implementation involved teams of students from KTH working
together with local employees.

Keywords
Education, Innovation, Problem-oriented, project-driven learning, peer learning, vicarious
learning.

1. Introduction
This section will highlight the methodology of this study as well as provide an overview of
the Communication System Design (CSD) course at the Royal Institute of Technology (KTH)
in Sweden.
1.1 Methodology
The case study is based on the experience of the author while participating in the CSD course
in various roles: from being a student to project owner. But also, the case study is based on
the experience of the author as a project manager during the implementation process.

1.2 Overview of CSD Course
The Communication Systems Design Course at KTH (CSD, 2013) is a framework for
learning where teams of senior MSc and PhD students, faculty members, consulting experts
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and a wide spectrum of stakeholders, work together, using leading edge technologies, to solve
real world problems.
1.2.1 Project Finding
The projects are requested and sponsored by external project owners and the project portfolio
includes projects from industry, including private and public sector companies, public
administration, civil society and organizations for international development cooperation.

1.2.2 Team Formation
Students are recruited from different education programmes and universities, by their
competence, in order to provide the projects with the best possible staffing. Since this course
run for a full semester (20 credits), students are allowed to register for either the full credit
which implies a no other courses allowed or register for half or quarter of their time. The
number of credits taken s measured in terms of amount of work (hours) the student input per
week.
The kickoff start by all teams assembling together where the teaching provide general
lectures related to how the course is run. Sometimes they do invite experts to provide
technical lectures depending on the nature of the identified projects.
In addition to team building activities, the first week in the course is spent by meeting the
project owners to get clarifications where necessary on their assigned projects.
1.2.3 Coaching and Grading
Coaching is done by senior student who have passed this course, PhD students or sometimes
lecturers. The coaches are tasked in meeting the teams weekly to provide feedback as well as
guidance.
On the grading, the teaching team does provide the final credits based on inputs from the
coach and team members.
1.2.4 Some Previous Projects under CSD
A few project examples performed through the CSD course in Africa include:
1. University of Malawi Blantyre Campus network
2. Internet exchange points in Mozambique, Rwanda, Namibia, Malawi, Zambia and
Burundi.
3. Rwednet-Kigali 1Gbps city network ring
4. EkoKonnect university network
5. SomaliREN city rings and national infrastructure in Somalia.
6. Carenet infrastructure supporting outpatients in Stockholm
7. Solar-driven, open source based PC-router
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1.2.5 Taking CSD to the World
Due to the success of CSD course, there is an initiative for project based learning that will
involve other Universities throughout the world. The Technology Transfer Alliance - TTA
(TTA, 2013) is an association of Research and Higher Education Institutions promoting, and
supporting each other in their strategic role to contribute to the development of the societies
in which they exist by providing opportunities for their researchers, teachers and students to
engage in strategic projects for academic credit. The first meeting and workshop for TTA
association was held in February 2013 in Tanzania.

2. Background
In this section we discuss the genesis of ICT for Rural Development (ICT4RD) project in
Tanzania.
1.2 Initial work with DIT
In 2004, Swedish International Development Agency - SIDA (SIDA, 2013) funded the design
and installation of Dar Es Salaam Institute of Technology (DIT) Campus Network in
Tanzania where KTH was requested to assist via CSD. The CSD team which was formed for
the task consist of two KTH students and four DIT ICT technicians. The resulting project,
known as “DIT Campus Network” (Ufumbuzi, 2004) was tasked to establish a core campus
network with the following basic services;


Implementing basic Internet network and application services, including DNS,



DHCP, Dial-up, E-mail and Web



To connect DIT to the Internet via satellite



Training of system administrators and the users



Connecting to the Tanzania Internet Exchange (TIX)

1.3 Genesis of ICT4RD
August 2002, Nils Jensen arrived in Tanzania to work for SIDA as their Programme Officer
in the ICT area (Sawe & Nungu, 2009). This was a pilot post, which hopefully could lead
towards replication in other developing countries.
Tanzania was chosen as pilot country because of prior SIDA-funded ICT initiatives in
Tanzania such as the ICT policy and the establishment of courses for IT technicians at Dar es
Salaam Institute for Technology (DIT), also known as IT Fundis training. The question at
hand was what to do next to lessen the digital divide in Tanzania? Where and how should
SIDA invest to help get rid of this nasty divide once and for all? Who could be the most ideal
partners in doing so?
Mobile telephony had already given us proof by then that all of us benefit from information
and communications services. The challenge was then to identify and provide solutions that
could deliver such services at a cost that would be affordable for most Tanzanians.
Technological solutions alone would not suffice for that goal. Other critical factors included
having shared resources, access to technical support, training of technical people, user
training, skilled management of implementation and operations and, not least, awareness
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among the decision makers in both the Central Government and the Local Authorities, as
well as among the actors and all other stakeholders.
Discussions were held with people at DIT, COSTECH (Tanzania Commission for Science
and Technology) and KTH which resulted in a co-operation agreement among the 3
institutions for a programme that should provide a model for rural ICT. The focus was to
implement that model as a demonstrator for others to learn from, and as a proof of its
viability. This model should therefore cover all the critical factors required for beneficial and
sustainable solutions.

1.4 Goals and Objectives of ICT4RD
Thus, ICT for Rural Development (ICT4RD), a Research and Development project in
Tanzania was conceived in 2005 to be implemented via the CSD framework. In achieving its
purpose of designing and validating a strategy for how to establish sustainable broadband
markets in rural Tanzania, ICT4RD established two pilot sites of Wami in Coastal Region
and Serengeti in Mara Region.
The pilot sites was used to used in testing different infrastructures and business models for
operating the networks and providing the services in a sustainable way. On the infrastructure
side, the project used existing infrastructures (optic fibre, wireless, microwave links etc)
wherever possible to avoid costs of constructing new ones. The focus of the project was on
business development in basic public services, such as education, health, local government
and support to rural entrepreneurs.
In addition to the pilots, there was capacity build embedded in the project where one PhD and
eight Masters of Science have been funded.

3. Literature Review
This section discusses other initiatives of Project-based and Problem oriented learning.
3.1 Learning by Doing Centres
Proacademia is a Unit of entrepreneurship at Tampere University of Applied Sciences in
Finland. Proacademia combine business and ICT students into teams of 15 to 20 students,
forming companies which do real business and pay taxes. The students do join the academy
after their first year in school. Unlike CSD course, this is a bachelor degree course with
duration of 3.5 years. Grading is embedded within their daily activities performing for the
company.
Tiimiacademia is an entrepreneurship centre of excellence at the JAMK University of
Applied Sciences in Finland where students run their own cooperative businesses and learn
with real money and real customers (Tiimiakatemia, 2013). It is a bachelor degree course
with duration of 3.5 years. Unlike CSD where students form teams in their first year,
Tiimiacademia students join the Center straight away from year one. Another difference is
that participants are either attending entrepreneurship or business studies only. Grading is
embedded within their daily activities performing for the company.
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3.2 Project-driven Learning
The Aalto Global Impact course (Aalto, 2013) is run similar to CSD course where students
from Arts, Technology and Architecture form teams in their final years to solve real life
problems.

4. ICT4RD Implementation
The goals of ICT4RD project was to support the ongoing U.N. Millennium Goals (eHealth,
eSchool and eGovernment) activities in rural areas by contributing to the establishment of
Internet access at schools, health centers and village administrations along two identified
fibers.
Project Teams under CSD

The work was executed in phases.
4.1.1 Feasibility Phase
The first team of five members, two KTH student and three Tanzanians (employees from
DIT, COSTECH and Juasun) was sent down in Tanzania in 2005 with two major goals as
follows: 1) Drafting a long term programme for enhanced use and benefit of ICT in rural
areas of Tanzania. 2) Designing and deploying a demo Voice over IP (VoIP) system as a
technology that can make communication more affordable and as an example business case
for private actors (Bwamkuu, 2005).
4.1.2 Infrastructure, Policies and Procurement Phase
Building on the reports from the previous work, two teams went again in 2006. The first team
of four KTH students and one DIT employee (Genesis, 2006) had specific goals of
connecting a few public facilities to the Internet using existing infrastructure and develop a
last-mile solution for connectivity. Detailed goals were:


A feasibility study on which technology(s) can best save as a last mile solution to
provide broadband services in the rural areas of Tanzania.



Based on the study, provide a network design.



Implement the design and connect at least one rural health center, one district
hospital, one school and one local administration to the fiber.



Deploy application demonstrators, e.g. telemedicine, distance learning and egovernment.



Provide a cost template for fiber deployment in different kinds of power lines in
Tanzania.

The second team (Issakson, 2006) was composed by three MSc students from KTH, one PhD
candidates from Karlstad University and another PhD candidate from Reserach Policy
Institute at Lund University. The goal for the second team was to create a benchmarking
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model for development of sustainable broadband in rural areas.
4.1.3 Services Provisioning Phase.
Four teams were formed in 2007 focusing on establishing services and capacity building.
Three of the teams have MSc students from KTH while the 4th one has two KTH students
and three DIT employees. Their goals and/or services included:






Installing Care2x (an Integrated Hospital Management Information system), Ipath
(the discussion Forum for medical professionals), Moodle (the Course
Management systems, and an Interactive platform which consist of email and
instant messaging, voice and video services).
Establishing the Chalinze-Miono ICT pilot project together with selected users
and other stakeholders to provide a business development environment for rural
broadband access that can be used for problem-oriented project-driven capacity
building.
Customizing existing course management software to provide an eLearning
environment that will facilitate teaching and learning at secondary schools in
Tanzania

4.1.4 Trainings and Services Refinement Phase
Other student projects in terms of CSD course as well as Master Thesis followed in 2008,
2009 and 2010 related to capacity building, studying the impact on the ground and designing
a low power, low cost router (supporting gigabyte ethernet and fiber) that is currently running
on site. This router has a power module that enables it to run on a variety of power sources
including main supply and battery.
4.2 MSc. Thesis work
Master thesis work was also performed in the implementation process as a continuation,
building on where CSD students have left. Most of these students had worked earlier in CSD
teams before finding a thesis problem to work on. Some of the major thesis works in the
context of ICT4RD project includes the titles such as:
1. Open Access ICT Infrastructure in Rural Tanzania (Isamuyo, 2006)
2. Broadband Services and Applications for Rural Areas (Genesis, 2007)
3. End users Capacity Building, Supporting, Network Management and Security
Implementation (Kitindi, 2008).
4. E-Business Solution for Micro-finance Institutions in Tanzania (James, 2008)
5. Commercializing the broadband services provisioning in Rural Tanzania; a case study
of Wami Broadband project (Bwamkuu, 2009).
6. Facilitating e-government by promoting use of broadband services in rural areas: a
case of Bunda and Serengeti, Tanzania (Mujwauzi, 2009).
7. Theoretical and applied eLearning in Tanzania (Malmqvist, 2008).
8. Capacity Building of ICT in Education for Rural Areas – A case study of Lugoba
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Secondary School in Tanzania (Mbwana, 2010).
9. Broadband Islands: How can network services improve communication efficiency,
increase awareness of ICT and create incentives to further develop ICT infrastructure
with the use of local services? (Camfeld & Tong, 2010).
10. Potentials and challenges in the provisioning of broadband services in Serengeti
(Holmgren, 2011).
4.3 ICT Interns
The Swedish Program for ICT in Developing Regions (SPIDER) run a program known as
Junior ICT Experts aiming at placing ICT graduates from Swedish universities at Spidersupported organizations in partner countries (Bolivia, Cambodia, Kenya, Rwanda, Tanzania,
and Uganda). The Internship program (SPIDER, 2013), range between six and eighteen
months.
During services provisioning phase of ICT4RD project, two ICT interns sponsored by
SPIDER worked in the Serengeti Broadband Network in the area of capacity building to local
staffs as well as supporting daily operations.
The network is still used even today by students from local training institutions, including
DIT for their Industrial Practical Trainings.

5. Conclusion and Recommendations
5.1 Conclusion
The case study is meant to share experience on how to achieve learning and research through
the project-driven, problem solving framework. The paper discussed the framework in brief,
with a specific reference to the Communication Systems Design (CSD) course at KTH in
Sweden. The framework discussion was followed by a discussion on how this framework was
implemented in Tanzania, building teams from various programs at KTH as well as local
employees.
5.2 Recommendations
Based on the experience gained through the execution of ICT4RD project in Tanzania via the
CSD (now TTA) framework, we are recommending the same model to be adapted and/or
extended to other higher learning institutions. Notable benefits for this type of learning
include:
1. Students gaining working experience in real life projects while doing their studies
2. Lecturers do research while supervising the students at the same time during the
course offering.
3. The community benefit from the innovative minds of the students.
4. It is a co-creation process where the communities are involved in providing the
solutions.
5. Projects are accomplished with a fractional of the total costs compared to the case
where commercial firms are used.
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Abstract
Mconf is an open source, distributed, scalable and federated global web conferencing system,
interoperable with SIP and mobile devices. The base for the system is an open source
application called “Mconf: Multi conferencing with interoperable access for web and mobile
devices”.
This open source application explores a global approach to service provision. In June 2012
the Mconf Global Network [Roesler, 2012a] was launched, and by September 2013 had
attained a global geographic distribution, with 23 servers distributed among three continents
and about 1,500 communities and 5,500 users served worldwide through 10 web portals. This
cooperating global network forms an open global web conferencing network that can support
thousands of users daily.
The problem addressed in this paper is: how this open multi conferencing technology can
enable an open global academic web conferencing network. The answer is given by examples
of R&D results of the experimental phase, and by explanations of: 1. How to keep all the
servers up-to-date and with the same software version, yet at the same time with custom
themes and institution-based configurations. 2. How to generate real-time and historical
usage statistics of the entire network and also for individual institutions. 3. How to guarantee
availability in case of a server crash. 4. How to cope with surges in web conferencing traffic.
5. How to manage web conferencing recordings of such a large number of users and
institutions scattered around the world.

Keywords
Global Web conferencing Network; Distributed systems; Scalability; Availability.
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1 Introduction
After going through earlier stages of the R&D cycle from the Brazilian NREN (National
Research and Education Network) as part of its Working Groups Program [Stanton 2012],
between 2010 and 2012, Mconf evolved its scalability, performance and management
capabilities to a pre-production level in 2013, during the Mconf Experimental Phase
activities, to fulfill the last stage of its R&D cycle. Meanwhile RNP’s Service Team is
modeling the service to provide an alternative web conferencing solution to RNP’s clients as
a production service in 2014.
Today Mconf is a solid platform to support web conferences and streaming with recordings
for a large number of users. The main goal of the paper is to present our strategies to cope
with such a large number of servers, users and institutions.
This paper is organized as follows: section 2 presents an overview of the Mconf global
network. Section 3 details the challenges faced by the team to organize the management of
such a big structure, preparing the network to become much larger than it is already. Section
4 brings the final remarks, and section 5 makes an open invitation to academic institutions to
join the network.

2 Mconf Global Network
Mconf is a complete web conferencing system, with features such as real-time sharing of
voice, video, slides, desktop and chat. It provides a distributed and scalable solution for
communication that has proved to be useful in several distinct scenarios. An in-depth view of
the Mconf system can be seen in the open access book chapter of Roesler [2012b].
The network was launched in June, 2012 [Roesler, 2012a], and by September 2013 had the
geographic distribution shown in Figure 1, with 23 servers distributed among three continents
and with some countries and states in a pre-deployment phase. In a few years we expect an
increase in this number to hundreds of servers cooperating to form a massive global web
conferencing network, serving thousands of users daily. Currently, any academic institution
that agrees with the terms of use can become a member of the network
(http://mconf.org/m/about/network/terms).
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Figure 6. Location of the Mconf global web conferencing servers (September, 2013).

Sharing the distributed servers are the users accessing their own web portals with their own
visual identities. The web portals form a second layer of Mconf that runs over the top of the
servers layer, allowing that the users enter the web conference in different ways, like a
Learning Management System (Moodle, for example) or a dedicated web page
(http://mconf.org or http://mconf.rnp.br, for example). Today the Mconf network has about
10 web portals around the world, serving around 5,500 users and 1,500 communities.
Figure 2 shows the Mconf architecture. On the left we can see the users connecting to the
web portal of their own institution. When a user wants to create a new web conferencing
room, he/she connects to the web portal and clicks a button to open the room. The web portal
asks the Load Balancer which is the best Mconf-Live server to use. The Load Balancer has
information of every Mconf-Live server gathered by the monitoring servers and, based on the
geographical information of the user combined with the CPU load and available bandwidth of
the different servers, chooses the best one to start the new web conferencing room, informing
the web portal, which contacts directly this server and opens the room there. The Mconf-Live
server is a fork of BigBlueButton2, and the Mconf team works together and aligned with the
BigBlueButton team.
This architecture allows hundreds of servers, hundreds of web portals and thousands of users
simultaneously. The challenge is to manage such a network, and the next section will present
some explored approaches.

2

http://bigbluebutton.org/
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Figure 7. Mconf global network architecture.

3 Challenges and solutions for managing a Global Network
This section is divided in subsections, one for each of the questions posed in the beginning of
the paper, which are: 1. How to keep all the servers up-to-date and with the same software
version, yet at the same time with custom themes and institution-based configurations. 2.
How to generate real-time and historical usage statistics of the entire network and also for
individual institutions. 3. How to guarantee availability in case of a server crash. 4. How to
cope with surges in web conferencing traffic. 5. How to manage web conferencing
recordings of such a large number of users and institutions scattered around the world.
3.21How to keep all the servers up-to-date and with the same software
version, yet at the same time with custom themes and institution-based
configurations?
Distribution of software and configurations, dispensing actions by system administrators, is
performed on Mconf through Opscode Chef (http://www.opscode.com/chef/), an open-source
systems integration framework built specifically to automate the cloud. On Chef the
developers write Ruby scripts, called Recipes, that are distributed over clients (Chef Clients)
through a Chef Server. The framework is very flexible and enables assignment of different
roles (a set of recipes and attributes) to clients, and the recipes may do anything, from
software installation to fine tuning configuration.
With such a mechanism the user experience is preserved, since the software is dynamically
installed and configured on all servers in a short period of time, but this doesn't mean that
institutions connected to the Network won't be able to brand Mconf and use different
configurations. On the contrary, institutions will still be able to use different themes and
configurations, with the guarantee that in any server of the infrastructure their users will have
the same user experience (with the same theme and configuration).
This is done through the Mconf Load Balancer API, which is the entry point for institutions
to interact with the whole infrastructure. When a web portal from institution X requests the
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Mconf Load Balancer to open a web conferencing room, it may send a bunch of parameters
that will be handled later by Mconf Live (on any server connected to the Network), that will
apply the requested configuration. A configuration may be a start-up layout, the ability for
any user or just the presenter to share a webcam, the default presentation, among others.
3.22How to guarantee availability in case of a server crash?
To manage a big cooperative network, it is paramount to have a good monitoring system to
generate statistics and reports, in order to know better the web conferencing usage of each
institution and of the whole system in a global way. The Mconf group has created a
mechanism which generates graphics and reports to keep each server manager informed on
how its users are using the system.
It is possible to filter the statistics for institution, group of institutions or the entire network. It
is also possible to select a time interval, requesting information on how the users behave
during some specific period of interest.
In order to understand how the users are using the system, some basic information is
provided, like the number of meetings, average meeting duration, average maximum number
of users and maximum number of simultaneous users, as shown in Figure 8.

Figure 8: basic information of the meetings

Also one institution might use the information depicted in Figure 9 as a usage profile
regarding the distribution according to the virtual room size (i.e. number of users).

Figure 9: distribution of virtual room size

In addition, it is possible to request the number of meetings hosted by each server through a
time interval. There are also graphics of CPU and bandwidth over time for each server, and
there is an option to show the number of users per institution throughout time. The purpose of
this information is to show how the servers in the network are being used, allowing the taking
of administrative measures if an institution is “abusing” the network, for example.
Besides the generation of asynchronous reports like the ones explained above, the system also
supports a real-time view, provided by a dashboard, presented in Figure 10. The dashboard
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provides instant knowledge of what is going on in the global network. For example, the
figure shows that, in this particular moment, there are 13 users divided in three virtual rooms
(6 users, 5 users and 2 users). The figure also shows the time distribution of the users for the
last 4 hours, and statistics of users, CPU load, RAM memory and network bandwidth for each
server.

Figure 10: distribution of meetings per server

3.23How to guarantee the availability in case of a server crash?
A global distributed network can provide benefits in terms of availability and resource
optimization. The Mconf global network provides the following benefits:
If one server crashes, the users connected to it will lose connection. Afterward, the natural
instinct of the users is to try to connect again. The load balancer will provide a brand new
server for that conference, and they will connect again. Besides, all users who try to open a
virtual room after the server crashes will receive a good server to connect to, and they will
not know that one server in the global network has crashed. Of course, one improvement for
the system would be the detection of a server crash and the automatic reconfiguration of the
user to reconnect immediately to a new server, but this is future work.
3.24How to cope with surges in web conferencing traffic?
A surge in the web conference traffic of one institution connected to the global network may
occur due to a scheduled event like a big conference. This event may be streamed over the
Internet, and many web conferencing rooms may be used at the same time. Instead of having
to install more servers beforehand, the web conference managers of the institution can remain
peacefully calm knowing that the global network will absorb such a traffic peak, providing
the resources needed from other servers connected to the network.
Another benefit in a global initiative is that, while in one part of the globe there is daylight, in
the other it is night-time. The tendency is that during daylight hours the servers will be more
demanded, and, in case of too much demand, they will use the idle servers on the other part
of the globe, and vice-versa. This will cope with traffic surges, optimizing resources in a
collaborative way.
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3.25How to manage web conferencing recordings of such a large number of
users and institutions scattered around the world?
Another important issue in managing a global web conferencing system is to cope with
hundreds of users recording their meetings using servers scattered around the world. There
are two main issues related to this: one is information security, and the other is that the
recordings must be associated with the user, and not with the server.
As seen in Figure 2, Mconf is composed of two layers: the first layer is the physical
infrastructure that deals with web conferences and is composed of many distributed servers.
The second layer is composed of each institution’s web portal, located in a separate server
and protected by the local politics of each institution.
The recordings are associated with the second layer, i.e., with the web portal of each
institution. It is the place to store the recordings and make them available to their users
asynchronously, according to the politics of each institution. These recordings could be
accessed simply by clicking a link in the institution’s web portal.
In fact, Mconf’s responsibility regarding this subject is only to generate the recorded video
and move it to the institution´s web portal. Each web portal must have its own storage server
for the recordings.

4 Final Remarks
This paper presented a management approach to deal with a global web conferencing
network. NRENs who join the network can unite in an effort to discuss the global service
governance as well as technical operations to raise a robust, flexible and practical platform,
strengthening the communication among the partners.
The Mconf Global Network discussed in this paper is currently a rich source of experiments
to establish a common multi conferencing network to enable collaboration between NRENs.
Further discussion about the governance of the Global Network should be explored with the
community of NRENs and other stakeholders in order to design the model and to improve the
maturity of the technology and policies.
The source codes to add new nodes or contribute to this open network are available under
open source licenses in https://github.com/mconf.

5 Open Invitation
Mconf Global Network is open to any academic institution that wishes to participate, and
creates a possibility for global resource sharing that is unique in the web conferencing and
video conferencing world. The greatest beauty of the system is that it is a real win-win
situation for everyone involved, and the network gets stronger when grown. One institution
does not have to worry about a temporary failure in the server or a traffic surge, because there
are other servers supporting the system as a whole.
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Abstract
Since the beginning of 2013 the Italian National Research and Education Network GARR has
started a new Distributed Computing and Storage Department (DCSD). The new DCSD in
the Italian NREN, follows the new mission of GARR that will not only provide very
advanced Network services to the Research community, but also manage, consolidate and
expand an Italian Distributed Computing and Storage Infrastructure based on Grid and Cloud.
This paper provides state of the art information on the planning and deployment of such
infrastructure presenting the motivations, the objectives and the vision that will bring this
infrastructure into the next Horizon 2020 programme of the European Commission. The first
pillar of this strategic evolution of GARR is the new project "GARR-X Progress" which has
been recently approved by the Italian Ministry of Research and Education and that aims to
deploy an advanced e-Infrastructure in the south of Italy (Regions of Convergence). GARRX Progress will use a new fibre optics backbone and deploy a new distributed system of
6.000 Virtual CPUs and more than 6 PB of storage.

Keywords
Cloud, NREN, Distributed Computing, Distributed Storage, Advanced Services

1. Introduction
GARR is the Italian Research & Education Network (NREN). It plans and operates the
national high-speed telecommunication network for University and Scientific Research. Its
shareholders are four major Research and Academic organizations in Italy, CNR, ENEA,
INFN and Fondazione CRUI, representing the Conference of Italian University Rectors.
GARR plans and operates the national high-speed telecommunication network for University
and Scientific Research. All Academic and major Scientific organizations in Italy connect to
the GARR network. The institutional mandate includes the following:
• to implement and operate the national high-speed telecommunication network for

•

University and Scientific Research, and to interconnect to other NRENs in Europe
and worldwide, as well as with the Global Internet;
to provide the user community with network operation and application services;
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•

to facilitate cooperation in the field of research through the exploitation of leadingedge e-Infrastructures, both at a national and international level;
• to disseminate advanced knowledge about network infrastructure, and to stimulate the
exchange of technical knowhow within the user community.
The GARR network infrastructure covers the whole national territory in a wide spreading
way and its backbone is based on leading-edge optical circuits and technologies. The
broadband access fully supports innovative applications such as Grids, Telemedicine, eLearning, Multimedia, High Energy Physics, Radioastronomy. It is interconnected with all
European and worldwide Research Networks and supports collaboration among national and
international research activities. From the second half of 2009, the current infrastructure will
be gradually replaced by GARR-X, the next-generation, multi-service network that will
dramatically enhance global performances.
GARR-X is the design of next-generation multiservice communication network dedicated to
the Italian university and research community, which will gradually replace the current
network infrastructure GARR. The evolution network, both quantitatively and qualitatively
speaking, indicates that the demand for bandwidth and value added services is increasing and
in order to meet these new needs, it is no longer sufficient to expand and further strengthen
the existing network.
GARR provides connectivity services with upstream/downstream symmetric guaranteed
bandwidth to the Research and Educational Network system and to Internet.
Accessing GARR network, like the other NREN linked with GÈANT, implies a use of a
network exclusively dedicated to the research and educational institutes, which guaranties
reliable, high-quality internet site-to-site connections, wherever they are in the GARR
network or outside national boundary and located on the other NREN in Europe and worldwide.
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Figure 1 GARR-X (blue) and GARR-X Progress (yellow) fibre backbone.

2. Advanced Connectivity
A new project “GARR-X Progress” has been recently approved by the Italian Ministry of
Research, University and Education. The new project is mainly focused on extending the
current GARR-X infrastructure in the south3 of Italy completing a full fibre optics backbone
and bringing fibre accesses to GARR users. Access circuits to GARR network uses dark fibre
links and gives the user a high technical flexibility as it allows to set-up bandwidth upgrade
up to 100 Gbit/s, via technical action on the termination equipment managed by GARR.
These activities are carried out leading to effective user needs.
The services offered are distinguished on the basis of three profiles depending on the capacity
and reliability of the circuit, and service level management associates. The three profiles
correspond to two types of typical users:
• Base access – schools and small institutes (branches and operating units of research
institutes, libraries, arts academies, local public administrations, university spin-off,
etc). It provides a 100 Mbit/s or 1Gbit/s circuit with an Ethernet interface based on a
single fibre link. The link will terminate in an intermediate Point of Aggregation
(PoA)7 or in a GARR Point of Presence (PoP).
• Advanced access – research centers, universities and institutions requiring data
intensive connectivity. Advanced connectivity service provides, with one or more

3

Four regions of convergence: Campania, Puglia, Calabria, Sicilia
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Ethernet interfaces, a 100 Mbit/s/1Gbit/s/10 Gbit/s and 100 Gbit/s circuit based on a
single or double fibre link. The links are terminated in a GARR Point of Presence
(PoP).
Accessing GARR network the user are allowed to use all the features implemented on the
network, and all operational and application services. Operational services are related to the
network infrastructure control and management (NOC-GARR, GARR-TOC, Operations
support, GARR-LIR, GARR-NIC), and application and security services are more oriented to
the use of infrastructure by the users (GARR-CERT, GARR-Scarr, Secondary DNS,
Eduroam, Mirror, IDEM, GARR-Vconf, Certification Service).

3. Advanced Services
The last ten years have seen a constant development of Distributed Computing Infrastructures
(DCI) in many regions of the world with Europe and specifically Italy leading the
experimentation. The need for such shared e-Infrastructures has been recognized by several
scientific domains and the European Digital Agenda includes Cloud Computing as one of the
topics that have to be addressed.
Several Italian nationally funded projects have deployed relevant facilities in the regions of
convergence in Italy. There is the need to consolidate these infrastructures in a large national
infrastructure that could both: fully exploit such facilities and evolve into a stable and
sustainable service for the Research and Education in Italy enabling Italian Research
Organisations and centres, Universities and other research institutions to participate to large
European (e.g. ESFRI) and international projects.
GARR has recently started the creation of a new department that has the mission to provide
advanced computing services to its users. The activities described in this chapter are thus
related to such new strategy that has been favoured by the Universities and research
organisations members of GARR or users of the GARR infrastructure.
3.1 The technology
The Distributed Computing Infrastructure (DCI), cloud based, will complement the resources
already deployed by previous projects and support further future complementary investments.
The proposed infrastructure will complement existing initiatives and support the transition to
a production service made available to a large number of researchers granting them the
opportunity to use non-trivial computing resources for new and relevant scientific
applications.
GARR will also play the role of a broker between users (researchers, professors, etc.) and
resource providers (Universities, Research Centres, Private companies and GARR itself)
defining the technical requirements, and performances needed to deliver service that are easy
to use, dependable, upgradable and sustainable.
The initial phase of planning will specify the components and solutions adequate to deliver
the requested functionalities and the choice will be made taking into consideration the
maturity and their spread among national and international infrastructures.
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Figure 2 Layered structure of the ICT Infrastructure .

The services provided by the ICT infrastructure will be based on a Cloud platform that will
be Open and where virtualized resources will allow for an easy allocation to the users with
the possibility of
• Migrating the resources in case of need
•
•
•

High Availability and disaster recovery on user request
Elastic provisioning of resources following the users’ requests
Transparent provisioning towards public and private resource providers

The proposed infrastructure is composed by a core system of dedicated hardware that will be
the starting core of a larger infrastructure that will see the consolidation of other resources
deployed in other projects or made available by Universities and Research Centres.
The hardware infrastructure will be distributed in the Regions of Convergence to maximise
the availability and synergy. Very high speed links (10-100 Gbps) will interconnect the sites
allowing: distribution of data, data redundancy, fast alignment of replicas and disaster
recovery.
There are several Cloud technologies used in Europe and other regions of the world. Recently
EGI (European Grid Infrastructure) has launched a Task Force for Federated Cloud that has
compared the different solutions with the requirements of the Research and Education
community.
GARR starts from the work done so far by the EGI Task Force and CHAIN-REDS to define
an autonomous implementation strategy, yet compatible with the European one, that could
lead to the deployment in the short term of 12-18 months.
The technologies considered so far have been selected with two main criteria: availability of
Open Source code and compliance with the standards that allow federating resources of
different clouds with a reasonable level of interoperability.
The reference Cloud technologies considered are:
• OpenStack is a cloud operating system that controls large pools of compute, storage,
and networking resources throughout a datacenter, all managed through a dashboard
that gives administrators control while empowering their users to provision resources
through a web interface.
• CLEVER is a cloud middleware fully designed at the University of Messina, Italy.
CLEVER simplifies the access management of private/hybrid clouds and provides
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simple and easily accessible interfaces to interact with different interconnected,
clouds, deploy Virtual Machines and perform load balancing through migration.
• OKEANOS is a comprehensive cloud middleware with web graphic interfaces for
users and cloud tenant. It has been developed, using governmental funding, by
GRNET the Greek NREN that intends to deploy and manage a large Cloud
infrastructure for the Research and Education in Greece.
The international standards of reference for federating clouds are:
• The Open Cloud Computing Interface (OCCI) comprises a set of specifications
delivered through the Open Grid Forum. OCCI is a Protocol and API for all kinds of

•

Management tasks. Originally initiated to create a remote management API for IaaS
model based Services, OCCI is now suitable to serve many other models, including
PaaS and SaaS.
The Cloud Data Management Interface (CDMI) defines the functional interface
that applications will use to create, retrieve, update and delete data elements from the
Cloud. As part of this interface the client will be able to discover the capabilities of
the cloud storage offering and use this interface to manage containers and the data that
is placed in them. In addition, metadata can be set on containers and their contained
data elements through this interface.

3.2 The services
The services offered by the ICT infrastructure will be based on a layer of basic services of
virtualised Servers and Storage. On top of these basic services other high value services will
be configured to target different types of users and needs.
Basic services are:
• Virtual Server - The service makes available virtual systems equipped with one or
more virtual CPU, RAM and Disk.
• Data storage - GARR designed the service for delivering a cloud personal or group
storage solution letting users to maintain and share research and education data in a
simple, quick, secure and controllable way.
The storage service offers some unique features:
• It is managed entirely in Italy and by Italian subjects. This allows enforcing
conformity to Italian data management laws, ensuring constraints, policies, discretion
and copyright on users’ data.
• It is intended to be a common effort by education and research institutions. This
allows obtaining economies of scale and to better share benefits in a community
•

context.
It leverages existing infrastructure optimizing the usage of underutilized resources,
thus consisting in an overall reduction of rollout costs and facilitating the service
sustainability over the years..
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•

It is operated by GARR which exploits both its own resources and resources made
available by the R&E Community, thus ensuring a clear sustainability and data
preservation strategy for many years in the future.

The storage services offered can be divided in two categories: GARRbox (Personal Storage)
and GARRstore (Storage for Groups and/or larger size).
GARRbox offers functionally similar to commercial solutions, like Dropbox, Google Drive
and SugarSync, while GARRstore is targeted to users that need larger storage space and
better performances in the data access.
On top of the services described above, other pre-configured services are offered; here follow
some examples:
• High Availability Support to critical ICT Services Application and data
services are replicated in the Cloud providing high availability through redundancy
and avoiding Single Point of Failure (SoF). Overprovisioning will also ensure good
performances in all the service of the GARR-X Progress platform. The High
Availability Support Service will be delivered exploiting the combination of Virtual
Server and Storage services of the ICT platform and will encompass critical services
such as DNS.
• Scientific Portal (Science Gateway) - Thematic portals will be preconfigured with
CMS systems, tools and applications, needed by the users, with a Web Graphic
Interface. The service will include user support for application porting in the
framework of the portal and customisation of authorisation and authentication
systems.
IdP in the Cloud - A preconfigured virtual appliance offered as a Service in the
Cloud, including an Identity Provider system and optionally an identity management
system, that allows the Single Sign On authentication towards many services using
Federated Identities.
IdP in the Cloud is operating in a Virtual Machine that is pre-configured with the following
software installed:
• Shibboleth IDP
• uApprove
• Custom login page for the user authentication that can be customised for the
organisation.
• Apache2 Server with a system to verify the validity of the digital certificates
• OpenLDAP - LDAP Server: for those organisations that do not have such service
internally.
• phpLDAPadmin interface to facilitate the identity management by the organisations
using the LDAP server
• MySQL Server used for the DataBase of the IdP
• IPTABLES Firewall
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•
•
•
•

Rsyslog demon for the centralised logging
Nagios server for monitoring and alarms
Collectd demon to collect system statistics
A backup system for the data.

phpLADPadmin web
interface to manage
identities

openLDAP

Cloud
GARR
Figure 3 IdP in the Cloud schema.

Providing PaaS or SaaS like IDP in the Cloud on a large scale is made possible thanks to
Configuration Management tools like Puppet.
Using the same approach it will be possible to offer also a variety of preconfigured PaaS, like
portals, collaboration tools and other useful services.
One of GARR’s intentions is to offer the “Federation as a Service” (FaaS), a preconfigured
PaaS environment including a number of Identity Providers, Service Providers, a Federation
Registry, a Metadata Distribution Service and a Discovery Service. The FaaS will make a
NREN, at the beginning of the process of building a National Identity Federation, ready to
deploy an entire Identity Federation. The preconfigured Federation as a Service could allow
to faster convergence towards more consistent rules allowing more interoperability between
services. The standardization reached thanks to the FaaS could steer the market, allowing the
acknowledgement of NRENs as a driving leader for technology and in a special way access
technology.

4. Conclusions
Many NRENs are deploying new services on top of their connectivity offered to the users.
GARR has started a process for providing very advanced services in Italy based on fibre
connectivity and distributed computing and storage facilities.
Several of these services can be of interest for many other NRENs in Europe and in other
regions of the world and especially Africa.
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Abstract
In time of climate change there is a lot of interest in communicating detailed information
and knowledge pertaining to climate to different stakeholders. In order to aid informed
decision making related to changing climate and weather variability there is need for data
visualization tool. Data visualization tool plays a great role in interpreting bulk climate
information produced or collected from different districts, regions and nations at large. In
Tanzania, online real-time data visualization tool can help to bridge the gap in the current
system whereby climate information is disseminated using television, radio as well as face-to
face. These methods have many problems, one being difficulty for end user to aggregate the
disseminated climate information over long period of time. This paper seeks to present a
work toward developing of a tool for such purpose. The work was done by Database for Crop
Models Simulation team from Tanzania with consultation of team members from Kenya,
Uganda and Ethiopia. It is anticipated that the tool will enhance efficiency and effectiveness
in dissemination and communication of climate information and knowledge to all actors who
need it. Furthermore, the results from this study will simulate the debate about climate data
visualization in this era where the climate change is a problem which needs to be mitigated
using a state-of-art solution.

Keywords: climate, modelling, information, knowledge, dissemination, communication,
visualization tool
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1. Introduction
Recently there have been many researches done to address the effect of climate change
(WAISSWA, OTIM & Milton, 2012; Kaye, Hartley, & Hemming, 2012; Neset et al., 2009;
Nocke et al., 2008). These efforts have been done by different researchers in different area of
specialization. These include climatology, computer science, computer engineering, social
science, chemists, physicists etc. Evaluating the effect of climate change without integrating
with other different disciplines is a major weakness of many previous studies (Weyant et al.,
1996; Rosenzweig et al., 2012a; Rosenzweig et al., 2012b). It is from this that Agricultural
Model Inter-comparison and Improvement Project (AgMIP) want to fill the gap in
knowledge. AgMIP is a major international effort linking the climate, crop, and economic
modeling communities with cutting-edge information technology to produce improved crop
and economic models and the next generation of climate impact projections for the
agricultural sector. The project “Assessing the impacts of climate variability and change on
agricultural systems in Eastern Africa while enhancing the region’s capacity to undertake
integrated assessment of vulnerabilities to future changes in climate” is one of the projects
selected for conducting these assessments in four East African countries-Ethiopia, Kenya,
Tanzania and Uganda and is funded by AgMIP through the support from UKaid
(http://www.agmip.org/).

Map 1: Team Composition for East Africa AgMIP (Adopted from www.agmip.org)
One of the approaches used in AgMIP project is to use the existing data collected by
different researchers in climate, crop and socio- economic to predict different future scenarios
under effect of climate change. The challenge for these collected data is how to simplify data
visualization in order to establish certain patterns in order to answer different research
questions. Even though this paper presents a tool for data visualization for general purpose
system we shall present with reference to climate data.
Data visualization is the field dealing with visual representation of abstract data into more
clear graphical way (Nocke et al., 2008). The presentation in a graphical must be able to
communicate the information easily and effectively to the user. Since simulating models
result into many outputs files consisting of spatial and complex data, there is need of a tool
for visualizing easily (Johansson et al., 2010). The aim is to convey the information and if
possible, the knowledge to be extracted from the outputs files (which are in form of AgMIP
data format) in a presentable and readable manner to the end user. This paper contributes on
the problem of user centered design as outline by Chen (2004) in his paper 10 unsolved
problems in information visualization.
Tool for visualization of climate data has been developed purposively for scientists and
professionals in climate and weather in many years but in recently, there is need for
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interpretation of climate results from simulated and modeled data to be used by different
stakeholders (Otim and Waisswa, 2012; Pettit et al., 2012). The reasons for increased
availability of tools for visualization of data related to climate are (i) advancement of ICT
with resulted into lowering cost for computing devices (IPCC, 2007). (ii) the need to assess
climate in relation to other areas of science (for example socio-economic, crop and IT)
(Rosenzweig et al., 2012a) (iii) the computer methods, techniques and algorithms for
developing interactivity for data visualization tools have increased substantially (Neset et al.,
2009). The increased number of visualization tools has in turn resulted into large simulation
data sets from climate, crop and socio-economic modelers (Nocke, Sterzel, Böttinger, M., and
Wrobel, 2008). However the simulated data sets resulted from simulation need to be
communicated to different stakeholders that is why visualization tools are developed to serve
this purpose. Climate visualization tool are difficult to develop because of: (i) heterogeneous
of climate data (ii) heterogeneous of climate stakeholders (iii) multi-disciplinarily nature of
the experts needed to partner in looking for either general or specific purpose visualization
system (Nocke et al., 2008; Ladstädter et al., 2010; Fuchs, & Hauser, 2009; Edelson,
Gordin,1998; Shaw, Sheppard, Burch, Flanders, Wiek, Carmichael, & Cohen, 2009; Wei,
Santhana-Vannan & Cook, 2009). Besides the above challenges, climate data centres face
problems in achieving, managing and distribution of data in open access model (Wei,
Santhana-Vannan & Cook, 2009). This facilitates data sharing and interoperability across
network, organizational, and geopolitical boundaries.
Even though tools for climate visualization is at maturity stage but in developing countries
there are few such tools to be used as (i) communication (ii) decision support (iii) analytical
purposes to different stakeholders (Schneider, 2012). The climate visualization tool is of great
importance in decision support, analytical and communicating the climate knowledge after
the climate data has been modeled using climate models (Nocke et al., 2008). The good
example of climate visualization tool is the web based climate visualization tool developed
by University of the Cape Town (http://cip.csag.uct.ac.za/webclient2/app/). The problem of
this type of general purpose visualization tool is that it is not dynamic to accommodate any
user inputs and thus, does not allow any user to enter and analyse data. This is the weakness
which has been identified by Nocke et al., 2008 who argue it lacks support for some of the
typical domain specific requirements such as support for native file formats, and metadata,
different grid types and mapping. Another weakness is that it is difficult for end user to
interactively visualize different scenarios from general climate data sets after being modelled
by climate models (Ladstädter et al., 2010). It is from this that necessitated the need for
localized and contextualized solution for an integrated modeling from socio-economic, crop
and climate. This is the goal of IT group for AgMIP in Tanzania. Thus, we aimed at
developing a flexible visualization tool which will help climate team and other actors in
climate and weather value chain to make informed decision from the current and predicted
future scenarios. In this paper, the weather data series for simulated climate data for 30 years
from 1980 to 2010 have been used.

2. Research methodology
The study involved an action oriented research (Sanga et al., 2013). The objectives for this
research work was achieved by first doing literature review. As proposed by Keim et al
(2008) and Keim (2002), the research methods in this visualization study also integrated other
methods from scientific analytics, geospatial analytics, interaction as well as cognitive and
perceptual science, visual analytics, statistical analytics, knowledge discovery, data
management as well as knowledge representation and presentation, production and
dissemination and information analytics. Literature review was undertaken in related work
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on web-based solutions for data visualizations in the field of climate and related other
domains (Nocke et al., 2008; Ladstädter et al., 2010; Fuchs, & Hauser, 2009; Edelson,
Gordin,1998; Shaw, Sheppard, Burch, Flanders, Wiek, Carmichael, & Cohen, 2009; Wei,
Santhana-Vannan & Cook, 2009).
The focus was on the techniques used and weaknesses of existing solutions in visualization
of climate data. Based on the findings in the literature review, a web- based visualization tool
was developed following iterative incremental software engineering methodology (Larman
and Basili, 2003). Requirements were collected from Tanzania Meteorology Agency (TMA),
and then the requirements were divided into several iterations on priority bases starting with
those having high priority. Thereafter, the mixed research approach was used; the approach
has the capacity to capturing both qualitative and quantitative data in instances where there is
missing climate data in the collected dataset. Specifically; focus group discussion, interviews,
document analysis, surveys and observations was used in collecting data from intended
population. The collected data was analyzed and its results were used as input for the
architectural design. The architectural design of the software was done followed by design of
each software component in each of the iterations. Software components was developed and
tested followed by testing of the entire system. Testing of the software with different
stakeholders (e.g. different line ministries (agriculture, environment, water, policy/planning,
local governments, Academia), Climate change center / focal persons), Representatives of
farmer associations Intermediaries: Government and non-governmental developmental
agencies, Media) to obtain user feedback was also be done. Based on the feedback,
improvements were done before releasing the final product. Thus, the potential benefits of the
adopted action oriented research were realized; which is its power to assess the practical
differences attained by the intended population. Coincidental the adopted research approach
inherently adopted some features of the Living lab methodology (Buitendag et al., 2012) in
an empirical experiment (Sanga, 2010).

3. Research design
This study employed a participatory action research (PAR), which was developed together
with the AgMIP Tanzania group. Before being used, it was validated in a number of
workshops attended by AgMIP Tanzania group members in Oasis and Nashera, Morogoro.
Thereafter, it was pre-tested in computer laboratory. Subsequently, it was presented in
AgMIP workshop done in Nairobi – Kenya and Adama – Ethiopia in 2012 and 2013.
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Table 2: How PAR was used in this study (Adapted from Sanga et al., 2013)

Phase
Diagnosi
ng

Specific Activities
•
•
•

Semi-structured interviews with researchers,
Use of checklists by inspecting data available in national
agricultural research centres
Assessing available literature review and climate data from TMA

Action
planning

•
•

inception workshop in Enttebe, Uganda
several writeshop in Tanzania, Ethiopia, Kenya

Action
taking

•

developing climate data visualization tool using prototype approach
• climate data visualization tool analysis and design
• climate data visualization tool implementation
• climate data visualization tool evaluation

•
•

climate data visualization tool demonstration to different
researchers in workshop
Group Discussions with different researchers from Kenya, Uganda,
Ethiopia and Tanzania to get their feedback

•

Presentations in conference

Evaluatio
n

Specifyin
g learning

4. Area of Study
The simulated data which was
stations. It consisted of weather
airport, Dodoma airport, Mtwara
MET, Mahenge MET, Kisarawe
stations.

used in this paper were collected from different weather
data for 30 years from 1980 to 2010 for Dar es Salaam
airport, Musoma MET, Same MET, Tanga airport, Mbeya
Agriculture, Lindi Agriculture and Bukoba MET weather

5. Study population
Study population is a finite or infinite collection of items or people under consideration
(Kothari, 2007). The population for this study comprised of weather data for eleven weather
stations.

6. Sampling Procedure
Purposively sampling design was used to obtain the study sample in which 11 weather
stations from different agro-zone climatic conditions were selected. Another factor for
selecting the weather station was the easy at which its weather data can be obtained without
hurdles. Additional criteria was the limited budget and time thus, the existing data present
from previous projects were preferred in comparison to collecting new data from the fields.

7. Data collection
The data which was used for this experiment was collected from TMA.
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8. Data analysis
Data which was collected from TMA subjected into Climate modeling software. Thereafter
the output from climate model was taken as input for our experiment.
It is worth to note that all the research processes and outputs were communicated to
researchers
with
the
help
of
discussion
group
(agmip_tanzania
agmip_tanzania@googlegroups.com; AgMIP EasternAfrica <agmipeastafrica@gmail.com>),
facebook
page
(https://www.facebook.com/ECCAAW),
blogs
(http://agmipeastafrica.blogspot.com/ & http://agmipeasternafrica.wordpress.com/).

9. Results and discussion
The living lab and PAR methodologies resulted into the formulation of the framework for
the database implementation and data visualization.
From the framework in Figure 2, we developed a prototype system for data visualization. It
works for either field data or output data (from different models) in AgMIP format. The
example of modelled climate data which has been used in this paper came from different
weather stations in Tanzania and it has the data format as depicted below (Figure 1). Since
the aim was to visualize climate data series from areas where modelling and simulation of the
selected crop and socio-economic was being done, the collected data series were having
many fields apart from those relating to weather. In simulating crop and socio- economic data
sets, the weather data sets in the respective area was used. Due to the confidentiality of some
weather data, bcMERRA dataset were used. A protocol set by AgMIP was that a local station
climate series is preferred, but if it cannot be made public then it must be compared to
bcMERRA dataset (Rosenzweig et al., 2012b).

Figure 1: AgMIP Data format for Bukoba MET Station
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web
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Community web
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outputs tools

tools

Visualizati
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Climate

Soil

database

database

database

SocioEconomic
database







Data collection for climate, crop, soil and socio- economic datasets
Set according to data types
Archives into different databases for calibrating and validating a range of climatic, crop ,
and economic models
Data conversion tools depending on available data to AgMIP data format
System to enhance continous interaction /disemination / communication of key findings to
all stakeholders including policy and decision makers at different levels through approprite
discussion groups/ blogs/ wiki etc and use of Dropbox / Google documents

Figure 2: Framework for developing prototype of climate data visualization tool

10.Data Extraction, Transformation and Loading (ETL) Process
The data can be into different file formats but the challenge was how linking can be done
without losing their original format (Wei, Santhana-Vannan, & Cook, 2009). This led the
system analyst to use the techniques of data warehouse in designing the data visualization
tool. The reason behind this was that there were voluminous quantities of weather data
which need to be cleaned, filtered, extracted, transformed and loaded into a knowledge
engine ready for mining, searching and reporting (Fayyad et al., 1996). This process helped
data fusion from different data sources and data formats (e.g. excel, database, flat files)
stored for 30 years starting from 1980 to 2010.
After the above data has been linked for visualization using AgMIP weather File Reader it
shows visualization results which is obtained after specifying the range of date which one
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need to get the graph, AgMIP data from the station and type of the graph (Figure 3). The type
of graph can be for solar radiation, maximum temperature, minimum temperature,
precipitation (rainfall), wind speed, dew point temperature, vapour pressure and relative
humidity in a period of 30 years. Since it is difficult to plot the graph for each for the data
sets for the entire 30 years then the maximum, mean and average was used. These statistic
variables were meant for showing realistic, optimistic and pessimistic respectively.
In order to achieve an expressive and simple way of representing large data related to
climate in a varying timeframe there is a need of choosing a better way of visualization
(Aigner, Miksch, Muller, Schumann, & Tominski, 2008; Li, & Kraak, 2012). According to
Aigner et al (2008) there are three methods visualizing large climate data namely: temporal
data abstraction, principal component analysis, and clustering of larger volumes of timeoriented data.

Figure 11: AgMIP - Weather File Reader
The following Figure shows output after the “Show Info” has been clicked.

Figure 12: Output for the AgMIP - Weather Data Reader for Mbeya
From the above Figure 4 which shows some information pertaining to Mbeya MET station
in Tanzania is summarized. They are information about its latitude, longitude, maximum
temperature, minimum temperature and maximum rainfall (among other parameters). The
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technique used was temporal data Abstraction (Aigner et al., 2008; Li, & Kraak, 2012). This
technique is useful in depicting the pattern of large data which sometimes it is difficult to
represent graphically at once. Figure 4 depict the climate data for 30 years that is why
temporal data abstraction technique was used in presenting the visualization of its climate
data. Its advantage is that it has wide applicability in representing different scenarios of data
regardless of the origin of data. This technique is very useful for users who are experts in
climate otherwise, for normal users it is difficult to understand the graphs produced by this
technique.

Figure 13: Output for the AgMIP – Relative Humidity Data Reader for Bukoba
In Figure 5, the technique used was principal component analysis, and clustering of larger
volumes of time-oriented data. Their advantage is that the user can get the abstracted view of
data very easily (Aigner et al., 2008; Li, & Kraak, 2012).

Figure 14: Output for the AgMIP – Relative Humidity Data Reader for Musoma
In Figure 6, the technique used was principal component analysis (PCA), and clustering of
larger volumes of time-oriented data. Their advantage is that the user can get the abstracted
view of data very easily (Aigner et al., 2008). The PCA and clustering techniques are very
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good for normal user because of its detailed representation of data which can be understood
by novice user.
In this section, the usefulness of three techniques for climate data visualization to gain
insight into larger volumes of time-oriented data has been represented. This has been done
with guidelines from Aigner et al. (2008) and Li, & Kraak, (2012). Aigner et al. (2008) argue
that temporal data abstraction aims at gaining qualitative high-level insights while PCA and
clustering help in handling larger numbers of variables, respectively, tuples in time-oriented
data. These three methods applied to large time-oriented data sets which provide different
levels of abstraction and help to reveal major trends in the data are still open for research
(Aigner et al., 2008; Li & Kraak, 2012).

11.Conclusion and recommendation
The need of tools for visualizing climate data from large data sets obtained from climate
models has been studied from different previous literature. The relationship and pattern
between data sets extracted from the modelled climate data is of great importance to different
stakeholders who cannot visualize easily the huge amount of datasets. In this paper, we have
presented the climate data visualization tool which allows interactive display of map as per
multi-dimensional data sets from multiple parameters of climate data after being analysed by
climate models as per needs of different stakeholders. The tool has been developed using a
participatory approach which was done easily because of the use of various communication
channels (i.e. workshop, writeshop, blogs, discussion forum, social media page) that
supported different processes of research. The developed tool is easy to use by different
categories of users. It needs no prior knowledge in order to use it. Its advantage is similar to
those identified by Ladstädter et al. (2010) who argue that climate data visualization tool
must have the following novel characteristics, namely: easy to visualize, analyze and explore
features of interest such as trends, differences between datasets, or interdependencies
between available parameters.
The lesson learnt from this study is that multi-disciplinary team work is very important in
today's world of research. In this research, climate scientist, water resources engineer,
agricultural engineer, hydrologist, gender specialist, economics experts and computer
scientist worked together in understanding and then solving different problems pertaining to
climate, crop, and economic modeling.
In future study, the system needs to incorporate module for integrated comparisons of
climate data from different stations for visualization of data from climate, crop and socio –
economic using current and future scenarios for 30 years.
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UbuntuNet-Connect 2013
Transforming Education and Research through ICT
DAY 1: THURSDAY, 14 NOVEMBER 2013
Session 2: NREN Services
Chairperson: Dr Dale Smith, International Networking Coordinator - NSRC.
Rapporteur : Dr Chipo Kanjo University of Malawi / MAREN
In his introductory remarks, Dale gave a brief about NSRC, and emphasised that NSRC shall
continue supporting Research and Education Networks.
Session two had five presentations as follows:
Presentation 1: Gleaning from Pro-Poor ICT Experiences to Address Challenges Faced
by Uganda’s Nascent Research and Education Network
By Isaac Kasana, CEO – RENU
Isaac presentation had a strong emphasis on Pro-Poor ICT initiatives and experiences. Using
a nine stage method, the study presented revealed that many parallel principles and
concepts do exist between pro-poor ICT initiatives and NREN development initiatives. Isaac
pointed out that the ICT experiences shared in his presentation may vary from country to
country, therefore, it is important to have a proper understanding of the different
community needs. Three key lessons and recommendations were highlighted. The
recommendations stressed the need for NRENs to have a three phased Strategic plan (short,
medium and long term). Isaac ended the presentation by asking all the NRENs the question “where do we want to go?”
Questions and Comments
Question: How do we move RENU from where it is?
Answer:

Need to have more Institutions join RENU, now it’s a better time since Uganda
has just connected UbuntuNet Alliance network.

Question: What matrix would you use to measure RENU success?
Answer:

This is in line with M& E requirements by the Uganda Regulatory Body and
where RENU has just submitted a performance matrix.

Question: How much emphasis is placed on indigenous knowledge of the communities
studied in the analysis?
Answer:

The study involved the actual communities, and it is their input was taken into
consideration.
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Presentation 2: ASREN Regional Perspective Towards Enhanced e-Infrastructures for
Research and Education
By Dr. Salem Al-Agtash, ASREN.
Salem mentioned that the idea behind this presentation is to share the success of ASREN to
date. ASREN started in 2005 as a PAN Arab Network and became an Association of Arab
State Networks in 2011. Its inspiration is to serve the 1000 Arab institutions, supporting
their online education growth through provision of access. Three main pillars were
highlighted (interconnection, services, and collaboration). Salem gave the status of ASREN
NRENs where - 9 are mature, 5 developing, and 8 are starting. It was important to note that
although participation is not 100%, all countries in the Arab region have been contacted.
The relationship which ASREN has with UbuntuNet Alliance and WACREN was
acknowledged, stressing the fact that Sudan is meeting point between ASREN and
UbuntuNet. Salem also acknowledged the services and support they get particularly from
CHAIN-REDS who have built them a Science gateway. Challenges faced in the ASREN region
were also underlined and these include – political unrest, low research and development
spending, diversified economies, high cost of access, and lack of skilled workforce.
In his concluding remarks, Salem urged all to ensure that whilst NRENS utilise available
resources, they should propose new ways of acquiring resources and providing new
services. Finally, he emphasised the need to consolidate our (ASREN, UbuntuNet Alliance,
WACREN) efforts towards Africa Interconnect.
Question: What are the Two action items people in this room can take away to assist in
the challenges ASREN face?
Answer:

Major challenge is regulation and monopoly of operators. This is a common
problem across the region. Buying capacity across country (ie. from Bahrain to
Emirates which is less than 200km) costs much more expensive than
connecting to London

Comment: from Session Chair: UbuntuNet Alliance has achieved some level of success, and
if we can, we should assist our friends up north.

Presentation 3: Advantages of Industry Membership Program for Emerging NRENs
By Brian Savory
Brian shared experiences he has had over the years. His participation in both private
industry and Research and Education institutions, gave him an opportunity to fully
understand the benefits of industry membership program. He explained the possibilities for
industry sponsorship, as a great opportunity for industry members to share with university
members during meetings and learn from the participants. He described the sharing as a
win-win situation where both parties benefit from each other. The vendor benefits by
having company recognition by the community among other things. An alternative where
vendors can participate through a vendor display area was highlighted and vendors can
engage with participants during break time. Brian also emphasised opportunities for
consortium pricing where vendors can sell their products to NRENs at subsidised rate if
they are buying as a community – ie. Group of Universities as opposed to selling to one.
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Brian also mentioned the other benefits of industry membership which includes - industry
serving in advisory role and industry helping sponsor research projects. He concluded by
giving Internet2 mission statement, how it stands today and its future vision. Empasised
that True Partnership is the key.
Question: Are there any governance rights on the University-Industry advisory
partnership?
Answer:

Yes, can have a nominated industry representative on the board.

Question: Other than the corporate members, are there other categories on Internet2?
Answer:

Yes – such as university, affiliate, industry, corporate (each with its own rights
and privileges on Internet2). Internet2 charge for membership and an
additional cost …

Question: How do you resolve conflict of interest for procurement when you are both a
member of Internet2 and a vendor?
Answer:

Same restrictions apply, where there is potential conflict of interest, a member
has to recourse himself.

Question: Do you see similar opportunities for industry here as in the USA?
Answer:

It always works if vendor has an opportunity to display, have an exhibition, be
recognised.

Presentation 4: Distributed Computing Services on top of a Research and Education
Network: GARR
By Dr. Federico Ruggieri
Federico started with GARR (Italian R&E network www.garr.it) in a nutshell, describing the
fiber coverage, IP capacity to Géant, total user sites, and user community size among other
things. He also described the activities which GARR is involved in which include training,
support, provision of ICT services, and e-infrastructure coordination. Emphasis was placed
on GARR –X project progress which commenced on 1 July 2013. This project will add
3,900km of fiber to the backbone and 24 PoPs. Federico gave examples of services with an
emphasis on IDP in the Cloud, one of the most interesting services, which makes
deployment and management easy. He concluded by welcoming those who may want to
collaborate in the use of IDP in the Cloud.
Question: If an NREN want to utilise Identity Management in the Cloud service, how do
they go about it?
Answer:

Contact Federico

Question: IDP in the Cloud is the vision of most NRENs – who sustains all this, who pays ?
Answer:

Funding members and a federation of universities contribute, in return they get
connectivity and other services provided by GARR.
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Question: Who does the actual management; is it done by university, or who is going to
do this?
Answer:

Management of users is the responsibility of the institution where it is being
deployed. GARR ensures backups.

Question: How much human resource do you have to provide all these services?
Answer:

GARR has 45 employees, and plans to increase the number. Occasionally they
use consultants.

Presentation 5: UbuntuNet after AfricaConnect – Looking ahead
By Eng. Dr. Francis Tusu Tusubira
Tusu gave UbuntuNet background, explaining that it now stands at 14 members. Ubuntu has
an agreement with Géant, connecting the world through Géant. He also explained how
UbuntuNet stands in terms of the NREN links. Group A will be ready first week of December
2013 and GroupB will be ready by March 2014. Tusu stressed that it’s the UbuntuNet’s
dream that drives what support they look for as opposed to Ubuntu’s dream being driven by
the support they get. He mentioned that the challenge is maintaining relevance in an
evolving world, which include addressing the varying demands of participating countries
(different ICT development levels) and regional groupings with different agendas and
membership overlaps. He also stressed that UbuntuNet will MOVE AHEAD regardless.
Tusu urged universities to be more involved and ensure that Vice Chancellors participate in
NREN governance meetings rather than sending ICT directors who may not fully
understand the university vision. The challenge is - how do we involve VCs? NRENs were
also urged to ensure sustainable NREN service delivery – think beyond bandwidth into
applications, services, and content. The need to engage new partners as members of the
Alliance was also stressed

Session 3: The NREN as an Organisation: Panel
Chairperson: Duncan Greaves, CEO TENET
Rapporteur: Lynette Pretorius, TENET

Presentation 6: A Strategy for Developing High-end ICT Talent for Emerging African
NRENs and the Higher Education Community
Professor Meoli Kashorda
Question: Liquid asked what they as operators can do to assist NRENs who in turn could
possible help the operators in other ways – i.e. to forge a symbiotic relationship
without engaging competitively.
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Answer:

Meoli answered by indicating that for every $100 of revenue, $70 is paid to the
operator. It seems that operators are not providing the best possible pricing to
NRENs. $70 is not sustainable – how can this be reduced by the operators
whilst allowing the universities and NRENs to develop?

Question Follow-Up: Liquid indicated that they discount the NRENs heavily from an
operator point of view. There are still costs to maintain and the reality is that
pricing for a commercial organisation is probably 5 to 6 times higher than the
prices that NRENs get.
Answer Follow-Up: Meoli indicated that prices are confidential in Kenya and that [in fact]
KENET prefers Liquid due to the fact that Liquid provides one of the lowest
costs of lease lines to make it sustainable. Meoli indicated that operators could
maybe assist in other ways, for e.g. by chairing computer science initiatives.
Question: Dr Duncan Martin asked a question around the twinning relationship with the
NREN in Germany [DFN].
Answer:

Meoli indicated that they are taking all opportunities for growth within KENET
by twinning with an established NREN. KENET engineers have spent time
visiting other NRENs for skills transfer. In order to continue with their inhouse skills growth, KENET would like to twin with as many NRENs as possible.

Presentation 7: The NREN Business Model
Robert Janz
Question: Dr Duncan Martin – How does one overcome the natural competitive pressure
to get NREN members to surrender their decision making process to the NRENs
to co-operate?
Answer:

This has been experienced on many projects – there is a need to sit down and
talk – reference to Mozambique where issues were partly due to the members
not being equally involved in the building of the business model.

Comment: Dr Tusu’s (tongue in cheek) comment about marriage as it relates to NRENs
and working out issues / challenges.
Question: Burundi NREN – Regarding regulatory issues and licencing of NRENs – there is
a view that to set up an NREN means competition with existing operators. Are
there any solutions that can work to ensure that all operators support instead
of oppose NRENs; without the same constraints as far as infrastructure
development and deployment is concerned.
Answer:

Incumbent telecoms operators are generally the worst. Commercial telecoms
operators are easier to deal with. Reference to MoRENet – where 80 percent of
their costs were not on international bandwidth – instead this went to paying
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for national bandwidth. There is no ”one fits all” sponsoring – it depends on the
country. Suggestion to position to telecoms operators that NRENs are in fact a
closed user group and therefore there will be a finite amount of members.
Services will not be provided on the open market – only to universities and
higher training colleges. This should set the operators minds at ease.
Question: Question from Isaac Kasana – regarding the governance model – why do some
NRENs have 2 layers and others have 1 layer?
Answer:

The governance model has to fit in with the local society and what is typically
done there – sometimes traditions dictate this. Regulation in this area is
needed. Dr Duncan Martin indicated that a 2 layer governance model is needed
– where there is a concept of board and members – in this model, the prime
function is that the members who elect the board also ensure that the NREN is
meeting the desires of the institutions. Two layers are crucial in that the board
elected and the member institutions have different mind-sets, attitudes and
rolls.

Presentation 8: Survival of National Research and Education Networks (NRENs) in a
competitive market of Africa: A Case Study of the Zambia Research and Education
Network (ZAMREN)
Stein Mkandawire
Comment: Dale form the Network Startup Resource Centre indicated that he does not
know of any NRENs providing staff with access to 3 or 4G elsewhere in the
world.
Comment: JANET is doing this in the UK where they have wireless infrastructure and they
are selling access
Comment: Dr Duncan Martin indicated that in SA, there were at least two universities
what tried to get deals with local mobile networks and that he is not convinced
that NRENs should be doing this.
Comment: Andrew Alston from Liquid – indicated that University of the Free State in SA
had a look at the becoming a mobile virtual network operator – however, the
volumes of scale were not there – to justify the costs of the mobile. The outlays
required did not scale to the level that was commercially viable in any way
whatsoever.
Comment: Dr Tusu commented (tongue in cheek) that people previously had scepticism
that mobile connectivity in Kenya would never work.
Comment: General conversation regarding Kenya and Rwanda last mile access with
Duncan Greaves commenting that the power inherent within the EduRoam
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framework should not be neglected as commercial Wi-Fi providers can be
utilized for roaming between institutions and NRENs.

Open questions between the panel members
Meoli Kashorda question to Robert Janz: In Africa, graduates are finding difficulty getting
jobs. Certain services with the institutions are no longer managed in-house, e.g.
email. Institutions general use Google Mail because of simpler administration.
If institutions don’t do simple things such as providing email for their students,
how will they do complicated things? If all email migrated to Google,
institutions will not know anything about running email service.
Comment: The comment from Robert is that technology comes and goes. If you want to
move forward, stop doing things that other people are doing. Another
consideration is that staff members work long periods whereas students come
and go. Students will lose their email accounts once they leave their institution
in a short space of time if this is provided in-house by the institution.
Robert Janz question to Stein Mkandawire: An NREN should compete on services and not
internet prices. Telecom operators are huge; NRENs are little and will be
starved. A comment on whether it is necessary to compete on tariffs or rather
focus on services and keep members by innovation.
Stein Mkandawire question to Meoli Kashorda:Stein requested further explanation on
KENETs staff retention and motivation strategy. Meoli indicated that the focus
should not only be on bandwidth pricing and that the workplace conditions and
opportunities for growth are more important – Suggestion to Stein to look
through his (Meoli’s) paper and to see how this could be implemented in the
ZAMREN network.

Session 4: Theme-AfricaConnect
Session Chair: Dr Iman Maaly, CEO SudREN
Rapporteur: Isaac Kasana, RENU
Session overview:
Before presentations started, the session chair, Dr Iman Maaly asked participants to
imagine how African communities (both rural and urban) could be transformed by a
connected Africa. The session had three presentations (the fourth by Dr Tusubira’s had
been moved to the earlier session).

245

Presentation 9: AfricaConnect, the Reality - Milestones and Progress
By Cathrin Stover
First the presenter clarified that AfricaConnect is NOT a network but simply a project to
enhance the UbuntuNet network, which already had two PoPs in Europe. The presentation
had 5 headings namely: The dream, Why we need a dream, The dream receives funding,
From dream to reality and The dream continues. She then concluded with a brief report on
training and traffic growth.
Note: Questions and discussion for this presentation were not captured
Presentation 10: Possible Scenarios for AfricaConnect-2
By Dr Lishan Adam
The presentation explored possible extension to the AfricaConnect project to cover more
countries. The presenter gave the overall goal of the feasibility study, the successes to build
on and lessons from AfricaConnect-1 and highlighted risks. He pointed out that AC-2 phase1 will focus on leaders and phase-2 could handle the followers. The presentation was well
illustrated with graphics including demographics.
Question: In moving forward, what R&E activities are going on that can be taken
advantage of?
Answer:

It is important to take into account potential users. We have taken into account
the areas that scientists in Africa are involved in.

Question: from Chrispen Chiome: Are you being careful not to create a more digital divide
since Zimbabwe was not considered in phase 1 and phase 2 of AC-2?
Answer:

The observation is that internal motive power (to connect) is still not adequate.
AfricaConnect is entirely “self-inclusive” in that NRENs only need to meet
certain basic requirements in order to participate. Moving forward will take a
certain level of effort and commitment from within Zimbabwe.

Summing up by Dr Duncan Martin
This presentation focused on highlights of AfricaConnect.
It noted that RwEdNet has a network already announcing packets to the rest of the world.
He appreciated RwEdNet for organising Ubuntu-Connect 2013 and associated events.
He noted that the transitioning of UbuntuNet Alliance chairmanship had started on 13th and
was continuing through this conference.
He reiterated that the development of WACREN was also in UbuntuNet Alliance’s interest.
He encouraged NRENs to remain focused and reminded them that in the initially, they had
to put a lot of emphasis on bandwidth and that for many universities the determining factor
is still pricing.
Participants Comments:
o The REN community to focus on a service oriented approach.
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o The need to nurture the development of a health relationship between industry and
NRENs.
o Someone felt that NRENs should be industry players since they have a lot of impact on
industry.
o Someone pointed out the importance of members’ ownership of an NREN and that
governance should support this need. Another person observed that an NREN should
be a servant of member institutions.
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DAY TWO, FRIDAY, 15TH NOVEMBER 2013

Parallel Session 5a: eInfrastructure Applications
Session Chair: Prof Etienne Ntagwirumugara, CEO, RwEdNet
Rapporteur: Stephen Lukindo, Deputy CEO, TERNET

Presentation 11: Promoting e-Infrastructure for Virtual Research Communities
(VRCs) in Africa- The eI4 Africa Project
By Giuseppe la Rocca
Question: There are NRENs which are using the service, what is required for other NRENs
to join?
Answer:

There are technical documentations and manuals which are provided for
guidance.

Question: How do you know the number of users accessing the service, any statistics?
Answer:

Database exist only first layer to show registered users.

Presentation 12: HyVic and UbuntuNet Alliance Partnership to Build Resilience to
Climate Change in Eastern Africa
By Fred Semazzi
Question: Where can it be implemented?
Answer:

The project is expensive hence all five (5) countries have to join hands.
Progress noted and the eInfrastracture team is interested in supporting and
provide maintenance. Discussion with University of Cape Town in progress

Comments: The study was commended for its usefulness in the region. It was also noted
that the requirement for connectivity is very high, hence UA can assist in
partnering with global RENs.

Presentation 13: On the Development of Climate Data Visualization tool for
Interpretation of Empirical Results from Climate Model: Does it add Value to
Different Stakeholders
By Neema Sumari
Comments:




Stakeholders are end users, the project should target other users.
It was advised to incorporate 3D visualization
There are other EU projects looking on impact of climate change on health and other
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areas
The application cannot predict what will happen. The team is working for a 30 year
to come prediction program. Also looking at software to link with other programs
like the HyVic above.

Presentation 14: South Africa's Federated Identify Management Initiative
By Siju Mammen
It can be independent, government or self-funding.
There are no real best practices, it can happen anyhow

Presentation 15: The CHAIN-REDS Semantic Search Engine Application
By Rafael Mayo Garcia
Question: Security?
Answer:

Noted that open data is an issues. Trust on IdF

Question: How different is it from other search engines?
Answer:

It is based on standards

Question: How trusted data?
Answer:

Data is verified by users. Quality is important but there is no control

Parallel Session 5b: e-applications: e-learning, e-content
Chairperson: Wilfred Kuria, CEO Xnet
Rapporteur: Margaret E Ngwira, UbuntuNet Alliance

Presentation 16: Open Access Attitudes and Uptake among Health Sciences Faculty
and Roles of Information Professionals
By Edda Lwoga
Question: Why are far fewer African journals Open Access than their equivalents eg In
Asia
Answer:

On access to African Scholarly Journals on Africa Journals online (AJOL), while
they may not be Open Access, African Libraries are given a certain number of
free accesses.
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Comment: by Peter Burnett : The challenge is that in terms of access to African Digital
Repositories, many are still only available on campus and not more widely
accessible to the academic community
Presentation 17: Use of Electronic Medical Records System to Enforce Adherence to
Maternal and Infant Health Treatment Protocol in Malawi. A Pilot Case Study at
Bwaila Maternity Hospital
By Oliver Gadabu
Question: What are the technical challenges?
Answer:

Power and connectivity are among the challenges. In terms of power,
renewable energy is part of project – not genset, which may bring its own
problems but deep life batteries and towers are renewable energy solutions.

Question: Is your system integrated with other national e-health information systems?
Answer:

Yes we design a national tool integrated with other systems

Question : What size of data archive do you have
Answer:

We have an archive of 2 million patient records

Comment: This gives a potential for data mining and should be exploited to yield new
knowledge!
Question: How big is your team
Answer:

The Baobab team is quite large and includes 10 software developers

Presentation 18: Piloting White Spaces for DSpaces in Malawi
By Dr Chomora Mikeka
Comment: from Prof Kashorda : The White Space project should link to MAREN and the
Mozambique cable for connectivity
Question: If you do not get funding, what will be the impact?
Answer:

The project will stop

Comment: from Tusu responding to the challenge of identifying sustainable funding for
the project : You are testing something and this is Proof of Concept. If it is
beneficial, why should the funding come from outside and not nationally where
the beneficiaries are?
Comment: from Presenter Chomora Mikeka: We plan to launch the project and raise funds
from Ministries and Telcom companies in December; however some
institutions show reluctance
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Comment: We should consider the integration of White Space technology into rural health
facilities
Question: How many African countries are exploiting White Space technology?
Answer:

Kenya, Tanzania Namibia, South Africa. The Pilot is concluded; TENET/Meraka,
Nigeria and Ghana are in planning stages

Question: What is the speed of downloading materials from DSpace for the school
accessing the service?
Answer:

The speed is 300 kbps.

Question: What performance monitoring is done on TV White Space
Answer:

This was not done but we plan to support about 50 clients.

Presentation 19: e-Infrastructure Acceptance in e-Health, e-Learning and eAgriculture in Zimbabwe: The Quest for the User Acceptance
By Chrispen Chiome
Question: In e-learning, what are the variables that make early adopters?
Answer:

They are making rational choices based on perceived usefulness of e-learning

Question: How do you address the issue of more practical engagement through e-learning
Answer:

There may be normal practical as with Nursing Students but e-learning adds
theory to the practice

Comment: from Oliver Gadabu Looking at e-health, there is need for more investigation in
understanding the value proposition in any intervention before it is used

Presentation 20: A Software-Based Solution for Distributing and Displaying UHD
Video Content over Networks Applied to Telemedicine and Culture
By Leandro Ciuffo
Question: from Tusu: This is an exciting level of technology. For a young NREN what are
the basic steps
Answer:

You need minimum 100Mbps. Brazil has good pipe: the presentation is partly
to inspire on what can be done when you have a good network

Question: from Brian Savory and Stein Mkandawire: What is the minimum bandwidth to
use it?
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Answer:

Ideally 300 Mb/s. However, new algorithms are being developed to give greater
compression

Question: from Oliver Gadabu , Baobab What is needed to use it as a telemedicine app?
Answer:

For telemedicine it is used mainly for e-learning. For example some machines
are in teaching hospitals : eg surgical operations are shared with all the
teaching hospitals. But of course very accurate colour representation eg of an
organ is vital

Parallel Session 6a: NREN Infrastructure and Security
Chairperson: Prof Meoli Kashorda, CEO KENET
Rapporteur: Omo Oaiya, WACREN

Presentation 21: Use of Subfluvial Optical Cable in a Region without Land-Based
Infrastructure – a Brazilian Project to Deploy Optical Cable in Amazonia
By Eduardo Grizendi
Question: Dale Smith - what cable technology - similar to undersea cable or terrestrial
technology
Answer:

Cables for specific use in rivers are available from manufacturers.

Question: Margaret - Possibilities in DRC where the Congo River brings life
Question: Meoli - Interesting that the $500m budget was compared to the World cup
budget. Do you have access to similar resources?
Answer:

More expensive than terrestrial option. One benefit is that the forest is not
affected by the sub fluvial option because no roads for ducts etc are required.

Presentation 22: Security: a Necessary part of the Collaboration Puzzle
By Alex Kisakye
Question: Iman - You tackle issue of ICT policies no mention of security plan? Was this
captured?
Comment: Sometimes attack is from within
Answer:

Yes but none of the institutions surveyed had any security plans

Question: Andrew Alston: How much research are you seeing about protecting the
Internet from NRENs?
Answer:

Haven't seen any research but understands the issue
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Question: Isaac - How much connection btw general awareness in the University of the
available policies? How do you envisage use of IPv6 to improve the security of
the networks?
Answer:

IPV6 has security improvements but overall security improvement is still down
to user actions. Policy on the website is not enough. More sensitisation is still
required. Policy should be presented as guide and not regarded as punitive
mechanism.

Answer:

Siju Mammen - Responding to AA's question. Establishing CERTs in Universities
to mitigate local problems

Question: Meoli - Did research capture BYOD policies?
Answer:

No evidence of carefully thought out BYOD strategy. Research included
question about AV covering personal devices and only one uni had provisions
for this

Presentation 23: Network Security: A case study of Uganda Christian University
By Perez Matsiko
Question: LCSM- What kind of controllers / AP access point? Why didn't you go to
Eduroam?
Answer:

Ubiquiti Unifi. Eduroam is next project

Question: Iman - Was former DICT. Had difficulties choosing AV - You are advising FOSS
AV. These tend to be updated frequently.
Answer:

Choosing the right AV is difficult because it varies with users. Recommending
FOSS OS for students to limit virus incidents

Comment: from Andrew Alston: Why not just go FOSS all the way since Linux OS etc since
more viruses are written for Microsoft Windows

Presentation 24: SCIFI - A Software-Based Controller for Efficient Wireless Networks
By Luis Claudio Schara Magalhaes
Question: Dale Smith - English localisation is key factor for Africa - what is schedule for
English documentation?
Answer:

No date yet. Needs help. Code is mostly in English though and on Github https://github.com/Sci-Fi. Also Google group GT-Scifi is in English.

Question: Iman - Is user interface multilingual? How long have you used software?
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Answer:

Interface is in Portuguese for now. It has been used for 3 years now.

Question: Isaac - How are the devices powered? Important for Africa
Answer:

For Africa suggests using mesh network - Unclear response but following
commentary indicated that the usual approaches would suffice especially as
these were small devices.

Question: fromDale Smith - Have you done any work on streamlining authentication
Answer:

Public networks access needs to be identifiable in Brazil so they have SMS
based method for providing authentication information to users. Registered
mobiles provide identity token.

Question: Do you have solutions for long range? What throughput and maximum
distance?
Answer:

P-t-P links are dependent on hardware but the idea of Sci-fi is about managing
an enterprise wireless network with many devices

Comment: Cathrin Stover mentioned that AfricaConnect has funds for translation if
enough calls come from NRENs in UbuntuNet Alliance.

Parallel Session 6b: e-Applications: e-Learning, e-Content
Chairperson: Dr Pascal Hoba, AAU
Rapporteur: Professor Chrispen Chiome: Zimbabwe Open University

Presentation 25: Mobile Applications to Enhance Versatility Mobile Learning
By Jimmy Macharia
Question: If you see from the universities in Kigali, they are using second generation. If
you are downloading material using second generation, what is the quality?
What is time taken? Explain on that issue
Answer:

The minimum device to use is the smart phone. No computer will have the
value of a mobile phone. In terms of downloading, any phone with E-mail can
download. If you are in a network problem area, you are given exams on time
but the key will come on the day and time of exam.

Comment: Very stimulating presentation. This idea will decongest campuses. Some of us
who are into innovation know that physical presence no longer matters.
Question: The problem we have is that of re-skilling the professors. How can this be done?
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Answer:

We use blackboard as an E-learning platform. In our university we said we
cannot pay money and find that your material is not on the learning platform.
Management buy-in is important. Training and management support is key.

Question: In our institution, all students were in Africa and the institution is in London.
How do they get examinations?
Answer:

Using the mobile phone you can do wonders

Question: Using a cell phone as a tool for cheating. What control measures are there to
control students on that?
Answer:

The time for exam will be one area. The second is the way you set examinations.
This can encourage or discourage cheating.

Presentation 26: The Best Practices e-Learning inside University of Rwanda (UR)
By Etienne Ntagwirumugara
Comment: There is room for improvement. The campus system can be improved. Skype
also need to be looked into. You can have an option of using other applications.
Challenges are found in all African countries.
Question: What makes the students say I can’t miss this lesson? What strategies are in
place?
Answer:

Our regulations say that 85% of attendance is a must. We can improve the
system by using finger prints.

Presentation 27: Multiple Conference Interoperability Technologies
By Andre’ Marins
Question: I can see that this is an open source. How can one be able to use it?
Answer:

Go to http://mcof.org/m/about/network/terms for our terms and conditions.

Question: Can you shade more light on the server and how it works?
Answer:

We chose an open source to work with. We are working closely with a team in
Canada. We are developing together with government in Brazil.

Presentation 28: Content Alert system using Short Message Service (SMS) a
Testimony of two Collaborative Projects in Africa and Asia
By John Paul K. Anbu
Question: I like what you have presented. How do you use Whatsapp?
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Answer:

When you want to send an SMS. You may pay more for the material you get on
Whatsapp. The way you buy internet is different. You buy in bundles. Normally
if you buy in bundles it is cheaper. I pay ZAR30 for my child to use Whatsapp.
We spend that money without knowing the value of money. We will start to
think about the views coming up in our future projects.

Question: What is the content of the message or the boundary or the content of the
feedback?
Answer:

We have some limitations. This is the way why we have some links. These are
new ideas that we want to look into.
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